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The Mobile Alerting System

The BlackBerry AtHoc Mobile Alerting System (MAS) enables the BlackBerry AtHoc notification system to

be synchronized on ruggedized laptops to provide a portable alert system wherever it is needed. If a disaster
occurs in which a base or a building has been evacuated, or there is a total network or telephony system failure,
Operators can still send alerts. Using MAS on laptops that have wired or wireless Internet capabilities, operators
can publish alerts to reach the affected personnel.

This guide describes how to synchronize the Mobile Alerting System on the ruggedized laptop so that it becomes
a portable alert system.

Audience

This guide is written for an Operator who must set up the BlackBerry AtHoc Mobile Alerting System (MAS) on a
ruggedized laptop to send emergency notification alerts to affected end-users.

Hardware and software features

The laptop’s battery life is approximately five hours.
The Microsoft Windows software version installed on the laptop is Windows 2012 R2 with the required Service
Pack.

SQL server 2012 EXPRESS edition.

Note: The recommended practice is to turn on (or enable) Microsoft Windows updates to automatically update
the Microsoft Windows software on the laptop.

Overview

The Mobile Alert System (MAS) laptop provides a backup alerting system that you can use when the central
system is not available. The following sections describe how to connect the MAS laptop to the central system and
set up synchronization.

The following diagram shows an overview of the tasks the operator performs to set up the MAS laptop:
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How to Set up the Mobile Alerting System Laptop
A
Log In to the MAS - Check the Connect the MAS
Lapto N Prerequisites || taptop o the Central
pop 9 System
0 J
Set up Data
Synchronization
Between the MAS »| Synchronize the Data »| Send a Test Alert
Laptop and the Central
System

Check prerequisites and installation requirements for the central
system

Verify that the following actions have been completed:

Ensure that the BlackBerry AtHoc system has been upgraded to Version 7.6.

In the BlackBerry AtHoc system product config file, set the MOBILE ALERTING registry to Y. If the MOBILE
ALERTING registry was not originally set to Y, change the setting and restart the processor.

The registry key for a 64-bit machine is: HKEY_LOCAL_MACHINE\SOFTWARE\Wow64\AtHocServer
\ProductConfig\MOBILE-ALERTING

Install the Windows Server 2003 Resource Kit on the central system database server. This file also works with
Microsoft Server 2012.

Download the Resource Toolkit from the following URL: http://www.microsoft.com/downloads/details.aspx?
familyid=9D467A69-57FF-4AE7-96EE-B18C4790CFFD&displaylang=en

In the database, specify the Virtual System to be exported by executing the following command for the
organization ID whose data needs to be exported from the PRV_EXTENDED_PARAMS TAB:

EXPORT_DATA_YN =Y’

Assign the Download Export File Role to the Operator on the same organization for which they need to export
jobs in the BlackBerry AtHoc system.

Verify that the backup location for the export files is set to AtHocENS/Database/Backup/Export. This path is
set up during the initial set of the BlackBerry AtHoc system.

Ensure that the System Task Manager has executed the Export MAS Data job on the Primary System. To verify
the Export MAS Data job, log in to the BlackBerry AtHoc management system and change to the System Setup
(3) organization, and go to Settings > System Jobs.

Ensure that the Application Pool Settings for both Standard and Enterprise are set to AtHoc Default Pool (MAS
Only).

If HTTPS is being used, a valid SSL certificate for the central system needs to be added at the root level of the
MAS laptop for trusted communicated.
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Best practices

The following are best practices for using the laptop and the MAS.

Note: If local policies prohibit the recommended Best Practices, request an exception from the administrator who
manages the local policies.

Microsoft Windows updates: Turn on (or enable) Windows updates to automatically update the Windows
software on the laptop.

Synchronizing the MAS: Synchronize the MAS weekly and just before a scheduled MAS test.

Data verification: Verify the data in the MAS weekly and just before a scheduled MAS test.

Log in to the MAS laptop

A hard copy document is provided with the MAS laptop that contains your login information.
To set up the MAS laptop to access your local network, complete the following steps:
1. Perform any pre-network scans as required.

Note the following configuration items:

This system is a Windows Server 2012 system.
Symantec Antivirus is preloaded.
All patches available at shipping time have been applied.
2. Configure the laptop for either static IP or DHCP, as required.
Add the laptop to the local domain to receive updates and allow login.

4. If you changed the computer name when you added it to the domain, update the registry keys located at the
following URL: HKey_Local Machi ne\ Sof t war e\ Wow6432Node\ At hocser ver\

a. Update the O eDBConnect i onSt ri ng connection string to one of the following values:

w

New MAS Laptop Computer Name. For example, MyOrgLaptop2012.
New MAS Laptop IP address (if set up for Static IP). For example, 10.22.35.3.
LocalHost (strongly recommended if set up for DHCP IP address).

b. Reset the [IS Admin server:

1. From the Start menu, go to Administrative tools > Services.
2. Click the IIS Administration service, then click Restart.
3. After the service has restarted, close the Services window.
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Set up data synchronization between the MAS laptop and
the central system

Set up data synchronization between the MAS laptop and the central system

This section describes the tasks to set up data synchronization between the Mobile Alerting System and the
central system, which is the system that you use to publish alerts. The central system can be either the working
primary system or the failover system, depending upon which is being used at the time.

Prerequisites

Before beginning the data synchronization with the central system, complete the following tasks:

Verify that the MAS certificate matches the central system certificate.

Verify that any certificate installed on the central system is also installed on the MAS laptop and the
appropriate certificate is bound in IIS.

To check the certificates, complete the following steps:

1. Open IIS Manager on the MAS Laptop. IS Manager can be found in the control panel under Administrative
Tools — Internet Information Systems Manager.

2. Click the Default web site icon, and in the right hand pane, click Bindings. A window opens.
3. Verify that the HTTPS is bound and the certificate name matches your primary certificate server.

Verify whether the Export MAS Data job has executed and built the packages for the Mobile Alerting System
synchronization.

To check the job status, complete the following steps:

Log in to the BlackBerry AtHoc management console as an administrator.
Change to the System Setup (3) organization.

Click £,

In the System Setup section, click System Jobs.

On the System Tasks window, click Export MAS Data.
On the Export MAS Data screen, click Run Now.

Click OK. A pop-up window opens.

Verify that Virtual System has been exported.

N s~ wDd =2

Define the central system

You need to define the central system when you encounter one of the following scenarios:

The central system has not been defined:

| Set up data synchronization between the MAS laptop and the central system | 7



AtHoc IWSAlerts ™ .
&/ Mobile Alerting System Launchpad ¥ Settings 2 Help

K Use Mobile System
(Recommended)

Central System Status: Mobile System Status:
Primary systemn address has not been defined. Mobile System Availability: v/ 0K

Notification Delivery Managed Service: O NO

Data Synchronization Status:

Last Sync: NA
Last Data Update: O NA
Mobile System Time Zone: GMT -07:00

Synchronization not available

+ The central system URL is no longer valid:
AtHoc IWSAlerts ™ 5
@ Mobile Alerting System Launchpad ¥ settings 2 Help

1 Use Mobile System
(Recommended)
Central System Status: Mobile System Status:
Primary System Availability: @ NO ‘ Mobile System Availability: v/ 0K
Notification Delivery Managed Service: v/ OK

Data Synchronization Status:

Last Sync: 7-18-2018 11:37

OK
OK

-~

YIS

Last Data Update:  7-18-2018 06:47

Mobile System Time Zone: GMT -07:00

(%) Synchronize now

Supply data for the synchronization

To enter the required data to synchronize the Mobile Alerting System with the central system, complete the
following steps:

1. On the Mobile Alerting System Launchpad, click Settings or Primary system address.
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m AtHoC IWSAlerts ™ r—
&/ Mobile Alerting System Launchpad £} settings  ? Help

Use Central System Use Mobile System

\ \

(Recommended)

2. On the Connection page, enter the following information:
+ Primary System URL:The URL of the BlackBerry AtHoc production server:

https://myalertingserver.mydomain.gov.

+ Failover System URL: The URL of the BlackBerry AtHoc failover server.

+ Username: The Operator name on the primary system that has the permission to export Mobile Alerting
System data. For example, Enterprise Administrator.

+ Password: The Operator password on the primary system that has the permission to export Mobile Alerting
System data.

) AtHoclIWSAlerts k= _—
/ Mobile Alerting System Launchpad i Home ? Help

Rt
Settings

Connection Connection

Svnchronization Systems

Advan

s Primary System URL:  https://masfieldtest.athocdevo.com

Al

LS Failover System URL  https://masfielest.athocdevo.com
(Optional):

m Username: masl

Home

Password: sesee

Virtual Systems

Virtual Systems to D Name

synchronize: 1. |2398267 Mas 2.0 Field Test Q

&» Add Virtual System

[ Test Synchronization ]

Notification Delivery Managed Service
Notification Delivery Managed Service URL:

https://inWebServices.mir3.com Test

ease supply the URL for your Notification Delivery Managed Service

In the ID field, enter the Virtual System ID of the Virtual System that you are synchronizing with.

Click Add Virtual System to add a row for every Virtual System that you want to synchronize with.
Click Test Synchronization to verify if you can successfully synchronize data with the central system.
Enter the Notification Delivery Managed Service URL that has been provided to you.

Click Save.

No g ks
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8. In the Mobile Alerting System Launchpad, Click Test to verify that you can reach the Notification Delivery
Managed Service.
9. Click Save if all of the tested elements on the Connection page are successful.

Note: You should synchronize the MAS weekly and just before a scheduled MAS test.

Set up the bandwidth throttle

To set up the speed of the data download from the primary system, complete the following steps:

1. Click Settings.
2. Click the Synchronization link. The synchronization page opens.

J obilce

Settings
Connection Synchronizati
Synchronization
Data Threshold
Advanced
Warn if data of
About :
1 » Day

3. In the Data Threshold section, set the value to indicate the status of the Last Data Update that appears on the
Mobile Alerting System Launchpad page.
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{I’\ AtHoc IWSAlerts ’

-
Mobile Alerting System Launchpad A Home ? Help

Settings
Locoecuon Synchronization
Synchronization
Data Threshold

Advacced

Warn if data on Mobie System is older than:
About

: Days Q
Home Bandwidth Throttle

ume bandwicth to: @

Bandwath Throttle selection wil affect INg speed of the ¢ load. On » 36X ¢ i may take up to 2 minutes for
5,000 users. On » 1024K connection, it wl\lake approximately 13 seconds for 5,000 users.

4. In the Bandwidth Throttle section, select the Limit bandwidth to limit the speed of the data download from the
primary system.
5. Click Save.
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Synchronize the data between MAS and the central
system

This section describes how to perform data synchronization between the Mobile Alerting System and the central
system. Data synchronization can only be performed with the primary system, not the failover system.

Prerequisites

Before you can synchronize the data, verify the following items on the Mobile Alerting System Launchpad:
The primary system availability status is OK.

The following image shows the status of the primary system. If the Use Central System button is green, the
primary system can be reached by the MAS system. If the button has a red icon over it, there is an issue with
reaching the primary system and you are not ready to synchronize.

Use Central System < Use Mobile System

(Recommended)

Central System Status: Mobile System Status:
ox

Data Synchronization Status:

O eant

- ou

P sunchronize now

The version of BlackBerry AtHoc on the MAS laptop is the same as the primary system with which it
synchronizes. Check the version number on both the central system and the MAS laptop.

To check the version number from the product on the primary system, click Settings, and then click About. To
check the version number on the central system, click the drop-down link next to the logged-in user name, and
then click Help and Support.

Important: You must upgrade both the central system and the MAS laptop at the same time. Using two
different versions of BlackBerry AtHoc can cause data corruption on the MAS laptop. You must do a data
export if the primary system has been upgraded to ensure that the data of the first synchronization between
the upgraded MAS and the primary system is current with the new version.

Under the Data Synchronization Status area, the Synchronize now link is available.
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Perform data synchronization

To start the synchronization between the central system and the MAS laptop, complete the following steps:
1. Go to the Mobile Alerting System Launchpad at the following URL: ht t ps: // <mas- ser ver >/ nas.

For example: ht t ps: // mas-cl i ent 76. at hocdevo. com nas
2. Click Synchronize now.
3. Onthe window that appears, read the information about synchronizing the mobile system, then click Continue

Synchronizing Mobile System

* The synchronization process downloads and imports user
data from the Primary System to the Mobile System.

* Any changes that vou have made to the Mobile System
will be overwritten.

* The Mobile System will NOT be available during the
synchronization process.

* Delivery templates, audio files, security policy, historical
alert data, and audit data will NOT be synchronized;
Fecurring alerts, Weather Alerts and any other automatic
Alerts will be disabled.

* Synchronization is composed of 2 parts: Downloading
and Importing. The download process can be aborted,
but the import process cannot be aborted.

Continue Cancel

The time it takes to synchronize to the primary system depends on the bandwidth and the size of the file.
4. After you see the message Synchronization completed successfully, click OK.
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AtHoc IWSAlerts ™
Mobile Alerting System Launchpad

Use Central System

(Recommended)

Central System Status:

l Primary System Availability: v/ OK l

Synchronizing Mobile System

Step 1: Downloading

Step 2: Importing

7. Synchroni

Note: Verify the data in the MAS weekly, and just before a scheduled MAS test.
5. Go to the Mobile Alerting System Launchpad to use the central system or the Mobile System.

Differences between the central system and the mobile system

The following are the key differences between using BlackBerry AtHoc on a central system versus on a mobile

system:

+  When using the mobile system, you must synchronize data from the central system to obtain the latest
updates to the system, alerting, device, and end-user information.

Important: All new activities performed on the mobile system are overwritten each time the central system
synchronizes data to the mobile system. If you have made changes on the mobile system that need to be
reflected in the central system, turn off synchronization until you have copied the records to the central
system. Resume synchronization to keep the mobile system current.

+  Mobile system alerts can be sent to only phone, email, or SMS devices and not to the desktop.

Access the Mobile Alerting System

You launch the Mobile Alerting System Launchpad from a Web browser at the following URL: http://localhost/

mas.

1. Open Internet Explorer.
2. Ensure that ActiveX is enabled.

In Internet Explorer, navigate to Settings > Internet Options > Security. Check that the local intranet is set to
medium-low. Or, under custom jobs, verify that Active X components are set to Prompt or Accept.

3. If you require a secure connection, navigate to one of the following URLs:
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http://llocalhost/mas
https://localhost/mas

The central system can be either the primary or failover syste
on the ruggedized laptop.

One system is designated as (Recommended), based on avai
system is always recommended if it is available.

From the Mobile Alerting System Launchpad, click Use Central System or Use Mobile System.

m. The mobile system refers to the alert system

lability, as shown in the image below. The central

’n‘. IWSAle

J obi

Ile Alerting System Launchpad

Use Central System

==—j(Recommended)

Use Mobile System

After you select a system, the standard BlackBerry AtHoc ma
5. Log in using your BlackBerry AtHoc username and password.

Management Login

uwserl

BlackBesry AtHioc

6. Begin to use BlackBerry AtHoc features as you would on any

MAKING
WORLD SAFER

other computer.

nagement system Operator Login page displays.

E

Note: You cannot publish a silent telephony alert. You can send the test alert to your end-user account.You

cannot publish a silent telephony alert. You can send the test

Send a test alert

alert to your end-user account.

To ensure that the Mobile Alerting System is functioning properly, you should send a test telephony alert to
yourself using a Verizon Air Card. To do this, complete the following steps:

1. Verify that the Verizon Air Card is plugged in and active.

2. Create a standard alert as you would normally do on the production system.
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3. Verify that the alert has been received.
4. Respond to the alert.
5. Verify that the response is tracked correctly in the Alert Tracking Report.
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Troubleshoot synchronization issues

The section provides information about troubleshooting data synchronization issues.

Data synchronization failures

There are two types of data-synchronization failures:

1

Use Central System

(Recommended)

Central System Status:

l Primary System Availability: v/ OK I

The database is corrupted: In this case, you no longer have access to the Mobile Alerting System. On the
Mobile Alerting System Launchpad, you see the error message: Mobile System Database is corrupted.

AtHoc IWSAlerts ™

@/ Mobile Alerting System Launchpad £} Settings

Mobile System Status:

e Mobile System Database is corrupted.
Please read the Recovery Instructions.

Data Synchronization Status:

Last Sync: 5-27-2010 14:51 ) Fail

Last Data Update: 5-27-2010 01:00 () old

Mobile System Time Zone: GMT -07:00

(%) Synchronize now

The database is not corrupted: In this case, you can still use the Mobile Alerting System.
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RSE®) AtHoc IWSAlerts ™

(& Mobile Alerting System Launchpad £ Settings  ? Help

(Recommended)
Central System Status: Mobile System Status:

| Primary System Availability: v/ oK | Mobile System Availability: v/ oK

Notification Delivery Managed Service:

Last Sync: 5-27-2010 15:49
Last Data Update: 5-27-2010 01:00
Mobile System Time Zone: GMT -07:00

@anshmnlzs_mm

Problem: Synchronization fails and the mobile system database is
corrupted

1. On the Mobile Alerting System Launchpad, go to the Last Sync row and click Fail.

2. Review the information in the Sync Log dialog for errors. If errors exist, contact BlackBerry AtHoc customer
support to resolve them.

3. Click Done.

4. Click Settings > Advanced.

\&®) AtHOCHWSAlerts

-
R Mobile Alerting System Launchpad fi Home ? Help

(Ao SAlE e Alert

Settings

y ~
Connection Advanced

Svnchronization Recovery

Advanced Please read the Recovery Instructions.

About

Attention: Restoring the database will erase all the current data.

Configuration File

A configuration file stores values for MAS system settings. Export a configuration file as a backup. Import a configuration
file to overwrite the current settings and use the imported settings.

Attention: Importing a configuration will overwrite all existing settings.

Import: [ [ Browse... | [ Import
Export:

Log File

Dovmload Log

For saving Mobile System related messages that can be useful in diagnosing problems
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5. Inthe Log File section, click Download Log to examine the details of the synchronization and the possible
reasons that it failed.

6. Contact BlackBerry AtHoc customer support for assistance.
7. On the Mobile Alerting System laptop, do the following:

a. Check the AtHoc Event Viewer for possible reasons for the failure.
b. Check the Application and System Event logs.

Database fix
To fix the corrupted database, you can perform several different troubleshooting options:

+ Perform the synchronization process again.
+ Recover the previous database by following the instructions in the Recovery Instructions document:

On the Mobile Alerting System Launchpad, or on the Advanced page, click Recovery Instructions.

.-(m AtHoc IWSAlerts ™
&/ Mobile Alerting System Launchpad

Settings

Connection Advanced
Synchronization Recovery
Advanced '

Please read the Recovery Instructions.

Problem: Synchronization fails and the mobile system database is OK

1. On the Mobile Alerting System Launchpad, verify that the Last Sync value shows the status of Fail:
e AtHoc IWSAlerts ™™

(\, */ Mobile Alerting System Launchpad $# Settings 2 Help

K Use Central System K Use Mobile System
(Recommended)
Central System Status: Mobile System Status:
| erimary System Availability: 2 ok | Mobile System Availability: ) OK
Notification Delivery Managed Service: v/ OK

Data Synchronization Status: /
Last Sync: 5-27-2010 15:49 © Fail

Last Data Update: 5-27-2010 01:00 (=) old
Mobile System Time Zone: GMT -07:00

@ Synchronize now

2. Perform the synchronization process again.
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Problem: The MAS has been synchronized but the central system is
unavailable

See Define the central system and Supply data for the synchronization for information on how to resolve this
issue.

Problem: | do not see the users | want to target

If you publish an alert from the MAS and you cannot find the appropriate targeted recipients for the alert,
complete the following steps:

1. Make sure that the synchronized data has been synchronized with the appropriate central system.
2. Supply the correct central system URL.
3. Perform the data synchronization process again.
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Set up the Verizon wireless modem

This section describes how to set up the Verizon wireless modem.

Overview

The operator using the MAS laptop sets up the Verizon wireless modem to send and receive alerts on the MAS
laptop. You must install and configure the VZAccess Manager and attach the modem to your laptop.

The following diagram shows how the operator sets up the Verizon modem.

Install VZAccess Manager

Install VZAccess on the machine before you attach the wireless modem.
To install VZAccess Manager, complete the following steps:

1. Insert the CD Disk into the MAS laptop and allow the auto-run application to run.
2. On the window that appears, click Install VZAccess Manager v.7.x from CD option.
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-
& | Verizon Wireless VZAccess Manager =)

\—

veri70Nwircless

Check for latest version of VZAccess Manager...
Note: You need to be connected to the Internet to check for and download the latest
version. If you are connected to the Internet through the Verizon Wireless data
network, you may incur charges in accordance with your data plan.

Install VZAccess Manager v7.7.1 (2730h) from CD

3. Click Yes to allow the program to install. Note that this requires Administrator permissions.
4. Click Next to install the product.

. e } b
ﬁ,‘ VZAccess Manager - InstallShield Wizard — —_— ﬂ

Welcome to the InstallShield Wizard for
VZAccess Manager

The InstallShield(R) Wizard will install VZAccess Manager on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

' v7.7.1.5 < Back [ Next > ] [ Cancel ]

o]

S
5. Select Accept both License Agreements, then click Next.
6. Select Full View, then click Next.
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i ——— T— -
ﬁl VZAccess Manager - InstallShield Wizard —

S)

Customer Information
How do you want to view VZAccess Manager the first time it launches?
(*) . - |
. T T 2 )
[ o — ert on -
—— e P ———
e:.. — :: : il
_- - S
—_— —
Full View Minimum View takes up less display space
while still allowing access to full
functionality
(V| Create a VZAccess Manager desktop shortcut
InstallShield
v7.7.1.5 [ <Back | mNext> |[ Concel |

<

7. Click Next to set the installation folder location.

8. Select Typical, then click Next.

9. Click Install to start the installation.

10.Click Finish to complete the install.

11.Ensure VZAccess Manager is set to run in Windows XP compatibility mode.

Start the VZAccess Manager

Start the VZAccess Manager software to begin the modem set up.
To start the VZAccess Manager, complete the following steps:

1. Click the desktop shortcut or open the application from the Start menu.

The Detect Wireless Device dialog opens and prompts you to insert your wireless device so that Windows can

detect it.
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w

opens.

Detect Wireless Device

-2

button.

To detect your wireless device select the device type below and press the Start

Device Type
Auto Detect

PC Card
USB Modem
Handset
Smartphone
Embedded

Bluetooth

~Note

Insert your wireless device now and allow
Windows to detect it.

The device detection process may take a few
minutes.

I

. After you have installed the device, click Start on the Detect Wireless Device screen.
. The detection process runs and the drivers are installed. When the installation completes, the Networks tab
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If you are currently connected to a wireless network, the device status turns green. The network for Verizon
Wireless- VZAccess appears at the top of the list.

Connect to the wireless network

To start the wireless connection to connect your device to the wireless network, complete the following steps:
1. Highlight Verizon Wireless — VZAccess and click Connect WWAN.

B Clarizen SGHz (Faster) et .
Mobile Broadband (4G LTE) e gl LN U290 Sat VN
Conmected to HQWLAN 00:00:18 %L Wy 6509188997

2. Click Continue to start the wireless connection. A Warning dialog opens notifying you about charges related to
the connection.
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\
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with your subscription to Verizon Wireless'
NationalAccess/Mobile Broadband. i
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| Continue ‘ Cancel | |
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3. Click Continue to establish the connection. Click Cancel to avoid broadband charges.

When the network connection completes, the Networks tab updates the status of the network to Connected.

4. Some Verizon areas are not compatible with the global settings. You may need to change to 4gLTE + GSM or
CDM Modes. See Troubleshoot the wireless connection to learn how to update the global settings.

Disconnect from the wireless network

To disconnect from the Wireless Network to save your device's battery life, complete the following steps:

1. Highlight the Verizon Wireless VZAccess network connection.
2. Click Disconnect WWAN.

Mobile Broadband (4G LTE) ues il LAN  UML290
Connected to Verzon Wrreless - VZAccess 00:00:14 1 My #: 650-918-8997

J

Troubleshoot the wireless connection

If you receive a Connection Failure message, your Verizon area might not be compatible with the Global Settings.
You may need to change the mode to 4gLTE + GSM or CDM Modes. To change modes, complete the following
steps:

1. From the VZAccess Manager, click Options.

[:“]VIA((euMuuq«
Fle Vew JYoos Options Heb

2. Open Network Selection.
3. Highlight Verizon Wireless — VZAccess from the Network Mode list.
4. Click Close.
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BlackBerry AtHoc customer portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Portal:

https://support.athoc.com/customer-support-portal.html

The BlackBerry AtHoc Customer Portal also provides support via computer-based training, operator checklists,
best practice resources, reference manuals, and users guides.
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
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OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
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DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.
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EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.
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associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited
200 Bath Road

Slough, Berkshire SL1 3XE
United Kingdom

Published in Canada

| Legal notice | 29


http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp

	Contents
	The Mobile Alerting System
	Audience
	Hardware and software features
	Overview
	Check prerequisites and installation requirements for the central system
	Best practices
	Log in to the MAS laptop

	Set up data synchronization between the MAS laptop and the central system
	Prerequisites
	Define the central system
	Supply data for the synchronization
	Set up the bandwidth throttle

	Synchronize the data between MAS and the central system
	Prerequisites
	Perform data synchronization
	Differences between the central system and the mobile system
	Access the Mobile Alerting System
	Send a test alert

	Troubleshoot synchronization issues
	Data synchronization failures
	Problem: Synchronization fails and the mobile system database is corrupted
	Problem: Synchronization fails and the mobile system database is OK
	Problem: The MAS has been synchronized but the central system is unavailable
	Problem: I do not see the users I want to target

	Set up the Verizon wireless modem
	Overview
	Install VZAccess Manager
	Start the VZAccess Manager
	Connect to the wireless network
	Disconnect from the wireless network
	Troubleshoot the wireless connection

	BlackBerry AtHoc customer portal
	Legal notice

