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What is the BlackBerry AtHoc User Sync Client?

The BlackBerry AtHoc User Sync Client is a command line tool that enables you to synchronize user information
from an LDAP data source or CSV file to the BlackBerry AtHoc system. Synchronization of user contact
information with an external source ensures that user information in the BlackBerry AtHoc system is up to date
with external sources and critical alerts are delivered to intended users.

The BlackBerry AtHoc User Sync Client replaces the LDAP Data Integration Module and CSV Importer Tool that
were provided by BlackBerry AtHoc for synchronizing user information. Instead of providing two separate tools,
the functionality of these tools is merged into a single tool.

Supported upgrade paths from LDAP and CSV Importer Tool

LDAP 1.2.7

If you are moving from LDAP 1.2.7, which uses the SDK, you need to migrate to the User Sync Client version
1.0.0. For instructions, see Appendix B: Migrate from LDAP Sync Client version 1.2.7 to BlackBerry AtHoc User
Sync Client.

LDAP 2.0
If you are moving from the most recent version of LDAP (version 2.0) the configuration is fully compatible.
CSV Importer Tool

If you are moving from the CSV Importer Tool, you need to follow the configuration steps detailed in this
document. See Appendix C: Differences between the CSV Importer Tool and the BlackBerry AtHoc User Sync
Client.
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User synchronization process overview

The BlackBerry AtHoc User Sync Client is a Windows console application which can be executed by a Windows
domain user or a Windows task scheduler. Using sets of configuration files, the user sync client tool can obtain
data from a CSV file or an LDAP server, perform necessary transformation using XSL files, and synchronize
data with the BlackBerry AtHoc System and optionally send out an email using SMTP configuration to specified
recipients.

The BlackBerry AtHoc User Sync Client can be scheduled by the Windows task scheduler to execute at a specified
time interval or manually executed by a user.

The tool processes data using three components; the data adapter, data processor, and data synchronizer.

Data adapter

The data adapter is a component of the user sync client that can access CSV files kept in a local folder or remote
LDAP server accessible from where the tool is run. The data adapter takes configuration inputs and outputs an
XML file which is then used by the Data processor.

Data processor

The data processor is a component of the user sync client that consumes the intermediate XML file generated by
the data adapter and XSL file that you provide to map necessary fields from the data source to BlackBerry AtHoc
user fields. You can write different transformation logic in an external XSL file to meet your requirements. This
step also generates an XML file suitable for use by the data synchronizer.

Data synchronizer

The data synchronizer is a component of the user sync client that consumes the intermediate XML file generated
by the data processor and prepares it to be sent to BlackBerry AtHoc web APl interface.

The following diagram shows an overview of the synchronization process with configuration interaction:
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Supported data sources

The BlackBerry AtHoc User Sync Client supports LDAP servers and CSV files as data sources. When you use
an LDAP server as a data source, you can synchronize users, hierarchies, and distribution lists from LDAP
to BlackBerry AtHoc. A CSV data source supports synchronizing only user data. The following table lists the

capabilities for LDAP and CSV data

User data

Organization hierarchy structure
Distribution lists

Distribution list user membership
Nested distribution lists

Proxy configuration

Send status email

Multiple rounds of integration

Support for enterprise user
management

sources.

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Yes (as part of user data)
No

Yes

Yes

Yes

Yes
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System requirements

Operating system
Windows Vista and higher client operating system, or Windows Server 2008 SP2 or higher server operating

system
.NET 4.5 or higher installed

BlackBerry AtHoc system
7.6 or later release

LDAP directory

For full search capability, the LDAP directory must support the Paged Results Control of LDAP v3 (OID:
1.2.840.113556.1.4.319).

An LDAP directory that does not support Paged Results Control depends on the search result size limit setting
of the directory server. For example, if the number of users in a single OU exceeds the size limit, the LDAPSync
module does not obtain all users in the OU.

To synchronize LDAP groups, the LDAP server must support the Attribute Scoped Query Control of LDAP v3
(OID: 1.2.840.113556.1.4.1504).
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Install and set up the BlackBerry AtHoc User Sync Client

To install and set up the BlackBerry AtHoc User Sync Client, complete the tasks in the following sections.

Provision the BlackBerry AtHoc API client

Data Synchronization in the BlackBerry AtHoc User Sync Client uses the BlackBerry AtHoc API to synchronize
users. The client is authenticated using industry standard OAuth 2.0 protocol before allowing access to call APIs.
You must have a Client ID and Client Secret provisioned for your instance of the BlackBerry AtHoc User Sync
Client.

Before you begin:

You must have organization administrator, enterprise administrator, or system administrator permissions
to provision the BlackBerry AtHoc API client. You must have system administrator permissions to enable a
provisioned application.

This task is not required if you already have a Client ID and Client Secret.
To provision the BlackBerry AtHoc API client, complete the following steps:

1. Log in to the BlackBerry AtHoc management system as an organization administrator, enterprise
administrator, or system administrator.

In the navigation bar, click the £ (Settings) icon.

In the System Setup section, click API Applications. The API Applications window opens.

Click New. The New API Application window opens.

Enter a name for the API integration.

(System administrators only) Next to Status, select the Enabled check box.

In the Authentication section, select the Password Grant Type.

Click Save. A Success message appears that includes the Client ID and Client Secret.

Take note of the displayed Client ID and Client Secret. It is displayed only once and will need to be regenerated
if lost.

e NGO A®WNDN

Set up an organization code in the BlackBerry AtHoc system

The BlackBerry AtHoc User Sync Client needs the organization code to synchronize users to a specific
organization in the BlackBerry AtHoc System. Complete the following task to set up an organization code for your
organization in the BlackBerry AtHoc management system. This organization code is not propagated to PSS. If
you already have an organization code in PSS, use that one to complete this task.

Note: This task is not required if an organization code for your organization has already been provided to you.

To set up an organization code for your organization in the BlackBerry AtHoc management system, complete the
following steps:

1. Login to the BlackBerry AtHoc management system as a System Administrator.

2. Switch to the specific organization.

Go to Settings > General Settings.

In the Organization Details section, enter the organization code. Do not use spaces.

Click Save.

a b ow
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Configure the BlackBerry AtHoc system

To configure the BlackBerry AtHoc system, complete the following tasks:

1.
2.
3.

Create all custom fields to be synchronized and assign unique common names to them.
Create a user with operator permissions.
Give the new user SDK User and End User Manager roles.

Install the BlackBerry AtHoc User Sync Client

To install the BlackBerry AtHoc User Sync Client, complete the following tasks:

1.
2.
3.

Obtain the latest User Sync Client MSI from BlackBerry AtHoc Customer Support.
Run the MSI as an administrator.
Follow the prompts to install the BlackBerry AtHoc User Sync Client in the directory of your choice.

Once installed, the BlackBerry AtHoc User Sync Client has the following structure in the installed directory:

1.
2.

w

bin folder—This folder has the libraries (DLLs) needed for executing the BlackBerry AtHoc User Sync Client.
sample folder—This folder has two sub folders: CSV and LDAP. Each sub folder has a configuration file and
several sample files for your reference. You can use these sample files to configure the BlackBerry AtHoc User
Sync Client for either the CSV or LDAP data sources.

. toolsfolder—This folder contains other useful tools.

AtHocDatal ntegration.config file—This is the main configuration file for the BlackBerry AtHoc User Sync Client
where you can specify the data adapter, data processor, and data synchronizer configurations.
AtHocDatal ntegrator.exe.config file—This is the configuration file used for the executable. Do not modify this
file.

. AtHocDatal ntegrator.exe executable—This is the main executable file. You can run this file manually or through

Windows Task Scheduler. Before running this file, ensure that your configurations and XSLT files are in place.

. Sample.xslt XSL file—This is a file that is used to transform the XML generated by the data adapter to XML

suitable for the data processor. This sample file is for the LDAP data adapter. A sample file for CSV is present
in sample/csv folder. You must replace this file with the proper XSL file that matches your transformation
requirements.
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Execute the BlackBerry AtHoc User Sync Client

This section explains how to configure the data integration configuration file before executing the BlackBerry
AtHoc User Sync Client. This section describes the purpose and results of using the three major components of
the BlackBerry AtHoc User Sync Client and provides sample XML code.

Configure BlackBerry AtHoc User Sync Client components

The BlackBerry AtHoc User Sync Client consists of the following components:

1. Data adapter—Accesses the data source, either CSV or LDAP, to obtain information that is specified by the
configuration.

2. Data processor—Uses the XSLT to transform XML data into a BlackBerry AtHoc-friendly format and prepares
data for the web API data synchronizer.

3. Web API data synchronizer—Sends data to the BlackBerry AtHoc web API. User data is split into several web
API packages to adapt the capability of the web API interface.

Complete the following steps to configure the User Sync Client components:

1. If required, configure system wide settings for SMTP email and Proxy settings in the configuration file.

2. Set the log file folder path. Decide if you want to save the interim XML files. You should use the “false” value
for the <deletelnterimFiles> node for first time integration.

3. Disable all sections by setting the “enabled” attribute to “false”. This configuration enables you to test each
component separately by enabling them as required.

4. Configure the data adapter section of the integration file under the <dataAdapter> node. Set the enable
attribute on the <dataAdapter> node to “true”. Configure any other nodes under this node according to the
requirements.

5. Run the AtHocDatalntegrator.exe file.
6. Check the XML output file produced by the data integrator.

7. If everything looks good in the XML output, create a new XSLT file to write the transformation logic for the file
generated by the data integrator.

8. Specify the file path to the XSLT file.

9. Run the AtHocDatalntegrator.exe file again.

10.Check the XML output file produced by data processor.

11.Configure <dataSynchronizer> node according to requirements.

12.Set the “enable” attribute to “true.”

13.Run the AtHocDatalntegrator.exe again.

14.If everything is correct, the users, hierarchies, and distribution lists should be synchronized correctly.

After you finish:

For more information about configuring the BlackBerry AtHoc User Sync Client for a CSV or LDAP data source,
see Configure the data integration file.
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Test the output of each component

You can test output of each component by setting <deletelnterimFiles> node to false and incrementally
enabling each section by setting enable=true. This outputs the interim XML files in the folder you specified for
<tempFolderPath> under the <systemSettings> node.

Get status by email

The User Sync Client can send email after each execution using the SMTP server details you provide. You need
following information to send an email:

+  SMTP server address

+ Username and password for the SMTP server

+ Recipients email addresses

+ The email address from which you want to send an email
+  The name of the sender

You can configure these options under the <userMailService> node under <systemSettings> in the configuration
file.

Logging

Each execution of the BlackBerry AtHoc User Sync Client generates a log file which is named using the timestamp
and the .log extension. The log file is placed in the temporary folder that is specified by the configuration. This log
file contains detailed processing information. In addition, the LDAP module generates a system event log entry to
report process summary and error information. The source of the event log entry is AtHoc::Datalntegration.

| Execute the BlackBerry AtHoc User Sync Client | 12



Configure the data integration file

The BlackBerry AtHoc User Sync Client uses an XML-based configuration file, AtHocDatalntegration.config,

to configure different components of the client. This file is usually kept in the same folder as the
AtHocDatalntegrator.exe file. You can change the location of this file. If you want to load the file from a different
location, provide the full path of the file as an argument when you run the AtHocDatalntegrator.exe file.

Configuration overview

The following code outlines the structure of the configuration file. Each node in this XML file is described in detail
below.

<At HocDat al nt egr at i on>
<systenfettings>
<t enpDat aPat h>t enpdat a/ </ t enpDat aPat h>
<del etelnterinFiles>true|fal se</del etelnterinFil es>
<I &t her systemsettings goes here -->
</ systenSettings>
<i ntegrations>

<l-- One round integration -->
<i ntegration>

<dat aAdapt er assenbl y="At Hoc. Dat al ntegration.dl |"

cl ass="At Hoc. Dat al nt egrati on. Adapt er. Acti veDi r ect ory. AdDat aAdapt er "
out put Fi | e="adapter.xm ">

<l -- Dat a- Adapter-Specific configuration -->
</ dat aAdapt er >
<dat aPr ocessor assenbl y="At Hoc. Dat al nt egration.dl|"
cl ass="At Hoc. Dat al nt egrati on. Processor. Xsl t Dat aPr ocessor"
i nput Fi | e="adapter.xm"
out put Fi | e="processor. xn ">
<!-- Data-Processor-Specific configuration -->
</ dat aPr ocessor >
<dat aSynchr oni zer assenbl y="At Hoc. Dat al ntegration.dl "
cl ass="At Hoc. Dat al nt egrati on. Synchr oni zer . Sdk. SdkDat aSynchr oni zer "
i nput Fi | e="processor.xm ">
<l -- Data-Synchroni zer-Speci fic configuration -->
</ dat aSynchroni zer >

</integration>

<l-- Another round integration -->
<integration>

| Configure the data integration file | 13



<l-- ... -->
</integration>

</integrations>

</ At HocDat al nt egrati on>

Configuration node descriptions

<AtHocDatalntegration>—This is the root node of the configuration file. All other nodes must be kept inside this
node.

<systemSettings>—This is the node where you can specify general settings that are used by the User Sync Client.
The <systemSettings> node has following sub nodes:

+ <tempDataPath>—Specifies the temporary path to store logs and interim files.
+ <deletelnterimFiles>—Indicates whether to delete interim files after integration.

+ <proxy>—Used to configure proxy settings. The User Sync Client needs to access Web API URLs hosted on the
cloud (for cloud deployments) to successfully run the synchronization. If the organization policy requires the
use of a proxy server for outbound connections, you can configure those settings here. The <proxy> node has
following sub nodes:

+ <url>—The URL of the proxy server provided to you by your organization administrator.
+ <port>—The port number used for the proxy server provided to you by your organization administrator.

+ <username>—The username for the proxy server user account. This username is provided to you by your
organization administrator.

+ <password isEncrypted="false”>—The password for the proxy server user account, provided to you by your
organization administrator.

+ <useMailService>—This node is used to configure an SMTP mail server for sending status emails. The
<useMailService> node has following sub nodes:

+ <smtpServer>—Mail server address, provided to you by your organization administrator.
+ <username>—Username for the mail server used to send an email.

+ <password>—Password for the mail server used to send an email.

+ <recipient>—Semicolon-separated list of intended email receipients.

+ <fromAddress>—Email address used to send email.

« <fromName>—Name that appears as the sender of an email.

<integrations>—The <integrations> node contains integration sections that consist of configurations for the data
adapter, processor, and synchronizer.

<integration>—The <integration> node has following sub nodes:
+ <dataAdapter>—The <dataAdapter> node contains data adapter-specific configuration.

«  The “assembly” attribute specifies the .NET assembly where the data adapter is located.

+ The “class” attribute specifies the full class name of the data adapter.

+ The optional “outputFile” attribute specifies the name of XML file the data adapter exports data to.
+ <dataProcessor>—The <dataProcessor> node contains data processor-specific configuration.

+ The “assembly” attribute specifies the .NET assembly where the data processor is located.
« The “class” attribute specifies the full class name of the data processor.
+ The optional “inputFile” attribute specifies the file the data processor reads data from.
+ The optional “outputFile” attribute specifies the file the data processor exports data to.
+ <dataSynchronizer>—The <dataSynchronizer> node contains data synchronizer-specific configuration.

+ The “assembly” attribute specifies the .NET assembly where the data synchronizer is located.
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+ The “class” attribute specifies the full class name of the data synchronizer.
+ The optional “inputFile” attribute specifies the file the data synchronizer reads data from.

Note: The “inputFile” and “outputFile” attributes are useful for testing a configuration but are not recommended
for production. These attributes can specify a relative or absolute path. If the attributes are not specified, the User
Sync Client generates file names based on the timestamp and places the files in the temporary data folder or it
uses the filename from the previous step.

Tip: Configure multiple integration sections to synchronize data from multiple sources.

Data adapter configuration

The User Sync Client supports CSV and LDAP data sources for user synchronization. Data adapter configurations
are different for the CSV data adapter and the LDAP data adapter. The following sections describe configurations
for each data adapter.

LDAP data adapter configuration

Tip: Some parameter values can contain characters that are illegal in XML. This results in errors that may not
indicate the illegal character but that will indicate the line number. In this case, surround the parameter value on
that line with a CDATA section: <par anet er _nane><! [ CDATA[ val ue] ] ></ par anet er _nane>

The LDAP data adapter takes configurations specified in the configuration file as input and produces an XML
output with a predefined structure. In the configuration file, the LDAP data adapter configuration has three major
configuration nodes: <adParameters>, <hierarchyConfig> and <classConfig>. Each configuration node can have
one or many sub nodes which are described below.

LDAP data adapter output XML
The LDAP data adapter produces an XML output like the one below.

Note: Output XML is highly dependent on configuration, but produces an output with the following general
structure.

<I ntegrationData from"AdDat aAdapt er" >
<hynode type="TREE" name="ABC Inc.">
<attributes>
<l i neage />
</attributes>
<hynode type="TREE" nane="Custom Support">
<attributes>
<l i neage>/ </|i neage>
</attributes>
<hynode type="USER' nane="CSR A">
<attributes>
<l i neage>/ Cust om Support/</I|ineage>
<sn>A</sn>
<gi venname>CSR</ gi vennane>
<samaccount name>csr_a</ samaccount name>
<di spl ayname>CSR A Chi ef </ di spl aynane>
<obj ect cl ass>
<val ue>user </ val ue>
<val ue>or gani zat i onal Per son</ val ue>
<val ue>per son</ val ue>
<val ue>t op</ val ue>
</ obj ect cl ass>
<user Account Cont r ol >66050</ user Account Cont r ol >
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</attributes>
</ hynode>

<hynode type="STATI CLI ST* name="Al|l Users">

<attri butes>

<l i neage>/ At Hoc Users/ Security G oups/</lineage>

<nane>At Hoc User s</ nanme>
<groupType>- 2147483646</ gr oupType>
<mai | >At HocUser s@t hoc. conx/ nmai | >
<description />
<cn>At Hoc User s</cn>
</attributes>
<menber s>

<menber type="USER'>

<samaccount nanme>j smi t h</ samaccount nane>
</ menber >
<nmenber type="USER"'>

<sanmaccount name>ksm t h</ sanaccount nanme>
</ menber >
<menber type="STATI CLI ST">

<cn>Engi neeri ng Users</cn>
</ menber >
<nmenber type="STATI CLI ST">

<cn>Sal es and Marketing Users</cn>
</ menber >

</ menmber s>

</ hynode>
</ hynode>

</ hynode>

</ I nt egrati onDat a>

LDAP data adapter node descriptions

<IntegrationData>—Top level node which contains all sub nodes.

<hynode>—This node represents one of the following entities: TREE, STATICLIST, or USER. TREE nodes are
hierarchy or group nodes. The STATICLIST node is for static distribution lists. The USER node is for a user.
<hynode> can have other <hynode> nodes as children.

<attributes>—Each <hynode> node contains an <attributes> node. Attributes that were specified in
the configuration file for each class type are found under the <attributes> node. The nodes under the
<attributes> node are different based on configuration and type of hynode. See LDAP class-based

configuration for instructions on how to specify attributes.

<members>—The <members> node is usually present for <hynode type="STATICLIST">. When present, this
node has one or many <member> sub nodes which can have type="USER” or type="STATICLIST" to denote

if the members of this list are users or other nested lists.

LDAP connection parameters

<adParameters>—The <adParameters> node is used to configure connection to the LDAP directory and has the
following structure:

<adPar anet er s>

<server>LDAP_server[:port]</server>
<user nanme>user nane</ user name>

<l --<password i seEncrypted="true">Ci pher Text </ passwor d>- - >

/I After first run below will change to this
<passwor d>Cl ear Text </ password> //First run

<aut henti cati on>
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Anonynous | Delegation | Encryption | FastBind |
None | ReadonlyServer | Sealing | Secure |
Secur eSocket sLayer | ServerBind | Signing

</ aut henti cati on>

<sear ch>
<pagi ngMbde>none | pagi ng</ pagi nghbde>
</ search>

<r oot NodeDi st i ngui shedNane>
LDAP Di sti ngui shed Nane
</ r oot NodeDi st i ngui shedNane>
</ adPar anet er s>

LDAP connection parameter node descriptions

« <server>—An optional IP address or the LDAP server name. This field can be blank. If blank, the
synchronization module searchs the default domain controller. For an SSL-secured LDAP, you must specify the
fully-qualified domain name of the LDAP server.

Specifying the port is optional. By default, the LDAP service port is 389 and the SSL-secured LDAP service port
is 636.

+ <username>—The username of the account that accesses the LDAP server. If the server is not specified, the
username is ignored. For an SSL-secured LDAP server, you must specify a fully-qualified user DN (FQDN). For
example, CN=User Common Name,OU=Admin Accounts,DC=SomeDomain,DC=com.

+ <password>—The password of the user account which accesses the LDAP server. If the server is not specified,
the password is ignored.
<isEncrypted>—If the password is encrypted, its value is "true", otherwise it is "false". The default is “false”.

If the <isEncrypted> attribute is missing, the application assumes that the provided password is in clear
text. The application encrypts the password and adds the <isEncrypted> attribute with the value "true”.

+ If the <isEncrypted> attribute is set to true, the application assumes that the password is already encrypted
and does nothing.

+ If the <isEncrypted> attribute is set to “false”, the application assumes that the password is in clear text
and encrypts it. The application encrypts the password and sets the <isEncrypted> attribute to "true" and
replaces clear text with cipher text.

+ <authentication>—(Optional) A combination of authentication types used to access the LDAP server. It can be

a combination of the following types (case-insensitive):

+ Anonymous

Delegation

+ Encryption

+ FastBind

+ None
ReadonlyServer

+ Sealing

+  Secure

+ SecureSocketsLayer
ServerBind

+ Signing

The authentication type defaults to “Secure”. When using a combination of multiple types, use a pipe (|) to
separate them. For example, “Secure | FastBind”.

Common use case
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+ For standard Microsoft Active Directory operations, it is not necessary to specify the authentication type.
+  For SSL-secured LDAP, use “SecureSocketsLayer”.

+ <search>—(Optional) Specifies LDAP query-related parameters. Currently, there is only one parameter.
+ <pagingMode>—Specifies how to use paging control in an LDAP search. Select from the following modes
(case-insensitive):

+  None—Does not use pagination. This mode is usually for a Sun Directory, which does not support a paged
result control. This mode depends on the size limit configuration of the LDAP server. If this limit is less than
the number of items in one single OU, the LDAP module obtains items up to the server size limit.

« Paging—This mode is for all LDAP servers which support a paged result search control (OID:
1.2.840.113556.1.4.319). This is the default and preferred mode and should be used for Microsoft Active
Directory.

+ <rootNodeDistinguishedName>—The distinguished name of the LDAP entry that corresponds to the

hierarchy root node. If it is missing or blank, the sync module obtains the hierarchy from the root of the

LDAP directory. For information about how to create the distinguished name, see the following URL: http://

msdn2.microsoft.com/en-us/library/aa366101.aspx.

LDAP class-based configuration—<classConfig>

Important: The attribute used to map to the login_id field must have memberExport="true”. The User Sync Client
uses the login_id as the primary key to map users and distribution lists. You must have memberExport="true” for
the LDAP attribute that you intend to use as the login_id.

+ <classConfig>—This node is used for mapping LDAP node types and BlackBerry AtHoc hierarchy node types.
The LDAP data adapter produces one of the three node types: USER, TREE, and STATICLIST.

To view the sample output generated by LDAP data adapter see samples/ldap/sample-output-LDAP-data-
adapter.xml in the installation folder of the User Sync Client.

The following example shows the structure of the <classConfig> node:

<I-- CLASS CONFI G

To map the LDAP object of the given object class to a BlackBerry AtHoc entity,
user, or tree; to define which LDAP attributes of a given object class are
returned.

Attributes
obj ect d ass : LDAP object class
type : BlackBerry AtHoc entity type; could be "USER' or "TREE"

nanmeAttribute : Specify the value of the LDAP attribute to
be used as the name in resulting hierarchy.
-->

<cl assConfi g>

<cl ass obj ect d ass="user" type="USER'>
<attributes>

<l--login_id-->
<attribute nenber Export="true">samaccount nane</attri bute>
<l--last nane-->

<attribute>sn</attribute>

<l--first nane-->

<attri bute>gi vennanme</attri bute>

<I'--di splay nane-->

<attri but e>di spl aynanme</attri but e>

<attri bute>user Account Control </attri bute>

<attribute multiVal ued="true">objectclass</attribute>
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</attributes>
</cl ass>
<cl ass obj ect d ass="group" type="STATI CLI ST">
<attributes>
<attribute menber Export="true">cn</attribute>
<attribut e>nanme</attri but e>
<attribute>description</attribute>
</attributes>
</cl ass>

<cl ass objectd ass="*" type="TREE" />

</ cl assConfi g>

+ <class>—The <class> sub node under <classConfig> is used to map a specific objectClass in LDAP to one of
the USER, STATICLIST, or TREE nodes in the output produced by the LDAP data adapter. To map a specific
objectClass, set the value of the objectClass attribute to the object classes defined in LDAP. Specify the LDAP
data adapter type in the type attribute. For example, <class objectClass="user” type="USER"> maps users in
LDAP to the USER node in the LDAP data adapter output.

The <class> node has following sub node:

+ <attributes>—This sub node is used to encapsulate the attributes that you want to fetch for that object
class from LDAP. You can have multiple <attribute> sub nodes under the <attributes> node. Each
<attribute> tag specifies one LDAP attribute to fetch. The optional “multiValued” attribute specifies
returning multiple values for this LDAP attribute. The optional “memberExport” attribute indicates that the
current attribute should be exported as a static list member’s attribute.

The configuration code shown above directs the synchronization module to map LDAP users to user nodes and
map all other LDAP entries to tree nodes.

This section also defines the custom LDAP attributes that need to be fetched and placed in the output XML of the
LDAP data adapter.

LDAP Hierarchy-based configuration—<hierarchyConfig>

The <hierarchyConfig> node contains search filter definitions to create search filters for LDAP searches and
transform definitions that direct the LDAP data adapter to transform the resulting hierarchy tree. The following
XML segment shows the example hierarchy configuration:

<I-- Hierarchy-based configurati on exanple -->
<hi er ar chyConfi g>
<filters>
<filter type="xxx" inheritable="true">..</filter>
<filter type="xxx" inheritable="false">.</filter>
<filter type="xxx" inheritable="true">.</filter>
</filters>
<transf orns>
<transformtype="xxx" inheritabl e="true">.</transfornp
<transformtype="xxx" inheritable="fal se">..</transfornp
</transforns>
<node name="I|T Departnment">
<filters>
<filter type="xxx" inheritable="false">.</filter>
</[filters>
<t ransf or ns>
<transformtype="xxx" inheritable="true">.</transfornp
</transforns>
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<node nanme="Web Teani >
<filters>
<filter type="xxx" inheritable="false">.</filter>
</filters>
<t ransf or ns>
<transformtype="xxx" inheritabl e="true">.</transfornp
</transforns>
</ node>
</ node>
</ hi er ar chyConfi g>

<hierarchyConfig>—The <hierarchyConfig> node corresponds to the hierarchy root entry that is specified in the
<adParameters> section. Each <node name="xxx"> corresponds to one of the LDAP root entry’s descendants
whose common name is “xxx”. The hierarchy relationship between these nodes is defined by their relative position
in the XML. The "name" attribute of each node should be the same as the common name of the corresponding
LDAP entry. Tree branches can be missing, but if any child node appears in this hierarchy configuration, the tree
path to the root node should be complete and the same as it is in the LDAP directory.

Each node can have its own filter and transform definitions which are placed in the tags <filters> and
<transforms>. Do not copy the entire LDAP tree into this configuration section and define specific filters and
transforms for all nodes. This configuration section is inheritance-based. By setting the appropriate attribute
value, any filter or transform defined in any node can be inherited by its child nodes, and they take effect if they
are applicable for a specific child node.

You should define non-inheritable, node-specific <filters> and <transforms> but define common <filters> and
<transforms> in a high-level node and apply them throughout its sub-tree.

Search filter definitions

The start tag of the filter definition is <filter>. Filters are used directly to create an LDAP search filter which
searches for direct child nodes of the current node. Filters exclude unnecessary LDAP entries such as printers,
computers, and contacts. There are three types of filters: attribute, date, and LDAP.

Filter examples

<filters>
<l-- Filter 1 -->
<filter type="attribute" target="objectclass" inheritable="true">
<i ncl ude>

<val ue>user </ val ue>
<val ue>or gani zat i onal Uni t </ val ue>
<val ue>cont ai ner </ val ue>
<val ue>gr oup</ val ue>
</i ncl ude>
<excl ude>
<val ue>conput er </ val ue>
</ excl ude>

</[filter>

<l-- Filter 2 -->

<filter type="attribute" target="nane" inheritable="true">
<i ncl ude>

<val ue>*</ val ue>
</i ncl ude>
<excl ude>
<val ue>Conput er s</ val ue>
</ excl ude>
</filter>
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<l-- Filter 3 -->
<filter type="attribute" target="name" inheritable="fal se">
<excl ude>
<val ue>DB Servers</val ue>
<val ue>Web Servers</val ue>
</ excl ude>
</filter>

<l-- Filter 4 -->
<filter type="date" target="whenchanged" inheritable="true">
<appl i cabl eCl asses>
<cl ass>user </ cl ass>
</ appl i cabl eC asses>
<frone7/ 1/ 2017</fronp
<t 0>07/ 18/ 2017</t 0>
<wi t hi n>1</wi t hi n>

</filter>
<l-- Filter 5 -->
<filter type="LDAP" appliedd ass="group" inheritable="true">
<I'-- Include exchange enabl ed group only -->
<! [ CDATA[
(&
(mai | =*)

(! msexchhi def r onaddr essl i st s=TRUE)
11> </filter>

</[filters>

Each filter has two mandatory XML attributes: “type” and “inheritable,” and one optional attribute.

+ <type>—Identifies the type of the filter. The possible values are: attribute, date, and LDAP.

+ <inheritable>—Determines if the filter is inherited by child nodes. The value can be “true” or “false.” If a filter is
set to inheritable="true”, it will be run on the rootDistinguishedNode and all sub nodes. If it is set to “false”, it
will only be run on the rootDistinguishedNode.

- <appliedClass>—Specifies the LDAP object class on which to apply the current filter. If no class is specified,
the filter applies to all object classes. For example, to run a filter on user objects and not have the filter apply to
group objects, set appliedClass="user".

Attribute filter

The applicable targets of the attribute filter are attributes of LDAP entries. Every LDAP entry (including user,
organizational unit, container, group, and contact) has a set of attributes which store information for the entry.
The attribute sets can vary among different LDAP entries.

The attribute filter has an XML attribute named “target” which identifies the attribute of the LDAP entry which the
filters are applied to. The value of “target” must be the exact name of one of the LDAP entry’s attributes. If the
name is different, the filter does not take effect.

Identify the set of LDAP attributes using the in-package utility application named AdTools.exe. For the
synchronization process, the most useful LDAP attributes are “name” and “objectclass”.

The XML definition of the attribute filter may have two subsections, <include> and <exclude>, which define several
<value> nodes by themselves.
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The <include> section identifies the child LDAP nodes whose target attribute (with defined values) are included in
search results. Note that the value "*" is a wildcard which means any value. A missing or empty <include> section
includes all values by default. Empty values such as <value></value> are ignored.

The <exclude> section has the reverse effect of the <include> section. The <exclude> section identifies the child
LDAP nodes whose “target” attribute (with defined values) are excluded. The value "*" means has no meaning in
this context. However, if the value "*" is defined or inherited in the <include> section, defining "*" in the <exclude>
section triggers the removal of the value "*" from both the <include> and <exclude> sections. A missing or empty
<exclude> section, or no value defined, excludes nothing. Empty values are ignored.

During sync processing for one node, before applying “attribute” filters, all applicable “attribute” filters (either
defined in this node or inherited from parents) with the same targeted LDAP attribute are merged to eliminate
redundant and conflicting value definitions.

The following are example XML segments:

" ou

« Filter 1 includes the LDAP entry whose “objectclass” (a type of LDAP entry) values are: “user”, “container”,
“organizationalUnit” and “group”. Currently, only the tree node (organizationalUnit, container), and user and
group (static list) are synchronized, so all LDAP entries of other types are excluded in the resulting hierarchy
tree. Filter 1 is inheritable, so it applies to all child nodes.

<l-- Filter 1 -->
<filter type="attribute" target="objectclass" inheritable="true">
<i ncl ude>

<val ue>user </ val ue>
<val ue>or gani zat i onal Uni t </ val ue>
<val ue>cont ai ner </ val ue>
<val ue>gr oup</ val ue>

</i ncl ude>

<excl ude>
<val ue>conput er </ val ue>

</ excl ude>

</filter>

- Filter 2 includes an LDAP entry whose value of “name” (common name) can be any value except “Computers”.
This filter is inheritable, so all LDAP entries with the name “Computers” are excluded. This filter may be useful
if many nodes have a subentry whose name is “Computers”.

<l-- Filter 2 -->
<filter type="attribute" target="nane" inheritable="true">
<i ncl ude>

<val ue>*</ val ue>
</i ncl ude>
<excl ude>
<val ue>Conput er s</ val ue>
</ excl ude>
</filter>

+ Filter 3 is not inheritable; it excludes a child entry with the name “DB Servers” or “Web Servers” under the
current LDAP node.

<l-- Filter 3 -->
<filter type="attribute" target="name" inheritable="false">
<excl ude>
<val ue>DB Servers</val ue>
<val ue>Web Servers</val ue>
</ excl ude>
</filter>
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+ Filter 4 is a date filter. This filter can apply to any <date> type LDAP attribute. The XML definition of the date
filter can have two or three subsections: <applicableClasses>, <from> and <to>, or <within>.

<applicableClasses>—Defines the LDAP object classes to which the date filter is applied.
<from> and <to>—Define the start date and end date of the filter.

If <from> and <to> do not exist, define a <within> tag and specify a number of days. This creates a date range
from the specified number of previous days until today.

<I-- Filter 4 -->

<filter type="date" target="whenchanged" inheritable="true">

<appl i cabl eCl asses>
<cl ass>user </ cl ass>

</ appl i cabl eC asses>
<fromk7/ 1/ 2007</fronp
<t 0>07/ 18/ 2007</ t 0>
<wi t hi n>1</w t hi n>

</filter>

+ Filter 5 is an LDAP filter. This type of filter enables defining a pure LDAP filter string and using it during the
search process. It provides the most flexible and powerful way to define filters. LDAP filters can achieve the
goals of all other filters, but this requires understanding LDAP. To learn how to create an LDAP query string, go
to the following URL:http://msdn2.microsoft.com/en-gb/library/ms675768.aspx.

<l-- Filter 5 -->

<filter type="LDAP" inheritable="true">
<l-- Exclude Al D sabled Users -->
<! [ CDATA[

(! (sanaccounttype=268435456))
11>
fil

</ ter>

Transform definitions

The start tag of the transform definition is <transform>. Transforms are applied to the hierarchy tree resulting
from the fetching and filtering process. Their purpose is to alter the tree structure to make it compatible with the
BlackBerry AtHoc system. There are two types of transforms: “move” and "delete”. “Move” changes the parent

node of specified node. “Delete” removes specified sub-trees.

<I— Transform Exanpl es -->
<t r ansf or n>
<!— Transform1l -->

<transformtype="nove" inheritable="true">
<t arget >Users/ *</target>
<destination>..</destinati on>

</transfornm

<!l— Transform2 -->

<transformtype="del ete" inheritable="true">
<t ar get >User s</t ar get >

</transforne

</transforns>

<transform>—Has the “inheritable” attribute (as does <filter>). Using this attribute enables the sync module
to transform much of the common structure of sub-trees. Defining only one <transform> and making it non-
inheritable will transform the sub-tree of a specified node.

Many LDAP administrators are likely to create common organizational structures in all LDAP branches. The
following is a sample organizational structure:
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ABC Inc.

I
|-——----— Marketing

b Users

| |-—- end-users
|-—-———e- Computers

-————--—— Production

— Users

I
I
I
I
I
I
I
I
I
I
| | |-— end-users
I

| — Computers

I

|-———---—— Customer Support

I

|-—---—-——- Users

| I

| |-— end-users
I
I

~—----——-- Computers

The ABC Inc. has three departments: Marketing, Production, and Customer Support. In each department, there are
two sub-nodes which contain all computers and users, respectively. For synchronization purposes, place all users
directly under the department nodes to which they belong. Use a filter to exclude the unnecessary “Computers”
node. Use transforms to make the end user nodes compatible with the BlackBerry AtHoc system.

Transform 1 in the example above moves all end user nodes under the “Users” nodes to the appropriate
department nodes.

Transform 2 cuts off empty “Users” nodes. After filtering and transforming, the resulting tree is shown below:
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ABC Inc.
I
— Marketing
| I
| J———— end-users
I
S Production
| I
| o end-users
I
—— Customer Support
I
- end-users

In the <transform> definition, the <target> tag defines the nodes to which this transform are applied. The inner text
of the target element is a path-like string. It is a relative path starting from the current node. If no target is found,
the transform does not take effect.In the <transform> definition, the <target> tag defines the nodes to which this
transform are applied. The inner text of the target element is a path-like string. It is a relative path starting from
the current node. If no target is found, the transform does not take effect.

Assume Transform 1 and 2 are defined in the “ABC Inc” node. When the process reaches the department nodes,
Marketing, Production, and Customer Support, the inherited Transform 1 finds the target node “Users.” It then
moves all child nodes of “Users” to the appropriate nodes defined by the <destination> element. Assume
Transform 1 and 2 are defined in the “ABC Inc” node. When the process reaches the department nodes,
Marketing, Production, and Customer Support, the inherited Transform 1 finds the target node “Users.” It then
moves all child nodes of “Users” to the appropriate nodes defined by the <destination> element.

The <destination> element contains a path-like string, but it is a relative path starting from the parent nodes of the
targeted nodes. In the transform’s path definition, “*” means everything, including all nodes. “..” means go up one
level. Any other string is considered a regular expression that matches node names. The delete <transform> has
only a target element and it removes targeted nodes from the hierarchy tree.The <destination> element contains

a path-like string, but it is a relative path starting from the parent nodes of the targeted nodes. In the transform’s
path definition, “*” means everything, including all nodes. “..” means go up one level. Any other string is considered
a regular expression that matches node names. The delete <transform> has only a target element and it removes

targeted nodes from the hierarchy tree.

Transforms take effect in order of declaration, from top to bottom and from parent to child. You must define
them in a specific order to obtain the expected result. In the above example, if Transform 2 is before Transform
1, it will remove all “Users” nodes with all their end user nodes before Transform 1 takes effect.Transforms take
effect in order of declaration, from top to bottom and from parent to child. You must define them in a specific
order to obtain the expected result. In the above example, if Transform 2 is before Transform 1, it will remove all
“Users” nodes with all their end user nodes before Transform 1 takes effect.

Tip: A regular expression in a <transform> definition should always start with * and end with $. Do not use the “/”
character in the expression.
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CSV data adapter configuration

The CSV data adapter takes configurations as an input and produces an output XML file that can be consumed by
the data processor. The sample directory contains a sample CSV data adapter output XML file.

CSV data adapter sample output XML

The CSV data adapter generates output similar to the following example. Each output node is described after the
example.

Note: The output is dependent on the configuration of the CSV data adapter. The following example output
shows only the general structure.

<IntegrationData from="CsvDat aAdapter" >
<user s>
<user >
<User nane>j doe</ User nane>
<Fi r st nanme>John, Fi r st nane</ Fi r st nane>
<Last nane>Doe' Last nane</ Last nane>
<Or gH>/ USA/ </ Or gH>
<Dat e>01/ 11/ 2019</ Dat e>
<Dat eTi ne>01/ 11/ 2018 11: 11: 59</ Dat eTi ne>
<Al | User s>Yes</ Al | User s>
</ user >
<user>
<User nane>Janedoe</ User nane>
<Fi r st nane>Jane</ Fi r st nane>
<Last nane>Doe</ Last nane>
<Or gH>/ Ger many/ </ Or gH>
<Dat e>01/ 11/ 2019</ Dat e>
<Dat eTi nre>01/11/2018 11: 11: 59</ Dat eTi ne>
<Al | User s>Yes</ Al | User s>
</ user >
</ user s>
</IntegrationbDat a>

<IntegrationData>—This is a root node in the output XML. It has following sub nodes:

+ <users>—This node represents all users that were read from CSV files. There is a separate <user> node in the
<users> node for each user.

+ <user>—This node encloses other attributes for users. It can have one or many nodes as defined in the CSV
data adapter configuration file. Each child node is one of the columns defined in the <csvColumns> node in
the CSV data adapter configuration file.

CSV data adapter configuration details

The structure of CSV data adapter configuration is defined below.

<dat aAdapt er assenbl y="At Hoc. Dat al ntegration.dl|"
cl ass="At Hoc. Dat al nt egr ati on. Adapt er. CSV. CsvDat aAdapt er" enabl e="true">

<l-- CSV configuration goes here -->
<ski pFi rst Li nes>1</ ski pFi rst Li nes>

<delimter>, </delimter>

<r eadFol der >C. / t np/ </ r eadFol der >
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<l-- Enable below |line and specify path if processed files need to be
noved to a different |ocation: Optional -->

<! --<processedFol der>C: / t np/ pr ocessedFol der/ </ pr ocessedFol der >- - >
<l-- Colum nanes in the order they are presented in the CSV -->
<csvCol utms>
<csvCol um>User nane</ csvCol unn>
<csvCol um>Fi r st name</ csvCol urm>
<csvCol um>Last nanme</ csvCol unm>
<csvCol um>Or gH</ csvCol urm>
<csvCol um>Dat e</ csvCol um>
<csvCol um>Dat eTi ne</ csvCol unm>
<csvCol um>Al | User s</ csvCol um>
</ csvCol ums>
</ dat aAdapt er >

+ <skipFirstLines>—This node specifies the number of lines to exclude from the CSV file while processing data.
Set this value to 1 if the input CSV file contains headers. If the headers are spread over multiple lines, set this
value to the number of lines that are used for headers.

+ <delimiter>—This node specifies the delimiter used in the CSV file. The default value is comma (,). However,
files with other delimiters are also supported. For example, the pipe (|) symbol.

+ <readFolder>—Absolute path of the folder where the CSV files are located. The CSV data adapter can process
all files present in a folder. You should keep only CSV files in this folder.

+ <processedFolder>—(Optional) If specified, once the files are processed by the Data Adapter, they are moved
to this location. The value must be an absolute path.

+ <csvColumns>—The ordered list of user-defined names for columns to use as node names in the resulting
XML file. This node has the following sub node:

+ <csvColumn>—The node name in the resulting XML file. You should keep this name simple and without
spaces or special characters. Consider using a name that is a valid name for XML nodes. You will need this
node name when writing the XSL for the Data Processor.

Data processor configuration

<xslt href="sanple.xsl" />

The configuration section for the XSLT data processor has only one tag, <xslt>, to provide the information about
the XSLT source. Place the file name in the href attribute to provide an external XSLT file. Alternatively, specify
XSL code in the <xslt> tag.

The XSLT provided transforms XML from the data adapter into the XML used by the data synchronizer. All data
mapping rules are implemented in the XSLT data processor. See the Sanpl e. xsl file provided in the sample
folder for each data source.

LDAP data processor

The LDAP data processor configuration uses an XSL file to transform the output from the LDAP data adapter
to the output expected by the data synchronizer. The example output of the data adapter, sample XSL file and
sample output from LDAP data processor are provided in the sample folder. You must write an XSL file which
transforms the output from the LDAP data adapter to XML that can be consumed by the data processor.
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Sample LDAP data processor output

The following is sample output produced by the LDAP data processor:

<I-- lastNane is optional -->
<l ast Nane>A</ | ast Nane>
<!-- enabled is optional -->
<enabl ed>N</ enabl ed>
<l -—-custonFiel ds, optional -->
<cust onFi el ds>
<field compbnName="PI N'>1234</fi el d>
<field conmmonNanme="NUMBERL CN'>94010</fi el d>
</ cust onFi el ds>
<!-- Device address, optional -->
<devi ces>
<devi ce commonNane="wor KEmai | ">mai | _t est @t hoc. conx/ devi ce>
<devi ce commonNanme="wor kPhone" >650- 111- 0000</ devi ce>
</ devi ces>
</ user >
</ users>
<staticlists>
<list seqld="1" comonNanme="StaticD 5">
<name>St at i ¢cDl 5</ nane>
<descri pti on></descri pti on>
<nenber s>
<user login_id="csr_a" />
</ menber s>
</list>
</staticlists>
</IntegrationbDat a>

LDAP data processor node descriptions

<IntegrationData>—This is a root node of the output file. The <integrationData> node has the following sub nodes:

+ <hierarchy>—This node contains hierarchy node details. It has a <hynode> sub node for each level of hierarchy.

« <users>—This node contains user definitions. Under this node is a <user> node which represents one user that
needs to be synchronized.

+ <user>—This node represents each node that will be synchronized. The following sub nodes can be present
under the <user> node:

+ <login_id>—The XSLT must produce this mandatory node. The value of this node is a username of the
user to be matched against the username in the BlackBerry AtHoc system.

+ <lineage>—(Optional) This node represents a membership to an organizational hierarchy. This node
must be present when assigning a user to an organization hierarchy. The value of this node is the path
of the organization hierarchy.

- <displayName>—(Optional) When provided, the value is the display name for a user.

- <firstName>—(Optional) When provided, the value is the first name of the user.

- <lastName>—(Optional) When provided, the value is the last name of the user.

+ <enabled>—(Optional) Values are “Y” or “N”. “Y” means the user should be created as an enabled user.
“N” means the user should be created as a disabled user.

-+ <customFields>—(Optional) The sub nodes of this node represent each attribute to synchronize.

The sub node should be in the following format: <fi el d conrmonNane="common nane of
attribute”>Value of attribute</field>
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- <devices>—(Optional) The sub nodes of this node represent each device to synchronize. The sub node
should be in the following format:<devi ce conmonNanme="conmon nane of devi ce">val ue of
devi ce</ devi ce>

« «<staticlists>—This node contains definitions for static distribution lists. It has the following sub nodes:

+ <list>—This node represents one static list. The commonName attribute of this node is the common name
of the static distribution list in the BlackBerry AtHoc system. The <list> node has following sub nodes:

+ <pame>—Name of static distribution list.
+ <description>—Description of static distribution list.
+ <members>—The node that represents members. Members can be users or other distribution lists.

CSV data processor

The CSV data processor configuration takes an XSL file to transform the output from the CSV data adapter to
output expected by the data synchronizer. Example outputs of the data adapter, sample XSL file, and sample
output from the CSV data processor are provided in the sample folder. You must write an XSL file which
transforms the output from the LDAP data adapter to XML that can be consumed by the data processor.

The following example shows the structure of a sample output that must be generated by the data processor XSL
transformation.

Sample CSV data processor output

<IntegrationData from="XsltDataProcessor">
<user s>
<user segld="1">
<l ogi n_i d>j doe</ | ogi n_i d>
<mappi ng_i d>j doe</ mappi ng_i d>
<first Name>John, Fi r st nane</first Nane>
<| ast Nane>Doe' Last nane</ | ast Nane>
<l i neage>/1ndi a/ </l i neage>
<Dat e>01/ 11/ 2019</ Dat e>
<Dat eTi ne>01/11/2018 11: 11: 59</ Dat eTi ne>
<cust onFi el ds>
<field combnName="CheckboxAttr”>Yes</fiel d>
</ cust onFi el ds>
<devi ces>
<devi ce commonNanme="\WORKEMAI L" ></ devi ce>
</ devi ces>
<lists>
<list comonNanme="test">Yes</I|ist>
</lists>
</ user >
<user segld="2">
<l ogi n_id> </1 ogi n_i d>
<mappi ng_i d> </ mappi ng_i d>
<first Name>John, Fi r st nane</first Nane>
<| ast Nane>Doe' Last nane</ | ast Nane>
<l i neage>/ 1 ndi a/ </l i neage>
<Dat e>01/ 11/ 2019</ Dat e>
<Dat eTi ne>01/11/2018 11: 11: 59</ Dat eTi ne>
<cust onFi el ds>
<field combnName="CheckboxAttr”>Yes</fiel d>
</ cust onFi el ds>
<devi ces>
<devi ce commonNanme="WORKEMAI L" ></ devi ce>
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</ devi ces>
<lists>
<li st comonNanme="test">Yes</I|ist>
</lists>
</ user >
</ user s>
</ I ntegrationDat a>

<IntegrationData>—This is a root node of the output file. It has the following sub nodes:

« <users>—This node contains definition for user. Under this node is a <user> node which represents one user
that needs to be synchronized.

« <user>—This node represents each node that will be synchronized. The following sub nodes can be present
under the <user> node:

+ <login_id>—The XSLT must produce this mandatory node. The value of this node is a username of a
user that will be matched against a username in the BlackBerry AtHoc system.

+ <lineage>—(Optional) This node represents a membership to an organizational hierarchy. This node
must be present when assigning a user to an organization hierarchy. The value of this node is the path
of the organization hierarchy.

+ <displayName>—(Optional) When provided, the value is the display name of the user.
<firstName>—(Optional) When provided, the value is the first name of the user.

- <lastName>—(Optional) When provided, the value is the last name of the user.

+ <enabled>—(Optional) Values are “Y” or “N”. “Y” means the user should be created as an enabled user.
“N” means the user should be created as a disabled user.

+ <customFields>—(Optional) The sub nodes of this node represent each attribute to synchronize.

The sub node should be in the following format: <fi el d cormpnNane="comon nane of
attribute”>Value of attribute</field>

<devices>—(Optional) The sub nodes of this node represent each device to synchronize. The sub node
should be in the following format” <devi ce conmpnNanme="conmon nane of devi ce">val ue of
devi ce</ devi ce>

+ <lists>—This node can contain one or more <list> sub nodes that represents a distribution list.

+ <list>—Represents one list. CommonName is the commonName of a static distribution list in the

BlackBerry AtHoc system. The value is either “Yes” or “No”. “Yes” means the user should be added as
a member of this list. “No” means the user should be removed.

To learn more about XSLT, see the following URL:
#http://www.topxml.com/xsl/tutorials/intro/default.asp

Tip: You can use XSLT to create customized lineage from LDAP attributes. In addition to mapping LDAP
attributes to BlackBerry AtHoc custom fields, you can translate LDAP attribute values into other values recognized
by the BlackBerry AtHoc software.

Data synchronizer configuration

The User Sync Client uses web API, which is protected using the OAuth2 protocol. Before making configuration
changes to the sdkParameters section, you must provision the BlackBerry Web API client as described in

the Provision the BlackBerry AtHoc API client section. After provisioning the API client, the sdkParameters section
looks like the example in the sdkParameters section.

| Configure the data integration file | 30


http://www.topxml.com/xsl/tutorials/intro/default.asp

sdkParameters section

This section describes parameters that are required to interface with the BlackBerry AtHoc API. Although this
section does not use the SDK, it is named sdkParameters for legacy reasons.

<sdkPar anet er s>

<or gCode><! CDATA[ or gCode] ] ></ or gCode>

<url >https:// At HocServer</url >

<user nane>user nanme</ user nane>

<passwor d>passwor d</ passwor d>

<syncSour ce>AD</ syncSour ce>

<clientld>you get this after provisioning</clientld>

<clientSecret isEncrypted="fal se”>You get this after provisioning</
clientSecret>

<l-- Configuration for client certificate: Optional-->
<clientCertificate>
<l-- The subject of the certificate: Optional-->
<subj ect ></ subj ect >
<I-- The store nane where the cert resides, either:

ROOT, TRUSTEDPECPLE, TRUSTEDPUBLI SHER, AUTHRQOOT, CERTI FI CATEAUTHORI TY, MY- - >
<st or eNanme></ st or eNanme>
<l-- The cert store |ocation, either: LOCALMACH NE or CURRENTUSER- - >
<st or eLocati on></ st orelLocati on>
</clientCertificate>
</ sdkPar anet er s>

Field descriptions

+ <orgCode>—The organization code that you set up in the BlackBerry AtHoc management system in the
General Settings.

+ <url>—The URL of the BlackBerry AtHoc server.

+ <username>—The BlackBerry AtHoc username used to send web API requests.

- <isEncrypted>—If the password is encrypted, its value is "true”, otherwise it is "false". The default is “false”.
+ <password>—The BlackBerry AtHoc password used to send web API requests.

+ <syncSource>—Required for static list synchronization. The synchronization source must be predefined in the
BlackBerry AtHoc system.

+ <clientld>—Unique identifier for your LDAPSync client after the provisioning step.

+ <clientSecret>—0Auth2 client secret that is returned after you provision the LDAPSync client. Do not share this
secret.

- <clientCertificate>—(Optional) This node is required if you want to append certificates in data sync requests.
This node has following sub nodes:

- <subject>—(Optional) Subject of the specific certificate that you want to use.
- <storeName>—(Optional) The name of the certificate store.

Behavior

If the <isEncrypted> attribute is missing, the application assumes that the provided password is in clear text.
The application encrypts the password and adds the "isEncrypted" attribute with the value "true”.

+ If the <isEncrypted> attribute is set to “true”, the application assumes that the password is already encrypted
and does nothing.
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If the <isEncrypted> attribute is set to “false”, the application assumes that the password is in clear text and
encrypts it. The application encrypts the password and then sets the <isEncrypted> attribute to "true" and
replaces clear text with cipher text.

If the <clientCertificate> block is missing, the application does not append any certificate to the data
synchronization request.

If the <subject> block is missing or empty, the application appends all certificates to the data synchronization
request.

If the <storeName> block is missing or empty, the application uses the default store
("CERTIFICATEAUTHORITY") to look for certificates.

If the <storeLocation> block is missing or empty, the application uses the default location ("LOCALMACHINE")
to look for certificates.

Sync operation configuration

This section configures the data synchronizer.

<syncQper at i ons>
<hi er ar chy>
<commonNanef H er ar chyToSync>User base Hi er ar chy_Comon_Nane</
conmonNanmeO Hi er ar chyToSync>
</ hi erar chy>
<user >
<al  owPar ti al Updat e>TRUE</ al | owPar ti al Updat e>
<syncExi sti ngUser Onl y>t r ue</ syncExi sti ngUser Onl y>
<user sPer Package>5000</ user sPer Package> <! —set it to 5000->
</ user>
<staticlist>
<newLi st Def aul t Fol der >/ fol der _of distribution_|ist _hierarchy/</
newli st Def aul t Fol der >
</staticlist>
<i sFul | Sync>true</isFul | Sync>
</ syncQper at i ons>

In this section, there are two possible subsections, <hierarchy> and <user>, that provide control information for
hierarchy synchronization and user synchronization operations.

<hierarchy>—The <hierarchy> section has only one sub node, <commonNameOfHierarchyToSync>. This sub-
node defines the common name of the target hierarchy in the current provider. This common name must be
specified in the BlackBerry AtHoc system before synchronization.

To find the common name, go to Settings > User Attributes and find the Path type attribute in the list. The
default attribute is called "Organization Hierarchy" and has a common name of "ORGANIZATION HIERARCHY".

<user>—The <user> section has the following three sub nodes:

<allowPartialUpdate>—(Optional) Indicates if the user sync can be performed for partial updates.

+ <syncExistingUserOnly>—Indicates if the Web API should synchronize existing BlackBerry AtHoc users
only. If this tag is missing, it defaults to “false”, meaning that all users are synchronized.

+ <usersPerPackage>—Because the number of users to be synchronized can be very large, the
synchronization module synchronizes users into multiple packages of a web API request. This parameter
controls the number of users placed in one package, which depends on the API server’s capacity. If this tag
is missing, the number of users defaults to 5000.

<staticList>—The <staticList> section has the following sub node:

+ <newListDefaultFolder>—(Optional) Specifies the hierarchy folder to insert newly created lists into. Defaults
to “root”. This is not applicable for CSV.

<isFullSync>—(Optional) Indicates a full synchronization of distribution lists and distribution list membership.

The default value is "false".
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Note: The value "true" is case-sensitive. If "TRUE" or "True" are entered instead of "true," the system treats the
value as "false."

Tip: If you do not want to synchronize the hierarchy, remove the <hierarchy> section.

Tip: To test the configuration, execute only one or two of the three functional parts of the integrator. Remove the
configuration section of the unwanted part.

Synchronize LDAP groups

To synchronize LDAP groups, complete the following tasks:

1. Include the group objectClass in the LDAP search filter. Refer to the sample configuration file for details. To
synchronize only Microsoft Exchange-enabled groups (Outlook groups), add a special filter which can be found
in the sample configuration file.

2. Define the class configuration in the classConfig section. A sample configuration can be found in the sample
configuration file.

3. Modify the XSLT to transform group data into the group sync data format. See the Sanpl e. xsl sample XSLT
file for details.

4. Specify the synchronization source under the sdkParameters node. Include the staticList synchronization
section and specify the appropriate values.

How to synchronize users for enterprise user moves

To support enterprise user move with the User Sync Client, a new “User-Organization” attribute was added. You
must enter the name of the organization that you want to add the user to in the “User-Organization” attribute. The
enterprise user move feature is available on enterprise organizations with sub organizations. You can define how
you want to do the mapping. You can write a template in an XSL which can have different xsl: if, or xsl:choose
conditions. Before using the Enterprise User Move feature, the enforce uniqueness feature must be turned on for
the enterprise in the BlackBerry AtHoc Management System.

The following is a sample XSL file:
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<l-- Template for user node -->
<xsl:template match="//hynode [@type='USER']">
<xsl:element name="user">

<xsl:attribute name="seqId">
<xsl:value-of select="position()"/>

</xsl:attribute>

<xsl: for-each select="attributes">

<l-- Mandatory parameter do not comment this parameter-->

<xsl:element name="login id">
<xsl:value-of select="'ATHOCDEVO\'" />
<xsl:value-of select="samaccountname"/>

</xsl:element>

<l-- Optional parameter -->

<xsl:element name='"mapping id">
<xsl:value-of select="'ATHOCDEVO\'"/>
<xsl:value-of select="samaccountname" />

</xsl:element>

<l-- Uncomment below line and modify condition if you want user to be move to specific VPS -->

<xsl:element name="User-Organization">
<xsl:call-template name="GetOrganizations">
<xsl:with-param name="distinguishedName"
</xsl:call-template>
</xsl:element>

select = "distinguishedName" />
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Appendix A: Adtools.exe

AdTool s. exe is a utility Windows application used to create, delete, and display LDAP hierarchies for the
purposes of analyzing and testing the LDAP structure. It provides the functionalities described in the following
sections through its main menu:

Set LDAP Info

This menu command opens a window that enables users to modify LDAP information including the server,
username, password, and the distinguished name of the root node which is used for data integration into
BlackBerry AtHoc.

This information is automatically stored in the XML file, Adl nf 0. xm , which can be found in the same folder as
the AdTools.exe file. All values in this XML file are the default values the next time that the AdTools application
starts.

Display LDAP Entry Details

This menu command displays all attributes and values for all LDAP entries in the LDAP tree whose root entry is
specified in the LDAP information file (Adl nf 0. xn ).

Some attributes of the LDAP entries may have multiple values, such as “objectclass” and “memberof”. These
values display in sequential order.

Display Class Type and Count

This menu command displays the class hierarchies and counts of their object. This is useful when you need to
identify the most specific class for an LDAP entry.

Test Regular Expression

Use this command to test the regular expression pattern to be used in the transform configuration. To test the
pattern, input a pattern and string to match.
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Appendix B: Migrate from LDAP Sync Client version
1.2.7 to BlackBerry AtHoc User Sync Client

This appendix explains how to migrate the LDAPSync Module configuration files from LDAP Sync Client version
1.2.7 to the BlackBerry AtHoc User Sync Client version 1.0.0.

Prerequisites

Before you migrate your LDAP Client Sync version, complete the following tasks

+ Provision the BlackBerry AtHoc API client
+ Set up an organization code in the BlackBerry AtHoc system

Set authentication parameters

To set authentication parameters in the in AtHocDatalntegration configuration file, make the following changes
under the sdkParameters node:
1. Remove the providerld node.

2. Add orgCode and set it to the organization code that you created in Set up an organization code in the
BlackBerry AtHoc system.

3. Change the Url from https://AtHocServer/sdk/listener/listen.asp to https://AtHocServer.
4. Add the clientld and clientSecret that you noted in the Provision the BlackBerry AtHoc API client section.
5. Provide the username and password of the user who has the SDK role.

Example

<sdkParameters>
!-- Organization code (org code)--
<orgCode> </orgCode>
<url>http://AtHocServer</url>
<username>username</username>
<password><! </password>
<l-- syncSource: required for static list synch; the synch source must be pre-defined in AtHoc system -->
<syncS8ource>AD</syncSource>
<clientId>AtHoc.IWS.ADSyncClient</clientId>
<clientSecret isEncrypted="false"> </clientSecret>

<!--Configuration for client certificate: Optional-->
<clientCertificate>

f the certificate: Optional-->

tomer, CHN=AtHocServer</subject>
cert resides, either: ROOT, TRUSTEDPEOPLE, TRUSTEDPUBLISHER, AUTHROOT, CERTIFICATEAUTHORITY, MY: Optional--
e>ROOT</ st

<!--the cert store location, either: LOCALMACHINE or CURRENTUSER: Optional-->
<storeLocation>LOCALMACHINE</storeLocation>
</clientCertificate>

</sdkParameters>

Remove deprecated configuration

Under syncOperations/staticlist, remove the operator node. This node is no longer supported and must be
removed.
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Migrate from mid to login_id

Terms

mid
The mid was the primary key when synchronizing in previous versions.
Display name in BlackBerry AtHoc: Mapping ID
Common Name in IWS: mapping_id

login_id
The login_id is the Common Name for Username in BlackBerry AtHoc. It is the primary key when
synchronizing against BlackBerry AtHoc with the User Sync Client
Display name in BlackBerry AtHoc: Username
Common Name in BlackBerry AtHoc: login_id

What is changing?

In LDAP Sync Client 1.2.7 and lower, all user synchronization happened through older SDK code. The SDK payload
accepted mid in the input payload field to look up and synchronize users. In the User Sync Client, the API requires
login_id as the primary key.

Behavior prior to User Sync Client:

For the user payload, if a user did not exist with the provided mid, it would create a new user and set the
mapping_id and the login_id to mid if the login_id was not separately provided in the payload. If mid was
present in the payload, and if the user existed with the same mapping_id, it would then update that record for
the user.

For the distribution list synchronization payload, all mappings were managed by looking up members by their
mid.
Behavior in User Sync Client:

All user lookup and synchronization happens using the login_id (Username).
All distribution list-to-user mappings are based on login_id.
The “mid"” field is no longer supported.

Are you affected?
1. Do you set a value for login_id in the template?

a. Search for references to login_id.

b. If you find any references, you have explicitly set a value for login_id.

c. You need to use this LDAP attribute as the primary key. Whatever you previously set to mid can be set to
mapping_id.

d. Ensure that any LDAP attributes that you are using for login_id have memberExport="true” in the
AtHocDatalntegration.config file. Your configuration may have the setting for this attribute that was used
for mid. Not making this update in the AtHocDatalntegration.config file will lead to errors during distribution
list member synchronization.

2. Does BlackBerry AtHoc have different values?

Export all users to a CSV file. Include only the mid and username columns.

Open the CSV file in Microsoft Excel.

Add this formula to cell C1 and then fill down: =IF(A1<>B1,"No match","")

Filter to show only users who have No Match.

Filter to show only users who have a mapping_id. This is not required when creating users in the Ul.
Any users left may be impacted if synced from the User Sync Client.

o Qa0 T
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If you answered “No” to 1 and 2 above, BlackBerry AtHoc automatically copies the mid to login_id. Switching them
will not have an impact.

If you answered “Yes” to either 1 or two above, you will likely need to change the usernames of existing users.
Contact BlackBerry AtHoc technical support at athocsupport@blackberry.com for assistance.

How to migrate

Complete the following tasks to migrate from mid to login_id.

Change the AtHocDataConfiguration.config file

The attribute that you use for login_id should have memberExport="true” in
the At HocDat aConf i gur ati on. confi g file.

In the following example, “samaaccountname” is used as the mid prior to 2.0. In 2.0, “userPrincipalName” is used
as the login_id, and the memberExport is set to true.

AtHocDataConfiguration.config in LDAP Sync version 1.2.7

<cl ass obj ectd ass="user" type="USER' naneAttri but e="name">
<I-- Attributes to be fetched from LDAP for user -->
<attributes>
<!-- menberExport is optional; true indicates this attribute will be
exported for static |ist nenmbership sync too -->
<attribute menber Export="true">sanaaccount name</attri bute>
<attribute>sn</attribute>
<attribute>userPrincipal Name</attri bute>
<attri but e>di spl aynane</attri but e>
<attribut e>user Account Control </attri bute>
<attribute>mail </attribute>
<attri but e>t el ephoneNunber</attri bute>
<attribut e>di stingui shedNanme</attri bute>
<l-- Sanple definition to get nulti-values of given LDAP attribute

<l--<attribute nultiVal ued="true">objectclass</attribute>-->
</attributes>
</ cl ass>

AtHocDataConfiguration.config after User Sync Client

<cl ass obj ectd ass="user" type="USER' nanmeAttri but e="name">
<I-- Attributes to be fetched fromLDAP for user -->
<attributes>
<!-- menberExport is optional; true indicates this attribute will be
exported for static |ist nembership sync too -->
<attribut e>samaccount nane</attri bute>
<attribute>sn</attribute>
<attribute nenber Export="true">userPrinci pal Name</attri bute>
<attri but e>di spl aynane</attri but e>
<attribut e>user Account Control </attri bute>
<attribute>mail </attribute>
<attri but e>t el ephoneNunber</attri bute>
<attribut e>di stingui shedNanme</attri bute>
<l-- Sanple definition to get nulti-values of given LDAP attribute
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<I--<attribute nultiVal ued="true">objectclass</attribute>-->

</attributes>
</ cl ass>

Change the XSL template file

You must update the existing XSL template file to use login_id as the primary look up key for both the payload and
distribution list to member mapping payload as shown in the following examples.

User element in LDAP Sync version 1.2.7

<xsl:tenpl ate match="//hynode[ @ype=" USER ] ">
<xsl : el enment nanme="user">
<xsl:attribute nane="seql d">
<xsl :val ue- of sel ect="position()"/>
</ xsl:attribute>
<xsl :for-each select="attri butes">
<xsl : el ement name="ni d">
<xsl : val ue- of sel ect ="samaaccount nane"/ >
</ xsl : el ement >
<xsl : el ement nane="di spl ayNanme" >
<xsl : val ue- of sel ect="di spl aynanme"/>
</ xsl : el ement >
<xsl : el ement name="first Name" >
<xsl : val ue- of sel ect="gi vennane"/>
</ xsl : el ement >
<xsl : el emrent nane="I| ast Nane" >
<xsl :val ue- of select="sn"/>
</ xsl : el ement >

User element after User Sync Client

<xsl:tenpl ate match="//hynode[ @ype=" USER ] ">
<xsl : el enent nanme="user">
<xsl:attribute name="seql d">
<xsl : val ue- of sel ect="position()"/>
</ xsl:attribute>
<xsl :for-each select="attri butes">
<xsl : el emrent name="|ogin_id">
<xsl : val ue- of sel ect ="samaaccount nane"/ >
</ xsl : el enent >
<xsl : el ement nane="di spl ayNane" >
<xsl : val ue- of sel ect="di spl aynane"/>
</ xsl : el ement >
<xsl : el ement name="first Name" >
<xsl : val ue- of sel ect="gi vennane"/ >
</ xsl : el enent >
<xsl : el enment name="I| ast Nane" >
<xsl :val ue- of select="sn"/>
</ xsl : el ement >

Distribution list mapping in LDAP Sync v 1.2.7

<xsl : el ement nane="nenbers">
<xsl:for-each sel ect="nenbers/ menber[ @ype=' USER ]" >
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<xsl : el ement nane="user">
<xsl:attribute name="m d">
<xsl : val ue- of sel ect ="samaccount nane"/ >
</ xsl:attribute>
</ xsl : el ement >
</ xsl : for-each>

Distribution list mapping after User Sync Client

<xsl : el enrent nane="nenbers" >
<xsl:for-each sel ect="nenbers/ nenber[ @ype=' USER ]" >
<xsl : el enment nanme="user">
<xsl:attribute nane="login_id">
<xsl : val ue- of sel ect ="samaccount nane"/ >
</ xsl:attribute>
</ xsl : el enent >
</ xsl : for - each>

Considerations for using User Sync Client to perform LDAP
synchronization for existing customers

1. For the User Sync Client to work properly with existing customers, their mapping_id and login_id (Username)

must be identical. Or, the combination of mapping_id and login_id in BlackBerry AtHoc needs to be the same

as a combination of mapping_id and login_id fields from LDAP as a prerequisite.

Change the XSL files as outlined above.

3. Make sure that memberExport is set to true in the AtHocDataConfiguration.config file for the LDAP attribute
that you are using to map to login_id.

4. Discourage operators from changing the login_id (Username) for users. As a best practice, set the username
to not be editable by end-users in the BlackBerry AtHoc management system under System Setup.

N

| Appendix B: Migrate from LDAP Sync Client version 1.2.7 to BlackBerry AtHoc User Sync Client | 40



Appendix C: Differences between the CSV Importer Tool
and the BlackBerry AtHoc User Sync Client

The BlackBerry AtHoc User Sync Client is the supported way to synchronize CSV files, replacing the CSV Importer
Tool. If you were using the CSV Importer Tool before, the following are the major changes that you must be aware
of:

The BlackBerry AtHoc User Sync Client uses the user’s username as the primary key to synchronize users as
opposed to the CSV Importer tool which used the mapping_id. Ensure that the input CSV file has the username
(common name: login_id) present.

The major functions of the CSV Importer Tool are preserved. However, the configuration file is completely
different. See Configure the data integration file and sub sections for the CSV data adapter, CSV data
processor, and data synchronizer.

The Log file format and Debug steps are different. See Execute the BlackBerry AtHoc User Sync Client.
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BlackBerry AtHoc customer portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Portal:

https://support.athoc.com/customer-support-portal.html

The BlackBerry AtHoc Customer Portal also provides support via computer-based training, Operator checklists,
best practice resources, reference manuals, and users guides.
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Copyright © 2019 BlackBerry Limited. All Rights Reserved.

This document may not be copied, disclosed, transferred, or modified without the prior written consent of
BlackBerry Limited. While all content is believed to be correct at the time of publication, it is provided as general
purpose information. The content is subject to change without notice and is provided “as is” and with no
expressed or implied warranties whatsoever, including, but not limited to, a warranty for accuracy made by
BlackBerry Limited. The software described in this document is provided under written license only, contains
valuable trade secrets and proprietary information, and is protected by the copyright laws of the United States
and other countries. Unauthorized use of software or its documentation can result in civil damages and criminal
prosecution.

Trademarks
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Design are the trademarks or registered trademarks of BlackBerry Limited, its subsidiaries and/or affiliates, used
under license, and the exclusive rights to such trademarks are expressly reserved. All other trademarks are the
property of their respective owners. Users are not permitted to use these marks without the prior written consent
of AtHoc or such third party which may own the mark.

This product includes software developed by Microsoft (http://www.microsoft.com).
This product includes software developed by Intel (http://www.intel.com).
This product includes software developed by BroadCom (http://www.broadcom.com).

All other trademarks mentioned in this document are the property of their respective owners.
Patents

This product includes technology protected under patents and pending patents.

BlackBerry Solution License Agreement
https://us.blackberry.com/legal/blackberry-solution-license-agreement

Contact Information

BlackBerry AtHoc

311 Fairchild Drive

Mountain View, CA 94043

Tel: 1-650-685-3000

Email: athocsupport@blackberry.com

Web: http://www.athoc.com
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