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Getting started

The BlackBerry AtHoc Notification Delivery Service (NDS) is a dedicated server that processes alert messages
from the NDS host services (plug-ins). This document describes the steps to install or upgrade NDS to the latest

release.
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Verify installation prerequisites

The following sections describe hardware and software requirements for installing and configuring NDS.

Hardware requirements

A minimum of two Dual-Core Dual CPUs (such as Xeon 51xx family, Xeon E53xx family, or X53xx family) 2 GHz
or higher

One database server core for each two application server cores

Minimum of 512 MB per application server core plus 2 GB RAM for Windows Server

Recommended: Dual, redundant Intel NICs and power supplies

If using Broadcom NICs, complete the following steps:

1. Ensure that the latest drivers are installed.
2. Disable the TCP Chimney feature, as described in the following Microsoft article: http://
support.microsoft.com/kb/951037

Disk space for storage on a RAID 5, RAID 0+1, or RAID 10 configured disk system. The exact allocation of the
disks depends on the hardware configuration.

Notes:

For Standalone server set up, limit SQL RAM usage to 80-85% of the total system RAM.
For Combo server set up, limit SQL RAM usage to 60% of the total system RAM.
The installation procedure requires at least 20 GB free for data.

Software requirements

Windows Server 2012 Standard Edition or Windows Server 2016

Microsoft SQL Server Standard 2012 or Microsoft SQL Server 2016. The SQL Server Agent Service must be
configured as Automatic Start.

Microsoft System CLR Types for Microsoft SQL Server 2012

Internet Information Services (lIS) Role Service

Microsoft .NET Framework version 4.7.2 or later

Windows Management Framework 3.0 (PowerShell x64 bit, 3.0 Support)

[IS extension enabled for ASP.NET 4.5

URL rewrite module for IIS. (Downloadable at: https://www.iis.net/downloads/microsoft/url-rewrite.)
Application Initialization 1S component must be installed and enabled under Web Server (IIS) > Web Server >
Application Development.

Each NDS instance must have a dedicated SQL server instance. Multiple plug-ins (TAS, OPM, or SMS) cannot
be installed on the same NDS instance.

BlackBerry AtHoc release 6.1.8.85 or later release. Required when installing the application server in
combination mode. Combination mode is used when the BlackBerry AtHoc management system is installed
on the application server with NDS.

Administration account requirements

Before you install, ensure that the user account that you use meets the following criteria:
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+ The administrator user that installs NDS and plug-ins must have the same Windows administration user
account as the BlackBerry AtHoc user account.

The BlackBerry AtHoc application and NDS are run on IS, and the IS USR or NETWORK SERVICE group needs
access to the AtHocENS folder. Additionally, the services might need DLLs to be either GACed, located in a
folder with access permission, or copied to the folder or /bin folder of the program.

+ This user needs to be an administrator account in Microsoft SQL Server:

+  SA account must be a sysadmin
+ NGAD can be public in Server Roles
+  NGAD becomes the owner of the database during the NDS installation.
Note: This can conflict with using Windows authentication where the dbo is supposed to be
the Windows service account.
+  The Admin user, IIS user, and Network service user need EDIT access to AtHocENS folders.
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Install NDS components in standalone mode

The following sections describe how to install NDS on the application server and the database server.

Deployment modes for NDS

There are two deployment modes for NDS.

Standalone mode: This mode installs NDS on an application server without BlackBerry AtHoc.

Combined mode: Use this mode when the BlackBerry AtHoc management system is also installed on the same
application server. To learn about installing the BlackBerry AtHoc, see the BlackBerry AtHoc Installation and
Configuration Guide.

The following table describes the differences that are included with each deployment mode. It is important to plan
the installation or upgrade knowing which components are included.

Component Standalone mode Combined with BlackBerry AtHoc
AtHocDeliveryService Required Required

Ngdelivery_<plug-in> Database Required Required

NgdeliveryAccount Database Required Required

NgdeliveryLog Database Required Required

NGDiagnostic Database Required Provided by BlackBerry AtHoc.

Choose the method you plan to use during the installation. The installation directories lead you through the
installation and deployment, based on the approach you take.

Prepare the NDS installation file

Before installing, unzip and copy the installation files into a specified directory on the NDS server.

1. Locate the following file provided by your support or implementation
representative: At HocDel i ver Server _buil d. zi p
2. Navigate to the Platform folder, right-click the file, and open the properties to check if the file is blocked.
3. If the file is blocked, unblock the file and unzip it into a temporary directory.
4. Copy the At HocENS folder to Program Files(x86) on each NDS application and database server.

Install the database servers

As an installer, you must have the following items:

SQL Server sysadmin (SA) and Windows admin rights

A password for the NGAD, the owner of the BlackBerry AtHoc “ng” databases

Full control for the directory in which the database installation scripts are located. Right-click on the directory
and open the properties to verify.
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+ Full control of the database directory folder that contains the .Idf, .mdf, and .ndf files. Right-click the directory
and open the properties to verify.

For more information about installing the databases, see the r eadne files in each database folder.
Note: If the application server and the database server are on the same server, do not perform steps 1 and 2.

1. Login to the BlackBerry AtHoc database server.

2. Copy the AtHocENS folder and subfolders to the Program Files folder, see Prepare the NDS installation file.
3. Navigate to the AtHocENS folder.
4

. Right-click the AtHocENS folder, click Properties > Security to check if you have the Write permission as an
administrator and user.

Create a new Database folder.

Right-click the Database folder, click Properties > Security to check if you have the Write permission as an
administrator and user.

7. Run the script on the BlackBerry AtHoc database server.

oo

a. Navigate to the following folder: <At HOCENS>\ Del i ver ySer ver\ I nst al | ati ons\ Dat abaseSer ver

b. Right-click the OnPr emi seDBI nst al | ati on. bat file and click Edit to edit the following parameters in the
installation script:

Parameter Description

<databaseSer ver | nstance> The IP address and instance of the NDS server

<saPassword> The system administrator password

<saName> The system administrator account name.

<ngadPassword> The password for the ng database administrator. If the ngad user

has been created, this password is not used to override the existing
ngad password.

<databaseDirectory> The directory for MSSQL database, such as <At HocENS>
\ Dat abase. Used only for new installations.

<ngdeliverydb> ngdel i very_<pl ug-i n>where <pl ug- i n> is the name of
related plug-ins.

c. Click Save to save the changes.
Run the following script as an administrator: OnPr eni seDbl nst al | ati on. bat

e. After the script runs, go to the folder for each database and open r unsql . | og to check for any issues in
the installation.

e

The following databases are installed using the OnPr eni seDbl nst al | at i on. bat script:

* ngdelivery
ngaccount

+ ngdi agnostic

* ngcommon

* ngdeliveryl og
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Install the application servers

The following section describes how to install the application server. Complete the tasks for all application
servers.

For more details about the required components for either mode, see Deployment modes for NDS.

Prepare Windows PowerShell
When installing the NDS on the application server, use Windows PowerShell as an administrator.
To prepare Windows PowerShell on the <OnPremiseDblnstallation.bat> file, complete the following steps:

1. To verify that Windows Management Framework 3 (supporting PowerShell 3) is installed, do one of the
following:
+  Open Windows PowerShell and type the following command: Get - Host
« The returned version should be 3.0 or higher.
+ Go to Microsoft.com to download and install Windows Management Framework 3.0 or higher.
2. Ensure that the Windows PowerShell script is enabled and complete the following steps:

a. Run Windows PowerShell as an administrator.
b. Open the command prompt, run the Get - Execut i onPol i cy command.

The returned value should be Renbt eSi gned.

c. If the value is not RemotedSigned, run the Set - Execut i onPol i cy Renot eSi gned command,
click Yes to override and type Y to change the execution policy.

Install the application server in standalone mode
These steps describe how to install the standalone version of NDS.

Important: The At HocPr ocessor service no longer hosts NDS. A new service
called At HocDel i ver ySer ver hosts NDS.

For each application server, run the installation script.
1. Navigate to following folder: At HOCENS\ Del i ver yServer\ | nstal | ati on\ St andal one_AppSer ver

where AtHocENS:is the root folder of the NDS server.
2. Use one of the following methods to launch the script:

+  From Windows Explorer, right-click the script: | nstal | . ps1 and select Run with PowerShell.
+  From the Windows PowerShell command line, run | nstal | . ps1.

Note: If you have not updated the Windows PowerShell security policy, see Prepare Windows PowerShell.

The installation program runs.
3. On the Create Response Service message window, for the SMS, OPM, or BBME plug-in, click Yes. For
the TAS or Mir3 plug-in, click No.

4. On the Create PDF Service message window, for the SMS, OPM, or BBME plug-in, click No. For the Fax plug-in,
click Yes.

5. Fill in the values for the prompts and press Enter to continue running the script.
6. Configure the UAP Web service:

a. Navigate to the following folder: [ At HOCENS] \ Del i ver ySer ver \ web\ At Hoc. NDS. UAP. WbSer vi ce.
b. Delete the Web. confi g file and rename Web. confi g. ssl to Web. confi g.

Note: Restart IIS after renaming the files.
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c. In a web browser open the following URL: ht t ps: / /| ocal host / At HocDel i ver ySer ver Endpoi nt/

At HocMessagi ngSer vi ce. svc

A confirmation window displays a message that you have successfully created

the At HocMessagi ngSer vi ce service.

d. Test the service by pasting the following link in a browser and adding the name of the server: http://
[server Address]/AtHocDeliveryServerEndpoint/AtHocMessagingService.svc.

The following screen should appear:

Response link (SMS, OPM, or BBME plug-ins)

bl = NER] Y B4 AtHocMessagingService Service
W5 Start Page =
e “i ™ You have created a service.
-} Application Pools Name X .
=-[e] Sites bi To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the
iy ~ command line with the following syntax:
=40 Default Web Site B
+ P api ) :’W
-] aspnet_client ™ svcutil.exe http://MyServer.athoc.com/AtHocDeliveryServerEndpoint/AtHocMessagingService.svc
= AtHocDeliveryServerEndpoint ™
B bin - This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and
&3] | custerr use the generated client class to call the Service. For example:
#-(P DeliveryServiceApi
#-_ history C#
-] logs class Test
#-__ Solarwinds {
- temp static void Main()
(2% UcmAutoCallerIdsve {
(-] wwwroot MessagingPortClient client = new MessagingPortClient():
€D Solarwinds NetPerfion
// Use the 'client' variable to call operations on the service.
// Always close the client.
client.Close():
}
}
Visual Basic
Class Test
Shared Sub Main()
Dim client As MessagingPortClient = New MessagingPortClient () v
' Use the 'client' variable to call operations on the service.
< >
- |Features View ||~ Content View

This section describes the steps to install the URL rewrite Module for 1IS, configure response web service in IIS,

and verify NDS response service for the SMS, OPM, or BBME plug-in.

Install the URL rewrite Module for IS (SMS only)

1. Download the URL Rewrite Module for IIS from https://www.iis.net/downloads/microsoft/url-rewrite.
2. Afterinstallation, ensure that SSL is not forced in the R application of SSL settings. Keep the Require

SSL check box unchecked.

A version of the web. conf i g file without the redirect feature is included in

the webNoRedi r ect . conf i g package.

3. In the SMS configuration, do not include https:// in the base URL to shorten the link.

Configure response web service in 1IS

1. Set up two instances for the Response Service in the application pool.

2. Set the default recycle period to 1440 minutes (24 hrs).
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File View Help

L ldenced setings K E3
CETETY

= ’ Processor Affinity Enabled False ;I
g Start Page 1 | Processor Affinity Mask 4294967295 orker pr
S| "j CLOUDWINOBAPPZ (ATHOCDEYO\gsapate)
) —— ¢ |E Process Model
- Application Pools X S .
S e Sites Identity ApplicationPoolldentity
=40 Default Web Site Idle Time-out (r\\inutes) 20
@[] aspnet_client - Load User Profile False e
P AtHocDeliveryServerEndpoint Maximum Worker Processes o
=P R Ping Enabled True Iden...
Z;' bin Ping Maximum Response Time {seconds) 90 liden...
-] images Ping Period (seconds) 30 liden...
(P versionCheck Shutdown Time Limit (seconds) 90 Iden...
Startup Time Limit {(seconds) 90 llden...
B Process Orphaning liden...
Enabled False liden...

Executable

Executable Parameters
E Rapid-Fail Protection

"Service Unavailable” Response Type HttpLevel
Enabled True
Failure Interval (minutes) S
Maximum Failures S

Shutdown Executable
Shutdown Executable Parameters

E Recycling
Disable Overlapped Recycle False
Disable Recycling for Configuration Changes False

[ Generate Recycle Event Log Entry
Private Memory Limit (KB) 0
Regular Time Interval (minutes) 1440
Request Limit 0

_ |® Specific Times TimeSpan[] Array

Virtual Memory Limit (KB) 0

v

Maximum Worker Processes

Ready [maxProcesses] Maximum number of worker processes permitted to service requests for the application
pool. If this number is greater than 1, the application pool is a "Web Garden".

Cancel

Z

Verify the NDS response service

1. Navigate to the following folder: [ At HOcENS] \ Del i ver ySer ver \ web\ Response.
2. Restart IIS after renaming the files.

3. In a web browser, open the following URL: ht t ps: / /| ocal host/ Response/ R

4.

Test the service by pasting the following link in a browser and adding the name of the server: ht t ps: //
[ server Addr ess] / Response/ R?nessagel d=XXX&t askl d=YYY&code=Z

A MessagelD and TaskID missing error message is displayed in a browser.

Update the NDS database connection in the application server registry

After you install each application server, update the NDS database connection in the registry on that server.
1. From the Start menu, type REGEDIT.

The registry opens.
2. (Standalone mode only) Expand HKEY_LOCAL_MACHI NE>Sof t war e>Ww6432Node>At Hoc Ser ver .
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%5 172.16.6.130 - Remote Desktop Connection

| HKEY_CURRENT USER 4| | name | Type | Data
= . [HKEY LOCAL MACHINE ab] It) REG SZ___(value not set)
. BCDOOOOD0OOO ab| OleDbConnectionStrin: REG SZ Provider=SQLOLEDB; Server=172.16.6.126;Initial

.. COMPONENTS ab|ReadonlyAdoDbConnectionString  REG_SZ Server=localhost;Initial Catalog=ngaddata;User Id=
. HARDWARE

| SAM

. SECURITY Edit String B3

| AdventNet, Inc. Value name:

| Athoc Telephony Se IlJleDbConnectionSlring

| ATI Technologies
. CBSTEST Value data:

.. Cisco Systems, Inc. |Provider=SOLOLEDB Server=NDSdbServetinitial Catalog=ngaddata;User
. Classes

| Clients | (1] I Cancel |
| Hewlett-Packard
. JavaSoft
Microsoft

#H-F-FH-H

M

#-F-F

#-F-F-EEE

WL L WL WYYy

) S~
[+ . policies
| RegisteredApplicatic

YMware, Inc.
.. Adventhet

- . DeliverySery
.. Install

« ‘ | v
lComputer\HKEY_LOCAL_MACHINEISOFTWARE\WW6432Node\AtHocServer

3. Update the connections to the database server that have the NGDelivery and NGDiagnostics databases:

a. Open OleDbConnectionString.
b. Change the server value to the NDS database server and instance. In the same field, change the password
value to the password of the NGAD user.
c. Click OK.
For the plug-ins, expand At HocSer ver and select DeliveryServer.
e. If you have customized the NGdelivery database name to include the plug-in device,
select ConnectionString and change the value to ngdel i very_<pl ug-i n>, where <pl ug-i n> is the
name of the plug-in device, such as TAS or OPM. For example, NGDEL| VERY_TAS.
>~ 1. Sonic
., TortoiseOverlays
.. TortoiseSVN
4- |, Wowb6432Node
>}, Adobe
|, AnkhSVN
L AT&T
. AtHocInternal
4 - | AtHocServer

e

ab| (Default) REG_SZ (value not set)
F}ConnedionString REG_SZ NGDELIVERY_TAS

o' DeliveryServer
.. Plugins
.. Install
> -3 ProductConfig

i QuetemFramewnrlk |
f. Click OK to save your changes.
4. Configure NDS for the NGDeliveryLog database server:
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a. Navigate to AtHocENS > DeliveryServer > Tools > NDSConsole.
b. Open the NDS console and navigate to Management > Configuration.
c. Open the following configuration key: NDS. pl at f or m del i veryl og.

) NDS Console - [FrmConfiguration] i e

o Console Management

nds.addressMask Export Configuration

nds.caching .
@ Al Configurat
nds.data.anonymizationEnabled igurations

nds.data message.archiveEnabled All Public Configurations
nds.data. message purgeArchival Day Thres! Account Configurations
nds.data message purgeHour Threshold

+

+

+

+

+

+

+)- nds.data .usage .archive Day Threshold
+)- nds data usage purgeArchival Day Threshol
+

+

+

+

+

nds.dnc.enabled
nds platfom delivery template Value
nds platform [ Update ] [ Delete ]
nds platform delivery template
nds platform.delivery template ovemide Syst| <| ogClientConfig>

nds platform deliverylog <Type>adoclient</Type>

Default <Version>1</Version>
<ConnectionString>Serverslocalhost:Inttial Catalog=ngdeliverylog;User ld=ngad;Password=@THOC123;</ConnectionString>
</LogClientConfig>

+- nds platform pbx.enabled
+)- nds platform.ucmtas.account
+)- nds pluatform delivery template

d. Change the server value to the NDS database server and instance to the database server you installed the
NGDeliveryLog database on. In the same field, change the password value to the password of the NGAD
user.

e. Click Update.
f. Run At hocDel i ver ySer vi ce from Services.

You have now completed the installation. To verify the installation, see Verify the installation.
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Install NDS components in combined mode

The following sections describe how to install NDS on the application server and the database server.

Deployment modes for NDS

There are two deployment modes for NDS.

Standalone mode: This mode installs NDS on an application server without BlackBerry AtHoc.

Combined mode: Use this mode when the BlackBerry AtHoc management system is also installed on the same
application server. To learn about installing the BlackBerry AtHoc, see the BlackBerry AtHoc Installation and
Configuration Guide.

The following table describes the differences that are included with each deployment mode. It is important to plan
the installation or upgrade knowing which components are included.

Component Standalone mode Combined with BlackBerry AtHoc
AtHocDeliveryService Required Required

Ngdelivery_<plug-in> Database Required Required

NgdeliveryAccount Database Required Required

NgdeliveryLog Database Required Required

NGDiagnostic Database Required Provided by BlackBerry AtHoc.

Choose the method you plan to use during the installation. The installation directories lead you through the
installation and deployment, based on the approach you take.

Prepare the NDS installation file

Before installing, unzip and copy the installation files into a specified directory on the NDS server.

1. Locate the following file provided by your support or implementation
representative: At HocDel i ver Server _buil d. zi p
2. Navigate to the Platform folder, right-click the file, and open the properties to check if the file is blocked.
3. If the file is blocked, unblock the file and unzip it into a temporary directory.
4. Copy the At HocENS folder to Program Files(x86) on each NDS application and database server.

Install the database servers

As an installer, you must have the following items:

SQL Server sysadmin (SA) and Windows admin rights

A password for the NGAD, the owner of the BlackBerry AtHoc “ng” databases

Full control for the directory in which the database installation scripts are located. Right-click on the directory
and open the properties to verify.
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+ Full control of the database directory folder that contains the .Idf, .mdf, and .ndf files. Right-click the directory
and open the properties to verify.

For more information about installing the databases, see the r eadne files in each database folder.
Note: If the application server and the database server are on the same server, do not perform steps 1 and 2.

1. Login to the BlackBerry AtHoc database server.

2. Copy the AtHocENS folder and subfolders to the Program Files folder, see Prepare the NDS installation file.
3. Navigate to the AtHocENS folder.
4

. Right-click the AtHocENS folder, click Properties > Security to check if you have the Write permission as an
administrator and user.

Create a new Database folder.

Right-click the Database folder, click Properties > Security to check if you have the Write permission as an
administrator and user.

7. Run the script on the BlackBerry AtHoc database server.

oo

a. Navigate to the following folder: <At HOCENS>\ Del i ver ySer ver\ I nst al | ati ons\ Dat abaseSer ver

b. Right-click the OnPr emi seDBI nst al | ati on. bat file and click Edit to edit the following parameters in the
installation script:

Parameter Description

<databaseSer ver | nstance> The IP address and instance of the NDS server

<saPassword> The system administrator password

<saName> The system administrator account name.

<ngadPassword> The password for the ng database administrator. If the ngad user

has been created, this password is not used to override the existing
ngad password.

<databaseDirectory> The directory for MSSQL database, such as <At HocENS>
\ Dat abase. Used only for new installations.

<ngdeliverydb> ngdel i very_<pl ug-i n>where <pl ug- i n> is the name of
related plug-ins.

c. Click Save to save the changes.
Run the following script as an administrator: OnPr eni seDbl nst al | ati on. bat

e. After the script runs, go to the folder for each database and open r unsql . | og to check for any issues in
the installation.

e

The following databases are installed using the OnPr eni seDbl nst al | at i on. bat script:

* ngdelivery
ngaccount

+ ngdi agnostic

* ngcommon

* ngdeliveryl og
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Install the application servers

The following section describes how to install the application server. Complete the tasks for all application
servers.

For more details about the required components for either mode, see Deployment modes for NDS.

Prepare Windows PowerShell
When installing the NDS on the application server, use Windows PowerShell as an administrator.
To prepare Windows PowerShell on the <OnPremiseDblnstallation.bat> file, complete the following steps:

1. To verify that Windows Management Framework 3 (supporting PowerShell 3) is installed, do one of the
following:

+  Open Windows PowerShell and type the following command: Get - Host

« The returned version should be 3.0 or higher.

+ Go to Microsoft.com to download and install Windows Management Framework 3.0 or higher.
2. Ensure that the Windows PowerShell script is enabled and complete the following steps:

a. Run Windows PowerShell as an administrator.
b. Open the command prompt, run the Get - Execut i onPol i cy command.

The returned value should be Renbt eSi gned.

c. If the value is not RemotedSigned, run the Set - Execut i onPol i cy Renot eSi gned command,
click Yes to override and type Y to change the execution policy.

Install the application server in combined mode

These steps describe how to install the NDS on the same application server where BlackBerry AtHoc is already
installed. Use this mode if you plan to send alerts through BlackBerry AtHoc.

Note: The At HocPr ocessor service no longer hosts NDS. A new service
called At HocDel i ver ySer ver hosts NDS.

To install the application server, complete the following steps for each application server:

1. Copy the AtHocENS folder and sub folders to the Program Files folder. See Prepare the NDS installation file.
2. Navigate to the following folder: <At HOCENS>\ Del i ver yServer\ I nstal | ati ons\ I nstal | edWthl W8

where AtHocENSis the root folder of the NDS server.
3. Use one of the following methods to launch the script:

+  From Windows Explorer, right-click the script: | nst al | _Conbo. ps1 and select to run as administrator
with PowerShell x64 bit.

+  From the Windows PowerShell command line, run | nst al | _Conbo. ps1.
Note: If you have not updated the Windows PowerShell security policy, see Prepare Windows PowerShell.

The installation program runs.
4. Fill in the values for the prompts and press Enter to continue running the script.
5. Configure the UAP Web service:

a. Navigate to the following folder: [ At HOCENS] \ Del i ver ySer ver \ web\ At Hoc. NDS. UAP. WebSer vi ce.
b. Delete the \eb. confi g file and rename Web. confi g. ssl to Web. confi g.

Note: Restart IIS after renaming the files.
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c. Open a Web browser and open the following URL: ht t ps: / /| ocal host/
At HocDel i ver ySer ver Endpoi nt / At HocMessagi ngSer vi ce. svc.

A confirmation window displays a message that you have successfully created
the At HocMessagi ngSer vi ce service.

d. Test the service by pasting the following link in a browser and adding the name of the server: https://
[server Address]/AtHocDeliveryServerEndpoint/AtHocMessagingService.svc

The following screen must appear:

— > inaService Servi ;
CRAETEAT) B4 AtHocMessagingService Service
W5 Start Page =
e "j e You have created a service.
-} Application Pools Name X . .
= el Sites bi To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the
iy ~ command line with the following syntax:
=40 Default Web Site B
- api
&P api ) W
-] aspnet_client W svcutil.exe http://MyServer.athoc.com/AtHocDeliverySexrverEndpoint/AtHocMessagingService.svc
1 AtHocDeliveryServerEndpoint Mw
(71 bin - This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and
-] custerr use the generated client class to call the Service. For example:
#-(P DeliveryServiceApi
-] history c#
-] logs class Test
][ Solarwinds {
-] temp static void Main()
-5 UcmAutoCallerdSve {
-] wwwroot MessagingPortClient client = new MessagingPortClient():
€9 Solarwinds NetPerfMon
// Use the 'client' variable to call operations on the service.
// Always close the client.
client.Close():
}
}
Visual Basic
Class Test
Shared Sub Main()
Dim client As MessagingPortClient = New MessagingPortClient () v
' Use the 'client' variable to call operations on the service.
< >
- |Features View [, - Content View

Update the NDS database connection in the application server registry
After you install each application server, update the NDS database connection in the registry on that server.
1. From the Start menu, type REGEDIT.

The registry opens.
2. (Standalone mode only) Expand HKEY_LOCAL_MACHI NE>Sof t war e>Wow6432Node>At Hoc Ser ver .
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%5 172.16.6.130 - Remote Desktop Connection

| HKEY_CURRENT USER 4| | name | Type | Data
= . [HKEY LOCAL MACHINE ab] It) REG SZ___(value not set)
. BCDOOOOD0OOO ab| OleDbConnectionStrin: REG SZ Provider=SQLOLEDB; Server=172.16.6.126;Initial

.. COMPONENTS ab|ReadonlyAdoDbConnectionString  REG_SZ Server=localhost;Initial Catalog=ngaddata;User Id=
. HARDWARE

| SAM

. SECURITY Edit String B3

| AdventNet, Inc. Value name:

| Athoc Telephony Se IlJleDbConnectionSlring

| ATI Technologies
. CBSTEST Value data:

.. Cisco Systems, Inc. |Provider=SOLOLEDB Server=NDSdbServetinitial Catalog=ngaddata;User
. Classes

| Clients | (1] I Cancel |
| Hewlett-Packard
. JavaSoft
Microsoft

#H-F-FH-H

M

#-F-F

#-F-F-EEE

WL L WL WYYy

) S~
[+ . policies
| RegisteredApplicatic

YMware, Inc.
.. Adventhet

- . DeliverySery
.. Install

« ‘ | v
lComputer\HKEY_LOCAL_MACHINEISOFTWARE\WW6432Node\AtHocServer

3. Update the connections to the database server that have the NGDelivery and NGDiagnostics databases:

a. Open OleDbConnectionString.
b. Change the server value to the NDS database server and instance. In the same field, change the password
value to the password of the NGAD user.
c. Click OK.
For the plug-ins, expand At HocSer ver and select DeliveryServer.
e. If you have customized the NGdelivery database name to include the plug-in device,
select ConnectionString and change the value to ngdel i very_<pl ug-i n>, where <pl ug-i n> is the
name of the plug-in device, such as TAS or OPM. For example, NGDEL| VERY_TAS.
>~ 1. Sonic
., TortoiseOverlays
.. TortoiseSVN
4- |, Wowb6432Node
>}, Adobe
|, AnkhSVN
L AT&T
. AtHocInternal
4 - | AtHocServer

e

ab| (Default) REG_SZ (value not set)
F}ConnedionString REG_SZ NGDELIVERY_TAS

o' DeliveryServer
.. Plugins
.. Install
> -3 ProductConfig

i QuetemFramewnrlk |
f. Click OK to save your changes.
4. Configure NDS for the NGDeliveryLog database server:
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a. Navigate to AtHocENS > DeliveryServer > Tools > NDSConsole.
b. Open the NDS console and navigate to Management > Configuration.
c. Open the following configuration key: NDS. pl at f or m del i veryl og.

) NDS Console - [FrmConfiguration] i e

o Console Management

nds.addressMask Export Configuration

nds.caching .
@ Al Configurat
nds.data.anonymizationEnabled igurations

nds.data message.archiveEnabled All Public Configurations
nds.data. message purgeArchival Day Thres! Account Configurations
nds.data message purgeHour Threshold

+

+

+

+

+

+

+)- nds.data .usage .archive Day Threshold
+)- nds data usage purgeArchival Day Threshol
+

+

+

+

+

nds.dnc.enabled
nds platfom delivery template Value
nds platform [ Update ] [ Delete ]
nds platform delivery template
nds platform.delivery template ovemide Syst| <| ogClientConfig>

nds platform deliverylog <Type>adoclient</Type>

Default <Version>1</Version>
<ConnectionString>Serverslocalhost:Inttial Catalog=ngdeliverylog;User ld=ngad;Password=@THOC123;</ConnectionString>
</LogClientConfig>

+- nds platform pbx.enabled
+)- nds platform.ucmtas.account
+)- nds pluatform delivery template

d. Change the server value to the NDS database server and instance to the database server you installed the
NGDeliveryLog database on. In the same field, change the password value to the password of the NGAD
user.

e. Click Update.
f. Run At hocDel i ver ySer vi ce from Services.

You have now completed the installation. To verify the installation, see Verify the installation.
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Verify the installation

You can use the following tasks to verify the installation and configuration of NDS.

Verify the application servers

To verify each application server installation, complete the following steps:

1. Open Windows Services and check that the AtHocDeliveryService has started.

2. Check Internet Information Services (IIS):

a. Open lIS.
b. Verify that the Web site is running:

1. Go to Application Pools and check

that AtHocDeliveryServerEndpoint and AtHoc.NDS.Uap (for NDS V2.8.3 or higher) are started.
2. Go to Default Web Site, open AtHocDeliveryServerEndpoint, and select Content View.

< m

< m ) =] Features View - Content View

Ready

3. Right-click the AtHocMessagingService.svc and select Browse.

The following Web page loads without errors:

Connections .
2 ‘Q /AtHocDeliveryServerEndpoint
483 M-F3GWSP1 (ATHOC\jliu) Content
2} Applicati !
L Application Pools Filter: « @8 Go ~ G ShowAll
4 - 9| Sites
4 €| Default Web Site Name Type
—| aspnet_client | bin File Folder
P AtHcheI:vngeyerEnc m AtHocMessagingService.svc | WCF Web Sen
P DeliveryServiceApi 3 Web.config XML Configur
|| Web.config.nossl NOSSL File
|| Web.config.ssl SSL File

Actions

4 'AtHocDeliveryServerEnd
point’ Tasks

Application

8 B

o i

wd A

Manage Application A

®] Bro

Deploy

2

@ .

m
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CRAETEAT) 9 AtHocMessagingService Service il

W5 Start Page

= AtHocDeliveryServerEndpoint
@+ bin

S “j = You have created a service.
-} Application Pools Name ) .
B1-1e] Sites b To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the
ey N command line with the following syntax:
=40 Default Web Site Da
(P api Bw
[*- | aspnet_client W svcutil.exe http://MyServer.athoc.com/AtHocDeliveryServerEndpoint/AtHocMessagingService.svc

This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and

-] custerr use the generated client class to call the Service. For example:

#-(P DeliveryServiceApi
| history c#

/| logs

- SolarWinds
| temp

class Test
{

re static void Main()
(2% UcmAutoCallerIdsve {

-] wwwroot

#

&

)

#

&

)

&

2 MessagingPortClient client = new MessagingPortClient():
] Q Solarwinds NetPerfMon

// Use the 'client' variable to call operations on the service.

// Always close the client.
client.Close():

Visual Basic

Class Test
Shared Sub Main()
Dim client As MessagingPortClient = New MessagingPortClient () v
' Use the 'client' variable to call operations on the service.

- |Features View [, - Content View

3. Navigate to AtHocENS > DeliveryServer, open the At HocEvent Vi ewer . exe and check for errors and
warnings.

4. Open the NDS console and go to the Testing tab.
5. Check for databases and devices in the panes on the right. Verify database and device entries.

Databases: NGDelivery_<plug-in>, and NGDiagnostics, where <plug-in> is the name of the plug-in the
NGDelivery database is used for.

Devices: Based on your configuration, devices can include UCM TAS, OPM, BBME, MIR3, and SMS.Devices:
Based on your configuration, devices can include UCM TAS, OPM, BBME, MIR3, and SMS.

Verify the database server

1. Log in to Microsoft SQL Server Management Studio as the NGAD user.

2. Verify that the NGDeliverylog, NGDelivery_<plug-in>, NGDeliveryAccount, and NGDiagnostics exist on the same
database server.
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Object Explorer v |

Connect~ %) %) m 7 2] .5
=] LB M-F3GWSPI\SQLEXPRESS (SQL Server11.0.2100 - ngad)
= 1 Databases
[_J System Databases
| J NDELIVERYLOG
o0
[_J Database Diagrams
[ Tables
[ Views
3 Synonyms
3 Programmability
|1 Service Broker
[_J Storage
3 Security
| J NGDeliveryAccount
| J NGDiagnostics
@ 3 Security
3. Check the database directory and verify that there are files for the database installed on the server.
4. Open the ngdelivery_<plugin_name> database to verify that the Service Broker is enabled:

a. Select from the dbo.AsyncSqlQuery table.
b. Inthe query results, check the following values:

« Last RunOn should be close to the current time
+ Last RunOK should be 1’

< | m

5. If the service broker is not enabled, run the following query: al t er dat abase Rest or eDBNane set
enabl e_broker with roll back i mediate

Note: If the Service Broker does not start, run the following script to restore the
database: At HocENS\ Del i veryServer\ |l nstal | ati ons\ support\Utils\restore SQ.. sql
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{3 Results | [1y Messages
ScheduledSql JobCommName FirstRunOn LastRunOn LastRunOK IsR

1 EXEC usp_DlvTask_Post Task Execution Post Task Execution 2015-04-16 15:46:55.887 NULL 0 1
2 " EXeC usp_DeliveryTrack_AddTracking AddTracking 2015-04-16 15:46:56.237 NULL 0 1
3 EXEC usp_DIvTask_SendTeminateMsgtoNDS ~ SendTeminateMsgtoNds ~ 2015-04-16 15:46:56.243  NULL 0 1
4 411 EXEC usp_DlvTask_RestartCycleJob RestartCycleJob 2015-04-16 15:46:56.250 NULL 0 1
5 412  execusp_DlvTask_TeminateAletandTask "R’ TeminateDeliveryTask 2015-04-16 15:46:56.257 NULL 0 1
6 413 EXEC usp_DlvTask_ReleaseExpired ReleaseExpired Task 2015-04-16 15:46:56.263 NULL 0 1
7 414  EXEC usp_OperationAudit_AssignProperties UpdateOperationAduit 2015-04-16 15:46:56.327 | 2015-08-30 17:20:32.280 1 1
8 415 EXEC usp_DivTask_CreateNewTask CreateNewTasks 2015-04-16 15:46:56.333 | 2015-08-30 17:21:16.453 1 1
9 416 EXEC usp_DivTask_Post Task Execution Post Task Execution 2015-04-16 15:46:57.520 | 2015-08-30 17:21:16.3%0 1 1
10 417 EXEC usp_DeliveryTrack_AddTracking AddTracking 2015-04-16 15:46:57.530 | 2015-09-30 17:21:16.403 1 1
11 418 EXECusp_DivTask_SendTeminateMsgtoNDS  SendTeminateMsgtoNds  2015-04-16 15:46:57.540 | 2015-08-30 17:21:16.457 1 1
12 419 EXECusp_DivTask_RestartCycleJob RestartCycleJob 2015-04-16 15:46:57.553 | 2015-08-30 17:21:16.460 1 1
13 420 execusp_DlvTask_TeminateAletandTask "R’ TeminateDeliveryTask 2015-04-16 15:46:57.600 | 2015-08-30 17:21:16.460 1 1
14 421 EXEC usp_DlvTask_ReleaseExpired ReleaseExpired Task 2015-04-16 15:46:57.657 | 2015-08-30 17:20:47.990 1 1



Upgrade NDS to the current release

The following sections show how to upgrade from previous NDS versions to release 2.9.14. The upgrade uses
the scripts provided in the installation sections of this guide, but there are some steps you should perform before
upgrading, as described in the following sections.

The scripts that you run detect what version of NDS you have installed and perform the necessary upgrades.

Uninstall previous versions of the NDS application server

The following sections describes how to uninstall previous versions of NDS application server, which
includes BlackBerry AtHoc management system and NDS.

Uninstall versions prior to 2.8.5

To uninstall NDS and BlackBerry AtHoc management system on the application server, complete the following
steps:

1. (Standalone upgrade only) Uninstall the BlackBerry AtHoc management system if you are upgrading and plan
to use the standalone mode:

a. Run the BlackBerry AtHoc management system uninstall program.
b. Uninstall the BlackBerry AtHoc management system application and database servers.

1. Ensure all of the databases except ngdel i very are removed. If not, delete them manually.
2. Delete all the stored procedures related to BlackBerry AtHoc in syst em > MSDB.
3. Delete the ngad user.

c. Reboot the server.

d. Delete the following folders in At Hoc ENS directory:

\CommonSiteData
\Logs
\ServerObjects
\wwwroot

e. Uninstall NDS:

1. Undeploy GAC

a. Navigate to the following directory: C: \ Program Fi | es (x86)\ At HOCENS\ Del i ver ySer ver
\Installati ons\2_Depl oyGAC
b. Right-click on the undepl oyGAC. bat file and select Run as Administrator.
2. Remove Application Pools:

a. Open IIS and go to IIS > Default site.

b. Inthe Application pools remove AtHocDeliveryServerEndpoint and AtHoc. NDS.Uap (for NDS V2.8.3
or higher).

In IIS, delete all applications under Default Web Site.

4. Remove the NDS configuration for the At HocPr ocessor service:

w

a. Navigate to the At HocENS/ Ser ver (bj ect s/ Pr ocess directory.
b. Open the At HocPr ocessor. confi g file.
c. Remove the Del i veryServer mast er Thr ead section, as shown in the following image:
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AtHocProcessorConfig - Notepad | _ (O] x}
File Edit Format Yiew Help

<Name>Advanced Scheduling Agent</Name> -l
<sleepTime>15</sleepTime>
</masterThread>

<masterThread type="Iworker" stronghName="AtHoc.Publishing, version=1.0.0.0, culture=neutral,
PublickeyToken=a3¢c843e733da279f" classname="AtHoc.Publishing.Mmanagement.AlertCoordinator">
<Name>Alert Coordinator</Name>
<ThreadCount>5</ThreadCount>
<ThreadTimeout>120</ThreadTimeout>
<bDebugLevel>0</DebugLevel>
<SleepTime>1000</S]eepTime>
</masterThread:>

<masterThread type="Iworker" strongName="AtHoc.Delivery, version=1.0.0.0, Culture=neutral,
PublickeyToken=ed7694774ffadc64" classname="AtHoc.Delivery.Management.DeliveryCoordinator">
<Name>Delivery Coordinator</Name>
<ThreadCount>5</ThreadCount>
<ThreadTimeout>120</ThreadTimeout >
<DebugLevel>0</DebugLevel>
<STeepTime>1000</S1eepTime>
</masterThread>

<!-- pollagent masterThread -->

<masterThread classmame="AtHoc.d91l.pPol11.0911PollAgent"” strongName="AtHoc.ds1ll.pPoll, version=1.0.0.0,
culture=neutral. PublicKevToken=eSdld3cchdd80fc9" type="Iworker" />

<!-- peliveryserver masterThread -->

<i==

<masterThread classname="AtHoc.NDS.InitPlatformworker" 3
strnnPName="AtH0c.NDS.P1atform,vers1on=l.0.0.0,cu1ture=neutra1,Pub11cKeyToken=9677562d0cb09f35“ type="Iworker" />

—=>]

<=
<masterThread type="Iworker" strongName="Strong.Namespace" className="Root.Assembly.Classname">
<Name>advanced Scheduling Agent</Name>
<maxChildThreads>2</maxchildThreads> —
<defaultThreadTimeout>120</defaultThreadTimeout>
<sleepTime>10</sleepTime>
<busySleepTime>1l</busysleepTime>

d. Save your changes.
f. Uninstall plug-ins:

1. Stop all plug-in-related services, such as At HocTel ephonyser vi ce.
2. Uninstall the TAS plug-in.

a. Navigate to the following directory: At HocENS\ Del i ver ySer ver\ Pl ugi ns
\ At HocTel ephonyser vi ce.

b. Right-click on undepl oy. bat and run as administrator.

c. Take a backup of the ATS registry.

d. Navigate to At HOcENS\ Del i ver ySer ver, and delete the Pl ugi ns directory.
g. Remove the At HocENS folder.
h. Reboot the server.

Uninstall version 2.8.5 of NDS or higher

To uninstall NDS and BlackBerry AtHoc management system on the application server, complete the following
steps:

1. Stop At HocDel i veryServi ce.
2. Make a backup of the Windows registry entries for: [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Wow6432Node
\ At HocServer].

3. Navigate to the following folder: C: \ Program Fi | es (x86)\ At HocENS\ Del i ver ySer ver
\Installations

4. Complete one of the following tasks, depending on your configuration:
+ If NDS was installed in Standalone mode:

a. Remove the following Windows registry entries: [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Wow6432Node
\ At HocSer ver ]

b. Gotothe St andal one_Ser ver folder.

c. Right—click Uni nst al | . ps1 and click Run with PowerShell.
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If NDS was installed in Combined mode:

a. Go tothe Conbo_Ser ver folder.
b. Right-click Uni nst al | . ps1 and click Run with PowerShell.
5. Reboot the server.

Prepare for upgrade

Before upgrading, you need to prepare by backing up existing data and ensuring that you have proper permissions
to perform the upgrade.

Important: When upgrading the BlackBerry AtHoc management system at the same time as NDS, perform the
BlackBerry AtHoc management system upgrade before upgrading NDS.

1. To ensure you meet the hardware and software requirements, see Verify installation prerequisites.
2. Application and Database Servers: Back up the following items on all application and database servers:

All databases
The At HocENS folder on each server

3. NDS versions prior to 2.8.5: Uninstall the BlackBerry AtHoc management system and NDS on the application
server.

4. Database Servers: Verify that the Microsoft SQL Server, agent, and browser services are set to automatic and
running on the database servers.

5. Application and Database Servers: Copy the upgrade package on each server.

a. Locate following file provided by your support or implementation
representative: At HocDel i ver Server _bui |l d. zi p
b. Unzip At HocDel i ver Server _bui | d. zi p into a temporary folder.

6. Application and Database Servers: If the file is blocked, unblock the file and unzip into a temporary directory.
For more information more about how to unblock the file, see Prepare the NDS installation file.
7. Database Servers: As the installer, you must have the following permissions:

SQL Server sysadmin (SA) and Windows administration rights
A password for the "NGAD", the owner of the BlackBerry AtHoc “ng” databases

Full control for the directory in which the database installation scripts are located. Right-click on the
directory and open the properties to verify.

Full control of the database directory folder that contains the .Idf, .mdf, and .ndf files. Right-click on the
directory and open the properties to verify.

Upgrade the database server

The database upgrade requires that you run upgrade scripts on each database server.

For detailed information about the scripts and configuration of the database servers for Stand Alone and
Combined, see Install the database servers.

Upgrade the NDS application server to the current version

During an upgrade for an application server, you do a fresh installation of the NDS application server software. It
is important to backup the existing version.
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. Backup the [ At HocENS] \ Del i ver ySer ver folder on the application server.
. Open Services and stop the At HocDel i ver ySer vi ce service.

3. Open IS > Application Pools and stop At HocDel i ver ySer ver Endpoi nt and At Hoc. NDS. Uap (if
upgrading from 2.8.3 or later).

4. Complete the installation steps by choosing one of the following installation types:

N =

For detailed information about how to install a Standalone Application server, see Install the application server
in standalone mode.

For detailed information about how to install a Combined Application server, see Install the application server
in combined mode.

5. Open Services and restart the At HocDel i ver ySer vi ce service.

6. Open IIS > Application Pools and restart At HocDel i ver ySer ver Endpoi nt and At Hoc. NDS. Uap (if
upgrading from 2.8.3 or later).

7. When the upgrade completes, complete the verification steps. See Verify the installation.
8. Repeat these steps for each application server.

Upgrade the NDS database connection in the application server
registry

For detailed information about how to upgrade the NDS database connection in the application server registry
server for standalone and combined modes, see Update the NDS database connection in the application server
registry.
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Configure Windows authentication

After you install NDS, you can configure NDS to use Windows authentication for SQL authentication.

1. Create a Windows service account with the following access and privileges:

aoo

Open Microsoft SQL Server Management Studio.
Expand Databases.

For each ngdel i ver y database, right click and select Properties.

Click Files and click the browse icon to select the username of the Windows service account.

| | Database Properties - ngdelivery_pss

Have SQL access and be the database owner of the three ngdelivery databases.

Be able to run the athocdelivery service on the NDS server.

Be able to run the IIS application pools on the NDS service (there should be two of them).
Have full access to the c:\windows\temp folder.
Have full access to the folders where the databases reside.

2. Change the owner of the databases from ngad to the Windows service account:

oo

sgeda pfge 8 Scipt v [ Help
=l clcia
Sl
" Filegroups Database name:
% Options _
. Change Tracking Owner:
3 Pemissions
. Bdended Properties
Connection Database files:
Logical Name File Type
S : _
W \publisher ngdelivery Rows ..
ngdelivery_log  Log
Connection:

sa

37 View connection properties

Progress
Ready < m

Click to change to the
Window Service Account

B. unrestricted growth
By 100 percent, restricted growth

e. Click Browse.
f. Select the Windows service account username.
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& Browse for Objects &

11 objects were found matching the types you selected.

Matching objects:
Name Type =~
] A |<MyWindowsServiceAccountUsername>| Lo...
] A Ihgad] Lo...
7] A [NTAUTHORITY\SYSTEM] Lo...
B [NT SERVICE\MSSQLSPUBLISHER] lo.. |
| A [NT SERVICE\SQLAgentSPUBLISHER] lo.. |~
2 [sal Lo...

Cancel || Hebp

g. Click OK.
3. Update the database connection string in the System Registry.

a. Open the Registry:

1. Click Start and typer egedi t.
2. Right-click on the icon and click Run as administrator.
b. Inthe Registry, navigate to HKEY_LOCAL_MACHI NE > SOFTWARE > Ww6432Node > At HocServer.
Under AtHocServer, change the values of OleDbConnectionString.
d. Delete the SQL login info: User Id=ngad;
Password=<ngadpassword>: Pr ovi der =SQLOLEDB; Ser ver =<server\i nstance>; | niti al
Cat al og=ngaddat a; User | d=ngad; Passwor d=<ngadpasswor d>;
e. Add the Windows authentication parameter: Integrated
Security=SSPI; Pr ovi der =SQ_LOLEDB; Ser ver =<server\i nstance>; I ni ti al
Cat al og=ngaddat a; I nt egrat ed Security=SSPI;

f. Click OK and exit Regedi t .
4. Optionally, for AtHoc authentication through Windows, modify the service login to use the domain account.

0

a. From the database server, click Start and open the Control Panel.
Click System and Security > Administration Tools > Services.
Right-click on AtHocDeliveryService and select Properties.
Select the Log On tab.

aoo

The default setup is “Local System Account”.
To modify the account information for Microsoft SQL Server Windows Authentication, select This Account.
Fill in your Windows Service Account credentials and click OK.

o
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Add plug-ins to the Available Resource list

After you install NDS all servers and plug-ins, you can activate the device plug-in for customer accounts.

1. On the BlackBerry AtHoc database server, edit the following script for each plug-in to add it to the NDS console
account resources.

+ Replace <NGDe€liveryDBName> with the ngdel i very_pl ugi n database name. For
example: ngdel i very_t as.
Replace <DeviceName> with the name of the plug-in device. Valid devices are SMS, email, UcmTas, and
bbme.

2. Run the following script for each plug-in, to add the plug-in to the resource list for an account:

USE <NGDel i ver yDBNane>

DECLARE @levi ceType NVARCHAR(50)

SELECT @levi ceType="' <Devi ceNane>'

| F NOT EXI STS (SELECT * FROM NGDel i ver yAccount . dbo. Dat acenterSiteDetail a
I NNER JO N Productlnfo b

ON a.Siteld=b. Siteld

VWHERE a. Devi ceType=@levi ceType)

BEG N

I NSERT | NTO NGDel i ver yAccount . dbo. Dat acenter SiteDetai | ([ Dat aCenterld] ,
[Siteld] ,[DeviceType],[CreatedOn])

SELECT 1,siteid , @levi ceType, GETUTCDATE()

FROM Pr oduct I nf o

END

3. Check that the 'ResourceType' in the DatacenterSiteDetail table in the ngdeliveryaccount database
has CONCURRENT (for UcmTas) or RATE (for SMS, email, or bbme.) If no resource type is present,
run the following SQL query to update it: SQL: Updat e [ ngdel i veryaccount].[dbo].
[ Dat acenterSiteDetail] set ResourceType = '[resource-type]' where DataCenterld =
'[data-center-id]' and DeviceType = '[device-type]’
+  Valid values for [resource-type] are: CONCURRENT (for UcmTas), or RATE (for SMS, email, or bbme.)
+ Enter a valid data center ID for [datacenter-id].
« Valid values for [device-type] are: SMS, email, UcmTas, or bbme.
4. Inthe NDS console, click Management > Account > Select Customer account > Account Resource.

5. On the Account Resource tab, on the row for the device you added in Step 3, select
the Support and IsPrimary options.

6. Click Save.

For detailed information about installation and configuration of the OPM plug-in, see the BlackBerry AtHoc
OPM Installation and Configuration Guide.

For detailed information about installation and configuration of the SMS plug-in, see the BlackBerry AtHoc Hosted
SMSPlug-in for NDSInstallation and Configuration Guide.

For detailed information about installation and configuration of the TAS plug-in, see the BlackBerry AtHoc
Telephony Alerting System User Guide.

For detailed information about installation and configuration of the BBME plug-in, see the BBM Enterprise Alerts
Installation and Administration Guide.
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Monitor and maintain the NDS Farm — V2.8.5 or later

The following sections describe how to perform maintenance on the NDS farm, as well as monitor Microsoft SQL
Server jobs and NDS services, resources, performance, and the delivery lifecycle.

SQL server agent monitoring and maintenance jobs

On each database server, there are jobs that manage the database data and provide monitoring information.
There are two database servers and each has related jobs for the databases that reside there:

Primary database server: contains the ngdel i ver y_<plug-in>and ngdi agnost i cs databases.
Logging database server: contains ngdel i ver yl og database.

The following tables summarize the jobs and what information that you can use to monitor the databases.
NDS Purge.Job

Purpose Database Interval Notes
server
Archives and purges history data Primary Nightly -
for the ngdel i very_<pl ug-
i n>and ngdi agnost i ¢ databases.
TaskHistoryUpdate
Purpose Database Interval Notes
server
Updates Logging Every one If this job stops, usage data will
the del i ver yt aski d and other minute display incorrectly.
data inthe t askHi st ory table.
LogRealTimeDataPurgeJob
Purpose Database Interval Notes
server
Summarizes task history data in Logging Nightly If this job stops running, task
the TaskSummar y table. history data is purged after 1
month.

LogHistoryDataPurgeJob
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and Accesslog tables. Also

Purpose Database Interval Notes
server
Deletes real time data from Logging Every 4 hours -

the Message, Task, MessagelLi f eCycl e, TaskLi f eCycl e,

deletes | nboundEvent data older than 4 hours.

TaskSummaryDataPurgeJob

Purpose Database Interval Notes
server
Deletes task Logging Manual OnPremises Installations: Enable this
summary job and change to 1500 the value of
data that is PURGE_TASKSUMMARY_THRESHOLD_IN_HOURS in
older than 2 the G.B_Conf i g table.
years.Default:
DISABLED.

Monitor NDS

This section lists the NDS services, resources, and performance data that you need to monitor. See the Microsoft
Windows Server “Monitor Resource Usage (System Monitor)” guidelines at the Microsoft website.

Monitor the following services:

+ IS
+ AtHocDeliveryService (Windows)

+ Plug-in-related services such as ATS for TAS

-+ SQL Server (instance name)

+ SQL Server browser

+ SQL Server agent

+ Third-party systems such as UCM

Monitor the following resources:

+ CPU usage

+  Memory usage
+ Disk usage

+  Network

+ Load balancing

Monitor performance counters:

The NDS performance counters are in the AtHoc Delivery group.
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(&) Performance Monitor

(%) File Action View Window Help
L Al o BN os
LI

(&) Performance

pr
4 g Monitoring Too Add Countess

_ Ml Performance Available counters

+ Data Collector S

= Select counters from computer:

@ Reports

<Local computer > v

ASP.NET v2.0.50727 v .
ASP.NET v4.0.30319 v
AtHoc Delivery Y.
AtHoc Delivery OPM v
AtHoc Delivery SMS v
AtHoc Delivery UcmTas v
AtHoc Mobile Delivery v
Authorization Manager Applications v -

« TTSServi cerunni ngSt at e: If TAS is hosted by NDS, indicates the running status of the text-to-speech
(TTS) service. Values:

*  Running=1
+ Stopped=0; in this state, all calls will fail
+ Loop Alert Init/Sec:Indicates how quickly alert messages are being processed.

Tip: The ideal value is 2. If the value is 0, there are performance issues.

+ If the value is 0 for more than 5 minutes, the NDS platform is not processing alert messages.

+ If the value is 0 for 1 minute, the system is slow. Check the other monitoring counters to identify other
problems.

+ Loop Delivery Execution/sec:Indicates whether the NDS platform is processing tasks.
Tip: The ideal value is 2. If the value is 0, there are processing issues.

+ If the value is 0 for more than 5 minutes, the NDS platform is not processing individual tasks.

+ If the value is 0 for 1 minute, the system is slow. Check the other monitoring counters to identify other
problems.

+ NDS Delivery Lifecycle Monitoring: Contact BlackBerry AtHoc customer support to set up this monitoring job.

The life cycle monitor job provides status codes for each alert (task) delivered by NDS and the plug-ins.

Perform maintenance on the NDS Farm

Starting the Release 2.8.5, you can upgrade NDS for NDS plug-ins such as TAS, OPM, or SMS without stopping
service. You can also stop alerts for all application servers in the NDS farm. NDS signals to the plug-in on each
application server to stop processing new tasks. And then, one by one, you can upgrade or perform maintenance
on each application server.

| Monitor and maintain the NDS Farm — V2.8.5 or later | 33



Stop individual application servers

1. Open the NDS console.
2. Click Utilities.
3. In the NDS Maintenance section, click STOP this App Server.

NDS and the installed plug-ins stop processing new tasks on the current server and finish processing all tasks.

Stop and start alerts from the NDS farm
To stop alerts for the NDS farm before shutting down NDS and plug-in services, complete the following steps:

1. Open the NDS console.
2. Click Utilities.
3. Inthe NDS Maintenance section, click STOP incoming alerts for the NDS Farm.

All NDS application servers start rejecting all incoming alert messages. However, report and terminate messages
are still accepted.

Note: Wait until existing alerts are processed and tracking data is returned before you shut down all the NDS and
plug-in services.

After you verify the upgrade, restart alerts for the NDS farm.

1. Open the NDS console.
2. Click Utilities.
3. In the NDS Maintenance section, click START incoming alerts for the NDS Farm.
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Glossary

+ BlackBerry AtHoc management system: The web-based interface, and its required components, used for
configuring and managing alerts, users, devices, and settings for BlackBerry AtHoc alerting. Formerly known
as IWSAlerts or the IWS management system.

BlackBerry AtHoc server: The server on which the BlackBerry AtHoc management system and related tools
are installed. Also called the AtHoc application server. Formerly known as IWS Server or just IWS.

+ NDS: Notification Delivery Service. The delivery service that processes and delivers alert messages from the
hosted services (plug-ins) and mobile alerting.

+ NDS application server: A server that hosts the delivery plug-ins, such as TAS, OPM, and SMS. Called the
“application server” in this guide.

+ NDS console: The user interface for configuring and managing the NDS plug-ins, accounts, and settings.
NDS database server: A server on which the NDS databases are located. Called the “database server” in this
guide.

+ NDS farm: The set of application servers managed by NDS.
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BlackBerry AtHoc Customer Support Portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Support Portal:

https://support.athoc.com

The BlackBerry AtHoc Customer Support Portal also provides support via computer-based training, operator
checklists, best practice resources, reference manuals, and user guides.
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