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Overview

Siemens fire panels alert end-users that there is a fire. You can send alerts from BlackBerry AtHoc to the fire
panel. You can also activate pseudo-points on the fire panel, which trigger redefined alerts in BlackBerry AtHoc.

This document describes the steps needed to set up and integrate the Siemens Indoor Fire Panel fire panel
with BlackBerry AtHoc and with the IP Integration Module (IIM) manager. The |IM is used to integrate the fire
panel with the alerting system using a Web interface.

The Siemens fire panel connects with notification devices using two networks:

+ Control network, token ring loop (sustaining single break)
Audio network, typically digital audio with eight channels (over twisted pair or fiber)

A single Siemens fire panel can control a standard size building, where larger buildings (high rise or very large
buildings) might have more Siemens fire panels. In a campus configuration, it is typical to have multiple Siemens
fire panels use the same control and audio networks. In that case, a single Siemens fire panel can trigger alarms
in remote locations with the same control and audio networks, with override provisions as programmed in the fire
panels.

The audio and control networks connect to Flex-50 amplifiers which drive the speakers mounted in the buildings.
The Siemens fire panel is equipped with an RS232 computer port that can be used for control.

Additionally, an Auxiliary Audio Input Module provides line-level audio input. The audio input can be programmed
to relay input audio to one of the 8 channels.

The serial interface with a Siemens fire panel includes a connection and fire panel supervision "heart-beat", with
which you need to monitor.

You can program the Siemens with pseudo-points (PP), which are similar to keys. The pseudo-points are
preprogrammed scripts that can activate audio or visual notification devices.

For example, you can have three pseudo points that control devices in several zones:

PP 601 can be used to configure speakers in Zone 1 to listen to channel 8
+ PP 602 can target Zone 2 speakers
+ PP 701 can activate strobes in Zone 1

To activate the Siemens Indoor Fire Panel, send the SET ON command to the Siemens Indoor Fire Panel. When

a positive acknowledgment (ACK) is received, stream the audio to the line-level input. When the activation is
complete, send a SET OFF command, followed by an ACK. If there was no ON command, there should be no OFF
command. If there are multiple zones to activate in parallel, send commands sequentially (ON and then OFF).

The Siemens submits synchronous pseudo-point status updates, which you can use to verify that the
command was successfully received. These updates can also be used to activate specific pseudo-points that
trigger BlackBerry AtHoc alerts.

Configuration Examples
The following diagrams show configuration options:

+ Solo Configuration. This configuration uses one Siemens—IIM configuration.

4 Control Network Serial
Siemens CAP/SSL BlackBerry
Audio Network Fire Panel Line Level AtHoc
4 Audio
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Redundant Configuration. This configuration has two Siemens—IIM pairs with parallel messages. One

configuration acts as a failover if the other configuration fails.
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Requirements

This section describes the hardware and software requirements you must have to integrate Siemens Indoor Fire
Panel with BlackBerry AtHoc.

Hardware requirements

For each connected Siemens Indoor Fire Panel fire panel, you need to have the following items:

An available RS232 computer port

A line level input into an auxiliary audio input module

At least one Siemens Indoor Fire Panel unit (two units for redundancy) in each isolated Simplex control and
audio network, with the listed prerequisites.

Software requirements

The following are the minimum software requirements:

BlackBerry AtHoc Version 7.5
IP Integration Module Agent: Version 1.1.0
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Configure a Siemens Fire Panel on BlackBerry AtHoc

This section describes how to configure the Siemens Indoor Fire Panel for use with BlackBerry AtHoc.

Create a health monitor

You can create a health monitor that watches the connectivity between the BlackBerry AtHoc system and the
indoor fire panel lIM to verify that Siemens fire panels are up and running.

To create the health monitor, complete the following steps:

1. Log in to the BlackBerry AtHoc management console as a System Administrator.

2. |n the navigation bar, click the 3 (Settings) icon.

3. Inthe System Setup section, click Global System Health. The System Visibility Console opens.

4. Click the Create new monitor link. The New Health Monitor screen opens.

5. Enter a meaningful name for the monitor. For example, Bl ackBerry At Hoc Si enens | ndoor Fire
Panel Health Monitor.

6. Select the Health Monitors that you want the new health monitor to be associated with. For example, General.

7. (Optional) Select the Show errors and warnings for this monitor on the Home Page check box.

8. (Optional) Select the Show this Health Monitor in the Organization Visibility Console check box.

9. Specify how often the monitor runs using the frequency and time controls.
10.In the How does this Monitor test the system? section, select UAP Health Test from the Choose a test list.
11.Copy the Sample Configuration XML text into the Test Configuration field and update the following values:

<Pr ot ocol | D>UAP- DS</ Pr ot ocol | D>
<Pr ovi der | D>your VPSI D</ Pr ovi der | D>
<Devi ces> <Devi ce>Si enens</ Devi ce>
</ Devi ces>

12.Configure the rest of the Health Monitor as appropriate.
13.Click Save.

Configure BlackBerry AtHoc for outbound alerts

The following sections describe how to configure and enable the Siemens Indoor Fire Panel gateway and device
in BlackBerry AtHoc to send outbound alerts.

Install and enable the Siemens Indoor Fire Panel package for BlackBerry AtHoc

To install and enable the Siemens Indoor Fire Panel package for BlackBerry AtHoc, complete the following steps:

1. Log in to the BlackBerry AtHoc server as an system administrator.
2. Navigate to the following directory:

<IWBAl erts Install Path>\Serverjects\tools
3. Run the following file: At Hoc. Appl i cati ons. Tool s. I nst al | Package. exe.

The Device Support selector screen appears.
4. Select Indoor Fire Panel as shown in the following image:
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5.

Configure Device Support

Configure Device Support

Make the following devices available in MWSAlerts

[7] Cooper Notification WAVES - New River
[] Cooper Notification WAVES - Secondary
[] Emergency Digital Information Service ([EDIS)
[] Federal Signal Giant Yoice

™) Indoor Fire Panel

[] IPAWS

[7] Land Mobile Radio

[T Land Mobile Radio - Eastman

[ Microsoft Lync

[7] Motorola ACE3600

[7] On-Premise Email

[] RMG Digital Signage

[7] RSS Feed

[7] Siemens DAKS

[7] Simplex-Grinnell 4100U

[7] Talk-A-Phone Giant Voice

Enable I
_Duplosts |

Duplicate

=
Close I

Click Enable to install and enable the devices.

6. Close the Installation Complete screen and the Configure Device Support dialog.

Configure device gateways

Configure the gateways for the Siemens Indoor Fire Panel fire panels.

1.

Log in to the BlackBerry AtHoc management console as a system administrator.

2. |n the navigation bar, click the £ (Settings) icon.
3.
4. Click the Copy Default Settings link to fill in basic values, as shown in the following image:

In the Devices section, click the Indoor Fire Panel link.
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5. Click Save.

Enable the Siemens Indoor Fire Panel device

After you have configured the Siemens Indoor Fire Panel gateway, to configure the associated device, complete
the following steps:

1. Log in to the BlackBerry AtHoc management console as a system administrator.

2. |n the navigation bar, click the £ (Settings) icon.
3. Inthe Devices section, click Devices. The Device Manager screen opens.
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4. From Device Manager, select the check box next to Indoor Fire Panel, and click Enable.
5. Click the Indoor Fire Panel row. The Indoor Fire Panel device details page opens.
6. Click Edit.
7. Select Indoor Fire Panel from the Add a Delivery Gateway list at the bottom of the page:
Indoor Fire Panel <1972 >
#1049 | Enabled
Cancel Details HelpText Delivery Gateways
w Details
Name Indoor Fire Panel test
Common Name I1M-F IRE-PANEL-test
Group Indoor Fire Panel
Device Group Order
Contact Info Editing [ v
[] Users must provide contact info for this Device in Self Service
w Help Text
Targeting Help Text You are publishing to Indcor Fire Panel
Contact Info Help Text
Contact Info Tool Tip
w Delivery Gateways
Choose and configure the Delivery Gateways which will deliver messages to this device. If more than one Delivery Gateway is configured, the system
will attempt to deliver messages to this device in the order listed below until delivery is successful. If no Delivery Gateways are configured, the device
viill be considered Disabled
1 Indoor Fire Panel Confiqure | Remove
8. Click Save.

9. Click the Configure link to verify that the configuration information has been populated.
10.Check for XML code in the text field. If the XML statements are not provided, copy and paste the following

code into the text field:

<Confi gurati on>

<CapPar ans>
<GVSyst enlype>l NFP</ GVSyst emlype>
<Al | Mode>0</ Al | Mbde>
<ZoneMode>0</ ZoneMbde>
<Pol eMbde>0</ Pol eMbde>
<KeyMbde>0</ KeyMbde>
<UnusedMbde>0</ UnusedMbde>
<Defaul t Al | Cal | >0</ Def aul t Al'l Cal | >
<Def aul t KeyAct i vat i onCode>0</ Def aul t KeyAct i vati onCode>
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<NoPARequi r ed>0</ NoPARequi r ed>
<PARequi r ed>1</ PARequi r ed>
<l sCancel abl e>f al se</ | sCancel abl e>
<Cont ent Sour ce>| ndoor - Fi r e- Panel </ Cont ent Sour ce>
</ CapPar ans>
</ Confi guration>

11.Click Save.

The status line at the top of the screen updates and indicates that the device is enabled.

Configure a mass device endpoint for each fire panel

After you configure the device and device gateway, you must configure a mass device endpoint to be used to
receive alerts.

BlackBerry AtHoc treats Indoor Fire Panel pseudo-points as endpoints in the system and the address information
must be configured manually. This includes creating hierarchies, distribution lists, and other grouping
mechanisms.

Before you begin, plan how to assign mass device endpoints to the fire panels.

You can define each endpoint for one fire panel, for a group of fire panels, or for all fire panels for an organization.
For example, XYZ company has five buildings, each building has one fire panel, so there are five fire panels. They
create five mass device endpoints:

+ EndpointA
+ EndpointB
+ EndpointC
+ EndpointD
+ EndpointE

Each of these endpoints are mass devices. You will need to create an endpoint for each Indoor Fire Panel, then
create groups that use implicit targeting in the alert.

To create a mass device endpoint, complete the following steps:

Log in to the BlackBerry AtHoc management system as a system administrator.

In the navigation bar, click the £ (Settings) icon.

In the Devices section, click Mass Device Endpoints. The Mass Device Endpoints screen opens.

Click New, and then select the Indoor Fire Panel. The New Mass Device Endpoint screen opens.

In the General section, enter the Endpoint Name and Common Name for the device.

In the Configuration section, enter the Indoor Fire Panel device address that corresponds to a pseudo-point in
the Siemens Indoor Fire Panel.

caswbnN=

Syntax:
For a single pseudo-point: PP, Pnnn

For a range of pseudo-points: PP, Pnnn-nnn
7. Click Save.

8. Verify that the pseudo-point addresses match the outbound range specified in the syst em conf i g file on the
[IM.
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Configure the Siemens Indoor Fire Panel for inbound
alerts

The following sections describe how to configure and enable the Siemens Indoor Fire Panel gateway and device
in BlackBerry AtHoc to receive inbound alerts.

Enable the stored procedure for inbound CAP events

The IIM receives inbound events and triggers a pseudo-point on the Siemens Indoor Fire Panel fire panel. You
must set up the CAP Event Processor agent.

To enable the stored procedure and set up the CAP Event Processor agent, complete the following steps:

1. In SQL Server Management Studio, navigate to Database > ngaddata > Programmability > Stored Procedures.
2. Run the ENABLE_DISABLE_CAP_EVENT_PROCESSOR stored procedure.

Create an alert template for an inbound event

To trigger an inbound event, create an alert template and associate it with an inbound event.
To create an alert template for an inbound event, complete the following steps:

1. Get the list of pseudo-points that are configured to trigger the alert template in BlackBerry AtHoc.

2. Make sure that the pseudo-points are within the inbound range in IIM for inbound . You can find this
information in the syst em confi g file:

encoder. Sirencentralencoder. SirencCentraloriver=com. ha. capnode.drivers.sirencentral.simplex.SirenCentraloriverarinne
encoder. Sirencentralorivercrinnell. audioInputPP=P607

encoder. SirencentraloriverGrinnell. PPRange=720-721;700-703; 600-601

encoder. SirencentraloriverGrinnel].Commandmaxretry=>5

encoder. SirencentraloriverGrinnell. ActivationFromPanelPPRange=600-630

encoder. Sirencentralorivercrinnell. HBMonitorFregquency=30000

w

From BlackBerry AtHoc, navigate to Alerts > Alert Templates.

Create an alert template and customize the publishing preferences as appropriate.

5. Specify a common name for the alert template. For example, if the pseudo-point is called P614 and you want
to trigger the alert template when that pseudo-point is on, choose a common name such as "P6140n". Save
this name for the next section.

6. Save the alert template.

>

Configure the agent for the inbound events processor

After you enable and run the stored procedure, configure the BlackBerry AtHoc agent to process inbound alerts.
You use the alert template common name that you created in the previous section, for example P614ON.

To configure the agent, complete the following steps:

1. Log in to the BlackBerry AtHoc management console as an Administrator.

2. Change to the System Setup (3) organization.

3. Go to Settings > System Setup > Integration Manager. The Integration Manager screen opens.
4. Select Cap Events Processor. The details page for the agent opens.
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5. Edit the XML in the Configuration field as highlighted in the following example:

<CapEvent Processor xnl ns= maxDegreeOf Paral | el i sm=" 10"
i gnor eDupl i cat eTi mel nt erval ="30">
<provi der s>
<provi der id="VPS being polled by I M>
<event Rul es>
<event Rul e event Type="SG ACTI VATI ON' >
<xpat hQuery val ue="/al ert/i nfo/ paraneter[./val ueNane/
text ()="Event Nane']/val ue" />
<event Mappi ngs>
<event Mappi ng event Nane="val ueof nyl D. t xt P pseudoPoi nt addr essON| OFF"
scenar i oCormmonNane="t enpl at e_commonnane" />
</ event Mappi ngs>
</ event Rul e>
</ event Rul es>
</ provi der >
</ provi der s>
</ CapEvent Pr ocessor >

6. Click Save.
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Configure the IIM that manages the Siemens Indoor Fire
Panel

Prerequisite: Ensure that the following packages are installed and configured before starting these tasks:

Latest IIM Agent 1.1.0 package
Latest Siemens package
Latest Capnode package

Configure the CapCon service

4,

. Modify the IIM Agent and CapCon services to poll and post to the BlackBerry AtHoc URL:

a. Loginto the IIM Server as an administrator.
b. From the IIM server, open the following file:

..\ Progranfil es\ capnode\ system private.config
c. Change the indexURL value using the following format:

i ndexURL=http\://1WBAl ertsServer URL/ Syndi cat i on/ CAP_I NFP/ VPSPr ovi der / Capi ndex?
ast =MAC Addr ess

Make sure following values have the identical ID:

The nyi d. t xt file

The database record in the AST_ASSET_TAB

The Inbound CAP Event Agent <Event Mappi ng> node

The value of the <sender > node in the IIM originates from the nyi d. t xt file in the following

location . . progranfil es\ capnode\ nyi d. t xt and should match the ASSET_NAME field n the
AST_ASSET_TAB database table.. . \ Program Fi | es\ capnode\. The value of the nyi d. t xt file is the
MAC address of the IIM that manages the Siemens Indoor Fire Panel.

In the same file, modify the CapPost i ngt ar get . capur | value. Enter the BlackBerry AtHoc server URL in the
highlighted attribute value.

CapPostingTarget=True
CapPostingTarget.capurl=https\://IwSAlertsurL/Syndication/PostCap
#CapPostingTarget.user=Alertingsolutions

#CapPostingTarget. password=@L3rtIngsolut!onz

Save your changes.

Restart the CapCon service

After you configure the CapCon service, you must restart it.

To restart the CapCon service, complete the following steps:

1.

Navigate to your IIM system.

2. Go to Start > Run > Services.
3.
4. Click the Start link.

Scroll down to the IIM CapCon Service.
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Track the Siemens Indoor Fire Panel health status

You can track the Siemens Indoor Fire Panel health status using the following methods:
Use the BlackBerry AtHoc Event Log to check the status of the following items:
Use the BlackBerry AtHoc Event Log to check the status of the following items:

Siemens Indoor Fire Panel heartbeats
Siemens Indoor Fire Panelpseudo-point activation
Inbound events errors

Open the BlackBerry AtHoc management console and navigate to System > System Setup > Diagnostic Log.
Use the System Tasks page to track issues in the IIM:

1. Open BlackBerry AtHoc and navigate to System > System Setup > Diagnostic Log
2. Select the IIM that manages the Siemens Indoor Fire Panel. The IIM Task Details page opens.

3. View the results in the Last run result field. The value is either OK or Failed. In the History section, click OK
or Failed in the Results column to view the details for a specific job.

4. (Optional) In the Task Details section, click Run now to run a new job.
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BlackBerry AtHoc Customer Support Portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Support Portal:

https://support.athoc.com/customer-support-portal.html

The BlackBerry AtHoc Customer Support Portal also provides support via computer-based training, operator
checklists, best practice resources, reference manuals, and user guides.
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BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited

Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL

United Kingdom

Published in Canada
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