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Overview

The IIM is dependent on a variety of factors to ensure reliable operation. It is connected to a power, a data
network, and a third-party hardware by serial, analog audio, and a digital input-output interface. The IIM CapCon
Java-based SaaS is dependent on an operational Java Runtime Environment (JRE). If any of these connections or
dependencies fail, the operation of the IIM may be compromised.

The IIM Health Management Agent SaaS is isolated from the JRE and CapCon software. Using Windows
Performance Counters, the IIM Agent can be configured to monitor these internal and external dependencies.

There are three ways that the IIM Agent can be used to provide a user of the BlackBerry AtHoc Alerts system of
faults that may prevent the proper operation of the [IM.

1. BlackBerry AtHoc Alerts organization homepage error indication.
2. BlackBerry AtHoc Alerts SDK Alert Template error notification.
3. SolarWinds® Server and Application monitoring and notification.

This document describes how to install all Windows Performance Counters and [IM Agent as a service and how to
configure the indication and notification methods.

Software requirements

The IIM device must have Windows 2012 with .NET4.7 installed.

| Overview | 4



Configure BlackBerry AtHoc IIM health indication

Prerequisite
The IIM indexURL variable in the syst em pri vat e. conf i g file needs to have the <MAC address> extension.
Verify the following before you configure the 1IM health monitor in the BlackBerry AtHoc management system:

1. Inthe Asset tab, check the asset ID and execute the query highlighted in the following image:

J****** Script for SelectTopNRows command from SSMS *****x/

| SELECT *| FROM [ngaddatal.[dbol.[AST ASSET TAB1|
00% ~ <

3 Results | 2 Messages‘
ASSET_ID PROVIDER_ID ASSET_NAME DESCRIPTION GEO_LOCATION  EXPECTED_STATUS REPORTED |

1 12 | 2050353 Push NULL 0K ok
2 3 2050374 Weather NULL NULL oK oK
3 4 2051215 Weather1 NULL NULL oK oK
4 5 2050348 386077C65E28  NULL NULL NULL NULL
5 6 2050376 00E06F293098  NULL NULL NULL NULL
6 7 2086867 7071BCAD138F  NULL NULL oK oK
7 8 2087023 4C72B97BFOD1  NULL NULL NULL NULL

2. In the Activity tab, check for the asset ID and its activities by executing the highlighted query in the following
image:

[****** Script for SelectTopNRows command from SSMS
SELECT * FROM [ngaddata].[dbo].[AST_ACTIVITY TAB]
order by ACTIVITY_TIME desc

00% «~ <

: Results _‘J Messages
ASSET ID ACTIVITY NAME ACTIVITY_TIME ID

CAPNODEPOLL 2018-04-1916:44:24 973 3710548
CAPNODEPOLL  2018-04-1916:44:23.447 3710547
CAPNODEPOLL 2018-04-19 16:44:21.767 3710546
CAPNODEPOLL  2018-04-1916:44:19.893 3710545
CAPNODEPOLL  2018-04-1916:44:17410 3710544
CAPNODEPOLL  2018-04-1916:44:16.360 3710543
CAPNODEPOLL  2018-04-1916:44:12823 3710542
7 CAPNODEPOLL  2018-04-1916:44:09.820 3710541

3. In SQL Server Management Studio, check if the stored procedure [dbo.mtr_iim_poll] is available
in ngaddata > Programmability > Stored Procedure.

O O~ O 0 Oni sl

O ~J OO O &b W N -

St ored Procedure
USE [ ngaddat a]
[co)

SET ANSI _NULLS ON
&0

SET QUOTED_I DENTI FI ER ON
&0
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| F EXI STS(SELECT 1 FROM sys. procedures where object_id =
object _id('dbo.ntr_iimpoll"'))<A>col um</A>

BEG N

DROP PROCEDURE dbo. ntr_ii m pol |

END

GO

CREATE PRCCEDURE [ dbo].[ MIR_I'| M_PQOLL]
@ssetld int,

@nterval int =5

as

sel ect count (1) pollcount from|[ngaddata].[dbo].[AST _ACTIVITY_TAB] where
ASSET ID = @ssetld and

ACTI VI TY_NAME = ' CAPNODEPOLL' and

ACTIVITY_TI ME >= DateAdd(M NUTE, -@nterval, GETDATE())

end

go
Right-click the dbo.mtr_iim_poll stored procedure.
Click Execute stored procedure....

Specify the value for @assetld and @interval.
Click OK.

Noa s

Add lIM device to ASSET_TAB

This section describes the steps to identify if the IIM device is not added to ASSET_TAB and how to add it to
BlackBerry AtHoc management system.

To identify and add the [IM device to the ASSET_TAB, complete the following steps:
1. To validate if IIM device is configured at the organization level, run the following query to specify the
provider_id (organization ID) in the query:

SELECT d. DEVI CE_I D,
d. COMMON_NAME DEVI CE_COVMON_NAME,
dg. COMMON_NAVE GROUP_NAME FROM DLV_DEVI CE_TAB d

I NNER JO N DLV_DEVI CE_GROUP_TAB dg ON dg. GROUP_ID = d. GROUP_I D
I NNER JO N DLV_GATEWAY_ DEVI CE_GROUP_TAB gdg ON gdg. GROUP_I D = dg. GROUP_I D
I NNER JOI N DLV_PRV_DEVI CE_TAB dp ON dp. DEVI CE_| D= d.DEVICE ID

WHERE d. COMVON_NAME LI KE " <i i mp'
AND dp. | S_ENABLED = 'Y'
AND dp. PROVIDER I D = 3

2. To add the IIM device to the ASSET_TAB, open a new query window in the SQL Server Management Studio.
3. Run the following query and replace the required values:

USE[ ngaddat a] GO NSERT | NTQ dbo] . [ AST_ASSET_TAB] ( ASSET_| D
, PROVI DER_| D
, ASSET_NANE
, DESCRI PTI ON
, GEO_LOCATI ON
, EXPECTED STATUS
, REPORTED_STATUS
, VERS| ON
, NAVE
) VALUES
(7
, 2087491
,' PUSH
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, NULL
, NULL
, NULL
, NULL
, NULL

(€0)

Note: Health Monitor is organization specific. Ensure that the mass device is configured with the organization
you are using.

To configure the BlackBerry AtHoc organization home page IIM health indication, complete the following steps:

1.

2
3.
4

Log in to the BlackBerry AtHoc management system as an administrator.

- In the navigation bar, click E.
In the System Setup section, click Global System Health.
. In the General section, click IIM.

Note: In the Testing history section, the polling interval is displayed by state. There are four states: Error,

Warning, Good, and Inoperative.

. Optionally, if the polling stops, click Refresh for manual polling.
IIM Poll

State reflects the most recent test result from 01/24/2018 03:18:04

All monitored |IMs are reporting healthy conditions.

¥ Good
¥ Good
¥ Good
¥ Good
¥ Good
® Good
® Good

)

[V Good ] Warning [ Error (/] Inoperative

01
01

01
01

01/

01

/24
/24/
01/

24

< Return to the Visibility Console

& Testing history

2018 03:18:04
2018 03:15:05

/2018 03:12:06
[24/
/24/
24/
/24/

2018 03:09:05
2018 03:06:06
2018 03:03:04
2018 03:00:06

[rerest] 1 osabie 1 Dot

i »  January 24, 2018 3:00 AM

Hourly = Daily = Weekly = Monthly

6. In the Basic details section, in the How often does it check the status of the system? section, set a polling

duration.

7. In the Database Procedure section, in the Test Configuration field, add an asset ID and interval in stored

procedure. The following is an example of a stored procedure:

<Dat abasePr ocedur eTest Confi g>

<Query> dat abase. dbo. MTR_STORED PROCEDURE_NAME @sset | d=val ue, @ nt er val =val ue</

Query>

<War ni ngCondi ti ons />
<War ni ngCount Thr eshol d>0</ War ni ngCount Thr eshol d>
<Error Condi ti ons>
<Condi ti on>
<A>col um</ A>

<B>10</ B>

<Of f set Seconds>0</ O f set Seconds>
<Conpari son>LessThan</ Conpari son>

</ Condi ti on>
</ ErrorCondi ti ons>

<Err or Count Thr eshol d>1</ Er r or Count Thr eshol d>
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</ Dat abasePr ocedur eTest Confi g>
8. Inthe How is the state of this Health Monitor determined? section, from the Match the state if: list, select a
value to determine the health from the last run result. For example, if PollCount < 10, the monitor will go into an

error state.

9. In the What happens when this Health Monitor reaches a particular state? section, in the Configure Error State
transition actions section, click Show a list of possible actions.

10.0n the Health Actions screen, click <add this configuration in the Trigger a URL or Send an email section.

11.Click Save.
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BlackBerry AtHoc alert template 1IM error notifications

This section describes how to configure the IIM and an Alert Template in the associated VPS for lIM health
monitoring notifications.

Following is the list of Windows Performance Counters:

RAW_NUM_CONT_POLL_FAIL
IM_JAVA_ERROR
[IM_SERVICE_ERROR

Install all Windows performance counters

Only the RAW NUM_CONT_POLL_FAI L counter is updated from the IIM Java code. This counter gives the count of
consecutive BlackBerry AtHoc management system polling failures from the IIM. After polling is successful, this
counter is reset to zero.

1. Loginto lIM.

2. Stop the capnode services.

3. Download the updated capnode folder for the specific integration type.

4. Open Windows Power Shell as an administrator.

5. In Powershell, browse to C. / Progr am Fi | es/ capnode.

6. Runthe creat eW nCount ers_v1. ps1 power shell script. The necessary Windows Performance Counters
are created in the IIM.

7. Open Notepad as administrator.

8. Open C./ Program Fi | es/ capnode/ system confi g.

9. Add the updat eW ndowsCount ers = yes parameter.

Note: If this property is not defined, the system takes the default value as "no".
10.Save C. / Program Fi | es/ capnode/ syst em confi g.
11.Start the CapCon service.

Verify the performance counters installation

Loginto lIM.

Click Start and search for the Performance Monitor program in Windows.

Open the Performance Monitor.

Navigate to Performance > Monitoring Tools.

Click Performance Monitor.

Click %, to remove the default services running in the Performance Monitor program.
Click =

On the Performance Monitor Properties window, click the Graph tab.

9. In the Vertical scale section, set Maximum to 10.

10.Click OK.

11.Click .

12.0n the Add counters screen, double-click IIM.Monitoring. All the monitors are selected.
13.Click Add. The added counters appear on the right side of the window.

14.Click OK. The counters are added to the Performance Monitor graph.

NSO RA®DN=
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If the IIM is able to poll the configured BlackBerry AtHoc management system,
the RAW NUM_CONT_POLL_FAI L counter shows zero.

15.To simulate a network failure, do one of the following:

+ If you have physical access to the IIM, remove the IIM network cord. This results in a polling failure as [IM is
unable to poll the BlackBerry AtHoc management system.

+ Map an incorrect IP for the BlackBerry AtHoc host name in the IIM et ¢/ host s file.

16.Check the performance monitor. The performance monitor should show a non-zero count for
the RAW NUM_CONT_POLL_FAI L Windows Performance Counter. It can take 60 to 90 seconds for the counter
to update. If the network failure persists, the counter value will keep incrementing.

17.Connect the network again and check the IIM logs to see if IIM is able to poll BlackBerry AtHoc successfully. If
the connection is restored, the RAW NUM CONT_POLL_FAI L Windows counter is reset to zero.

18.Upon successful posting to the BlackBerry AtHoc management system, a relay gets closed and the led light
glows, indicating that the alert was sent successfully.

19.Repeat steps 11 to 14 several times.

Configure the IIMAgent

The following features are implemented in the IMAgent C# project to support Windows Performance Counters:

1. Disable the BlackBerry AtHoc management system polling from lIMAgent.
2. Update the Windows counters, if there is a java setup error in the 1IM.

3. Update the Windows counters, if a required service is not running in the 1IM.
4. Make external watchdog configurable from [IMAgent's config file.

Install IIMAgent as a service

You must create an IIM Agent V2 that writes health, polls information to Windows Performance Counters, and
sends an SDK alert to the BlackBerry AtHoc management system where there is a service error or Java error.

Note: If watchdog service is installed in your system, disable it, otherwise it can result in continuous restarting of
the system.

Before you begin: Ensure .NET4.7 is installed.

1. Loginto lIM.

2. Open a command prompt as an administrator and navigate to C. \ Progr am Fi | es\ capnode
\'I I MAgent _Bui | d.

3. Runtheinstall. bat file and then close the command window.
Open Notepad as an adminisitrator.

5. Openthe C:\ Program Fi | es\ capnode\ii mm | | MAgent . exe. confi g file. The file has two tags related
to configuring the service:

&

<add key="Servi ceCount" val ue="1"/>
<add key="Servicel" val ue="CapCon, start"/>

Note: Enter the number of services and the expected state you want to configure in
the <Ser vi ceCount > tag. The value of the Ser vi ceCount key must be equal to the number of services you
want to configure. Index additional services as Service2, Service3, and so on.

6. Add the Enabl el W5Pol | i ng parameter in the BlackBerry AtHoc Java polling threads configuration. Add the
following line in the | I MAgent . exe. confi g file: <add key="Enabl el WBPol | i ng" val ue="no"/>
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Note: If the value of the parameter is set to 'yes', IMAgent polls the BlackBerry AtHoc management system. If
the parameter is not added in the | | MAgent . exe. confi g file, IMAgent does not poll the BlackBerry AtHoc
management system.

Create an IIM alert template

To create an IIM alert template for IIMAgent Errors in the associated BlackBerry AtHoc organization, complete the
following steps:

1. Create an IIM template for IIMAgent Errors.
2. In the Template Title add the following text: [ [ | | M Agent Error Type]] at[[IIMID].

Note: [[IIM ID]] is replaced with the [IM ID provided in the | | MAgent . exe. confi g file.
3. Add the following text in Alert Template Body:[[ 1 | M Agent Error Type]] occurredat!IM[[II M ID]]
[[Error Message Body]]

Note: [[I 1 M Agent ErrorType]] isreplaced with the value of the Error Type (Service Error or Java Error)
that is passed to the SDKAlert. [ [ Error Message Body]] is replaced with the error message that is passed
in the SDKAI er t Tenpl at e.

Save the alert template.

Note down the alert template common GUID, Organization ID, SDK user name, and password.

Open Notepad as an administrator.

Open C:\ Program Fi | es\ capnode\iim || MAgent. exe. config.

Add the following parameters:

©No g

<add key="SDKURL" val ue="https://iwshostnane/sdk/|istener/listen.asp"/>
<add key="SDKUser Nanme" val ue="usernane"/ >
<add key="SDKPasswor dEncrypt ed" val ue="no"/>

<add key="SDKPassword" val ue="password"/ >

<add key="SDKVPSI d" val ue="1234567"/>

<add key="SDKAl ert Tenpl at eConmonNane" val ue="85b0b856- 7637- 4862- abe8-

dd9eabbe2524"/ >

<add key="II1Md" value="IIMIP_OR IIM Nanme"/>

#

#SDKA|l ert Tenpl at eConmonNane- val ue for this paraneter must be the alert tenplate
Conmon Nane for Error Tenplate that we have created in | W5 steps.

#

#SDKURL- Add the URL of the Bl ackBerry At Hoc managenent server you are using.

#

#SDKUser Nanme- Add t he SDK usernanme according to your SDK server.

#

#SDKPasswor dEncr ypt ed- When installing for first tine, value should be

"no", later this SDKPasswordEncyted is updated as"yes" once SDKPassword is
encrypt ed.

#SDKPasswor d- Add SDK password according to your SDK server (text format).Later
this is updated in Di-cipher text (encrypted fornat).

#

#SDKVPSI d- This is the Bl ackBerry At Hoc managenent system organi zation |D.

#

#IMd-11MID of the Il Mon which you are installing the Il Mgent.

9. Save C:\ Program Fi | es\ capnode\iimm || MAgent. exe. confi g.
10.0pen Component Services, search for IMAgent Service in the service list.

| BlackBerry AtHoc alert template [IM error notifications | 11



11.Right-click and select Properties.
12.Change the Startup Type to Automatic (Delayed).
13.Click Apply > OK and then run the service.

Note: Do not set the Startup Type to Automatic, it should be Automatic (Delayed).

14.Start and stop the service to check the installation. If the service is starting and stopping properly, then the
installation is successful.

15.0ptionally, if you already ran the cr eat eW nCount er s_v1. ps1 file for setting up Java counters, do not run
it again. For detailed information about how to create Windows Performance Counters from IIM Java code,
see Install all Windows performance counters .

16.Start the IMAgent Service from Component services.

Verify the installation

1. Open Windows Performance Monitor in the IIM.

2. Search for and start the Performance Monitor program in Windows.

3. In the Performance Monitor, navigate to Performance > Monitoring Tools > Performance Monitor.
4. Click Add and add all performance counters in the IIM Monitoring section.

5. To simulate a service error, do the following:

a. Navigate to the following path: C: \ Pr ogr am Fi | es\ capnode\ii mm

b. Open the lIMAgent XML document and see the services specified in the configuration file. The services are
mentioned in the <Service(n)> tag, where ‘n' stands for a numeric value. For example, <Service1>.

c. Navigate to the Performance Services and stop one of the services mentioned in the XML configuration
file.

d. Check the performance monitor. It should increment the | | M_SERVI CE_ERROR counter by one, as one
service mentioned in the XML configuration file is not running. You can also stop other services mentioned
in the configuration file. When you restart those services the counter decrements accordingly. It takes
around 40 to 50 seconds to appear in the performance monitor.

e. Check if the value of the | | M_SERVI CE_ERRCR count is equal to the number of services which are present
in the XML configuration file and if they are not running.

f. Thel | M_JAVA ERROR counter is updated if there is any problem with the Java setup on the IIM machine.
The value of the counter is 0 if Java functions successfully on the machine. If there is a problem, the
counter increments to 1.

6. In the BlackBerry AtHoc management system, check the alerts in Sent Alerts.
7. Check the email that is sent in service error and Java error templates. A BlackBerry AtHoc alert is sent only
once per error. The alert is sent again, if the error is resolved or found.
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SolarWinds health monitoring

The SolarWinds is a Server and Application Monitor (SAM) used by system administrators to monitor windows
counters on the client machine.

Hardware requirements
Decide the level of installation required (small, medium, or large). Click the following link to see the hardware

requirements for the SolarWinds (SAM) installation:

http://www.solarwinds.com/documentation/en/flarehelp/sam/content/sam-hardware-requirements.htm

Download SolarWinds Server and Application Monitor

—

. Click the following link: http://www.solarwinds.com/downloads.
Under Server and Application Monitor click DOWNLOAD FREE TRIAL. The free trial is active for 30 days.

g

Note: Contact the SolarWinds sales team for licensing.

Enter your information on the registration form.

Click PROCEED TO FREE DOWNLOAD.

On the Thank you screen, click DOWNLOAD NOW.

Run the downloaded .exe file. The SQL server is also downloaded if not installed.

ogsw

Install SolarWinds

Note: SolarWinds cannot be installed on a Domain Controller.

1. Toinstall SolarWinds, click the following link and complete all the steps: http://www.solarwinds.com/
documentation/en/flarehelp/sam/content/sam-install-sam-stand-alone.htm.
. After installing Solar Winds, click Start > All Programs > SolarWinds Orion > Orion Web Console.

3. To verify if the installation is successful, on the Login screen, enter the user name as admin and leave the
password field blank.

4. Click Login.

N

Activate licenses

1. Access the Orion Web Console on the main polling engine or Orion server.

Note: Do not activate the license directly on the additional polling engine.
2. Click Settings > All Settings.
3. In the Details section, click License Manager.

Note: If you click Add/Upgrade License, enter the details, and complete the activation to see the license in the
License Manager.

4. Select Server and Application Monitor.
. Click Activate.
6. Enter the activation key.

a
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7.
8.

Note: Log in to the Customer portal with your customer ID and password or your individual user account
information to get the activation key.

Enter the registration details.

Click Activate.

The license type, expiration date, assigned server, and the license key is displayed in the License Manager.

Set up a node

. Open a command prompt and ping the IP Address of the machine you want to add as a node. If the ping is

unsuccessful, contact your IT administrator as the node is not reachable from the machine where you have
installed the SolarWinds.

Log in to the Orion Web Console as an administrator.

. Click Settings > Manage Nodes > Add a Node.
. On the Define Node screen, in the Polling Hostname or IP Address field, enter the IP address of the node you

want to add.

. Select Windows Servers: WMI and ICMP and provide the following information:

a. Choose Credentials: From the list, choose the credentials you already have saved in your database. If you
do not have credentials saved in your database, select <New Credential>.

b. Credential Name: Add any string that can identify the node for your reference.

c. User Name: Enter a user to log in to the remote computer. The user must have administrative permissions
on that node.

d. Password/Confirm Password: Enter a password and re-enter the same password.
e. Click Test. If the connection test is successful, then you can connect to the node.
f. Click Next.

Troubleshoot a failed connection test

If the connection test fails, complete the following tasks on the node computer and not on the SolarWinds server.

Enable remote Windows Management Instrumentation (WMI) requests

Change the following settings to get WMI working:

NG RON=

On the target server, go to Administrative Tools > Computer Management.
Expand Services and Applications.

Right-click WMI Control and select Properties.

On the WMI Control Properties window, select the Security tab.

Click Security.

Click Add if you want to add a monitoring user.

Check Remote Enable for the user or group that is requesting WMI data.

Check if the connection is successful. Go to SolarWinds and try to add a node again using WMl in the
SolarWinds server. If you are unable to add a node, complete the steps in the Allow WMI through Windows
firewall section.

Allow WMI through Windows firewall

1.

All users can read WMI data on their local computer. For reading WMI data on a remote server, a connection
needs to be made from the computer you have installed the software to the server that you are monitoring
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(target). If the target server is running Windows Firewall, then open a command prompt and run the following
command on the target computer: net sh firewal | set service RenpteAdm n enable
2. Check if you can add a node. If you are still unable to add, complete the steps in the Enable DCOM calls on the

remote machine section.
Enable DCOM calls on the remote machine

If the account you are using to monitor the target server is an administrator but DCOM is not enabled for that user
on the target server, you must enable the non-administrator to interact with DCOM on the node machine.

For detailed information on how to grant DCOM remote access permissions, see https://msdn.microsoft.com/en-
us/library/Aa393266.aspx.
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BlackBerry AtHoc Customer Support Portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Support Portal:

https://support.athoc.com/customer-support-portal.html

The BlackBerry AtHoc Customer Support Portal also provides support via computer-based training, operator
checklists, best practice resources, reference manuals, and user guides.
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provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY

NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,

OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD

PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited
200 Bath Road

Slough, Berkshire SL1 3XE
United Kingdom

Published in Canada
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