BlackBerry AtHoc
Mobile App Release Notes

4.6.1




2020-03-02Z

12



Contents

What's new in the BlackBerry AtHoc mobile app .....ccccceevrveiiiiiniiiiinecinnennnne. 4
RESOIVEd ISSUES.......ccoiiiiiiiiiiiiiiiiiticrtee ettt ee s s s e s s e e e e eeees 5
KNOWN ISSUES......ccuuuiiiiiiiiiiiiiiiiiititcrttece e rceae s ceaee s s saaa s s e eaassssenes 7
BlackBerry AtHoc Customer Support Portal...........cccovuiiiiiniiiiiiniiiirieceeeenee. 12
=T T 1 3 1o o - PO PPN 13



What's new in the BlackBerry AtHoc mobile app

What's new in the BlackBerry AtHoc mobile app 4.6.1

Android and iOS

+ Support for detection of jailbroken or rooted devices: The BlackBerry AtHoc mobile app cannot be used on
a jailbroken or rooted device. If the device is compromised, the user will not be able to use the AtHoc mobile
app. Administrator can enable/disable this feature in Management System > Mobile Settings Page.

+ Search for users that have responded to an alert: Operators now have the ability to search for users that have
responded to an alert. This enables the operators find, view details, and contact the users quickly.

+ Collaborate option moved: Users can now access Collaboration on a tab on the home screen. This provides
quick and easy access to the user’s collaborations. This replaces the Maps feature which was moved to the
menu.

What's new in the BlackBerry AtHoc mobile app 4.6

Android and iOS

+ Alert response summary: The app can now display the list of users who have replied with a particular
response type as well as details about individual users. This allows an operator to reach out to a particular
user (using a phone call, text messaging, or email message) using the BlackBerry AtHoc Mobile app.

+ Collaboration: Collaboration allows users to send text-based messages to a group of people. This easy
to deploy and configurable feature is available on the BlackBerry AtHoc mobile app for Android and iOS
smartphones. Users can securely quote, edit, retract, delete, and attach files to messages. The security of
collaboration messages is enhanced with GDPR and HIPAA compliance. Only an administrator can initiate
Collaboration..

+ Logout: Users who have the Alert Publishing or Accountability Manager permission can now logout of the
mobile app. This enhances the security of the mobile app because operators now have the ability to log out
of the session before automatic system timeout. Users will continue to receive alerts and use other advanced
features when they are logged out. Users must re-authenticate to publish alerts or manage users. This option
is displayed only if the user is authenticated and logged in to an organization.

General Data Protection Regulation (GDPR) compliance: When an administrator sets the 'Send location with
response' options in the management console, users are presented with a User Consent message in the
mobile app. The message lets users know that the feature has been enabled and provides them with an option
to opt out of the feature.

+ Unique Device Identifier (UDID): The About Us screen now displays the Unique Identifier for the app on that
device. This helps the user to validate their mobile phone and the BlackBerry AtHoc mobile app against the
Mobile Device list in the management system or self-service if they have the app installed on multiple smart
phones.
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Resolved issues

Resolved issues in version 4.6.1

JIRA ID Platform Summary

MBL-7931 Both The BlackBerry AtHoc mobile app received collaboration
message notifications only when new messages were visible in
the chat.

MBL-7909 Android When the loading message displayed, if the user minimized and

then opened the app again, the loading message disappeared.

MBL-7846 i0S Tapping on an alert notification would display the Home screen
instead of the Alert Details screen.

Resolved issues in version 4.6

JiraID Platform Summary

MBL-7679 Android While Track Me was running, the app stopped responding when
the device restarted.

MBL-7444 Android On the "Manage Users' Status screen" duplicate entries displayed
for reply options in the drop-down list and for names in the User
list.

MBL-7439 Android The camera stopped responding when a user was taking a video.

MBL-7425 i0S A high severity sound did not play when the device was in silent
mode.

MBL-7402 i0S The ‘AtHoc Would like to use Bluetooth’ message displayed in
English.

MBL-7382 Both Alerts ended at a pre-defined time instead of an extended end
time.

MBL-6998 i0S The Session time out message displayed multiple times.

MBL-6870 Android The login page did not display after the session expired for an

Accountability Officer.

MBL-6450 Both After tapping on the Dismiss button on the Session expired
message, an Authentication error message displayed.

MBL-5407 i0S When you checked in on the mobile app, auto scroll did not take
you to the top of event list from the bottom of the list.
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MBL-3925 i0S When you launched the app in landscape mode, the splash
screen layout changed from normal to stretched.
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Known issues

The following table describes issues that were first noted in version 4.6.1. Subsequent tables in this section list all
other known issues, organized based on the product version that first exhibited the issue.

4.6.1

JIRA ID

Platform

Summary

Workaround

MBL-7886

MBL-8011

MBL-8012

MBL-8023

MBL-8053

MBL-8054

Android

Both

Both

i0S

i0S

Android

When an operator tries to
change the theme after
navigating back from

the alert details screen,
the BlackBerry AtHoc
mobile app goes back to
the alert details screen.

When an operator taps
on an Alert template,
the list of users is not
displayed.

When an operator taps
on a new collaboration
message notification,
the message is not
displayed.

The BlackBerry AtHoc
mobile app does not get
upgraded until Track Me

is running on iOS devices.

When an operator turns
on Airplane mode, the
network connection
banner is displayed only
on the Home screen and
not on other screens.

An Operator cannot
disconnect an
organization when the
Collaboration feature
is not configured in the
management console.
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MBL-7573

MBL-7584

MBL-7593

On the collaboration
screen, the footer at the
bottom appears blank,
which makes the chat
look like it is clipped.

On the collaboration
screen, the header
scrolls.

On the collaboration
screen, the processing
icon does not display
until all historical
information displays.

b
o

MBL-1048

MBL-1102

Both

If you send an emergency

and then close the
app while the app is
still contacting the
organization, the
emergency is not sent.

The Information icon

is missing for a Check
In event on the global
map and on maps within
an alert with a Check In
event.

he
=

MBL-6774

Both

When the Mobile App and
the Dynamics Mobile App
are installed on the same

device, the Bluetooth

button pairs to both apps
after turning Bluetooth on

and off.

| Known issues | 8



JIRA ID

Platform

Summary Workaround

MBL-6864

MBL-6926

MBL-7218

Android

i0S

i0S

The file name of an =
attachment is different

in the alert details screen

than the file name

when the attachment is
opened.

If the Mobile App -
is registered while

Location Services is

not enabled, the "Turn

on Location Services

to Allow AtHoc to

determine Your Location"
message appears and

then disappears.

With iOS 13, a thick black —
border appears around
the Login screen fields.

4.2.2

There are no known issues for this release.

4.2

JIRA ID Platform Summary Workaround

MBL-2070 Android Unable to do a manual -
refresh to view the
latest information in
the Delivery Summary
section.

MBL-3433 Android Device is connected to =
the internet but the "No
network connectivity"
banner is still displayed.

MBL-3471 Android When replying to an alert, —

if the user receives an
SMS, replies to the SMS,
and then switches back
to the app, a "Connection
Error" message is
displayed.
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JIRA ID

Platform

Summary Workaround

MBL-5043

MBL-5581

MBL-6862

i0S

Android

Both

A blank white screen =
is displayed in place of

a keyboard when the

Touch ID authentication
dialog is dismissed. This
issue is observed only on
iPhone 7 (i0S 10.2.1).

When the user is -
switching organization

and sends an emergency
using the 3D Touch app

short cut, the emergency

is not sent successfully.

Video recorded from =
a phone device while

sending an emergency is
blurry when the video is
added as an attachment.

4.1

Jira ID

Platform

Summary Workaround

MBL-5036

Android

Mass device alert -
template is available

for publishing when the
template is in a '‘Not

ready to Publish’ state.

4.0

JiraID

MBL-5350

MBL-5924

Platform

Both

Android

Summary Workaround

On the Change Location =
screen, the map is

zoomed out on Android

and zoomed in on iOS.

Unable to connect to -
an organization after a

phone is off for several

days.
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3.5

Jira ID

Platform

Summary

Workaround

MBL-1092

MBL-1408

MBL-1705

MBL-2372

MBL-3179

MBL-3339

MBL-3902

i0S

Both

Both

Both

Both

Both

Android

Bubble content with
driving directions icon
is missing for Start and
End points of escape
routes on the map. Start
and End points are not
tappable.

A Chek In is sent

to BlackBerry AtHoc even
though it was cancelled
on the mobile device.

On the SSA map, the title
of a shape that is inside
another shape is not easy
to see.

No error occurs when
publishing an alert with
no users defined for
targeting.

The mobile app receives
notifications from the
incorrect organization.

An alert is getting
published to non-
restricted distribution
lists.

After sending an
emergency and putting
the mobile app in the
background, when the
emergency is sent, the
mobile app opens.
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BlackBerry AtHoc Customer Support Portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Support Portal:

https://support.athoc.com/customer-support-portal.html

The BlackBerry AtHoc Customer Support Portal also provides support via computer-based training, operator
checklists, best practice resources, reference manuals, and user guides.
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Legal notice

©2020 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, BBM, BES, EMBLEM Design,
ATHOC, CYLANCE and SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its
subsidiaries and/or affiliates, used under license, and the exclusive rights to such trademarks are expressly
reserved. All other trademarks are the property of their respective owners.

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY

NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,

OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD

PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited

Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL

United Kingdom

Published in Canada
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