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Getting started

BlackBerry UEM is a multiplatform EMM solution from BlackBerry that provides comprehensive
device, app, and content management with integrated security and connectivity, and helps you
manage i0S, mac0S, Android, Windows 10, and BlackBerry 10 devices for your organization.

Steps to get started with BlackBerry UEM

Action

Plan your BlackBerry UEM installation.

Install BlackBerry UEM or upgrade to the latest version of BlackBerry UEM.

If you are using BlackBerry Work or BlackBerry Connect, install or upgrade and configure
the BlackBerry Enterprise Mobility Server.

Log in to BlackBerry UEM.

Configure BlackBerry UEM according to your organization's requirements.

If you want to share administration work with other IT staff, create administrators.

Set up work connections. For example, create email, Wi-Fi, and VPN profiles.

Set rules to manage the security and behavior of devices using IT policies.

Set up device standards. For example, compliance rules.

If your organization is using BlackBerry Dynamics, configure BlackBerry Dynamics settings.

Determine which apps to send to devices and add them to BlackBerry UEM.

Control how devices are activated and managed in BlackBerry UEM using activation
profiles.

®©OOH66000O0O0DO00O0O00O:
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http://help.blackberry.com/en/blackberry-uem/current/planning/buem-requirements.html
http://help.blackberry.com/detectLang/blackberry-uem/current/installation-and-upgrade
http://help.blackberry.com/en/blackberry-enterprise-mobility-server/current/bems-blackberry-uem-installation-html
http://help.blackberry.com/en/blackberry-enterprise-mobility-server/current/bems-blackberry-uem-configuration-html
http://help.blackberry.com/en/blackberry-enterprise-mobility-server/current/bems-blackberry-uem-configuration-html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_10/configuration

Step

Action

®
14
®
16

Create any necessary user groups or user accounts.

Assign profiles and IT policies to user groups or user accounts.

Assign apps to user groups or user accounts.

Instruct users to activate devices on BlackBerry UEM.

Supported features by device type

This quick reference compares the supported capabilities of BlackBerry 10, BlackBerry OS (version 5.0 to
7.1),i0S, macOS, Android, and Windows devices in BlackBerry UEM.

Support for BlackBerry OS devices requires an upgrade from BESS5 to BlackBerry UEM.

For more information about supported OS versions, see the Compatibility matrix.

Device features

Feature

BlackBerry BlackBerry OS
10

i0S

macOS

Android

Windows

Wireless activation

Wireless activation
using a QR code

Wired

activation using
the BlackBerry
Wired Activation
Tool

Client app required
for activation

Customize terms of
use agreement for
activation

Restrict activation
by device model

v v
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View and export
device report (for
example, hardware
details)

Restrict
unsupervised
devices

' For i0S devices enrolled in DEP, client app must be assigned to users or groups.
2 For Windows 10 devices only.
% For Windows 10 Mobile devices only.

* For devices activated with MDM controls or User privacy with SIM-based licensing only.

Security features

Separation of work
and personal data

User privacy for
personal data

Encryption of work
data at rest

Protection of
devices by sending
IT commands

Control of device
capabilities using
IT policies

Delete work data
after period of
inactivity

Enforce password
requirements

Enforce encryption
of media card

v?2 v
‘/2
v?2 v
v v
v v
‘/1
v v
‘/3
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Enforce encryption v
of internal storage

! Requires BlackBerry Dynamics apps.
2 Requires Samsung KNOX Workspace, Android Enterprise, or BlackBerry Dynamics apps.
3 For Samsung KNOX devices only.

* For Windows 10 devices only.

Sending certificates to devices

profiles

Shared certificate
profiles

profiles

CA certificate v

SCEP profiles v

User credential v

' For Windows 10 devices only.

Managing work connections for devices

2FA profiles
BlackBerry

Dynamics connectivit
profiles

CalDAYV profiles

CardDAV profiles

profiles

BlackBerry v

Certificate retrieval v
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Feature BlackBerry BlackBerry OS i0S macO0S Android Windows
10

Enterprise v

connectivity

BlackBerry Secure v V! v?

Connect Plus

Exchange V. V. V. v v

ActiveSync email

profiles

BlackBerry Secure v

Gateway

IMAP/POP3 email v v v v

profiles

Proxy profiles v v v v v4

Single sign-on v v

profiles

VPN profiles v v v v v?® v

Wi-Fi profiles v v v v v v

Other 0S-specific CRL profiles CRL Windows Information

profiles 0CSP profiles / Protection
profiles profiles

! Only for devices running i0S 9.0 and later.
2 Only for Android Enterprise devices and KNOX Workspace devices.
3 Only for Motorola devices that support the EDM API, Android Enterprise devices, and KNOX devices.

4 Only for Windows 10 devices (configure proxy settings in VPN profiles) and Windows 10 Mobile devices
(configure proxy settings in Wi-Fi profiles).

® For KNOX Workspace devices only.
® For Windows 10 devices only.

/ Only for BlackBerry devices powered by Android with Android 7.0 and later.

Managing your organization’s standards for devices

Feature BlackBerry BlackBerry OS i0S macO0S Android Windows
10
Activation profiles v v v v v
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Feature BlackBerry BlackBerry OS i0S macO0S Android Windows
10
App lock mode 7 7 v
profiles
BlackBerry v v v v
Dynamics profiles
BlackBerry v v v v
Dynamics complianct
profiles 2
Compliance v v v
profiles
Device profiles v v v v
Enterprise v v v v
Management
Agent profiles
Location service v v vt
profiles
Other 0S-specific Device SR Access AirPlay profiles
profiles requ'lrements control AirPrint profiles
profiles rules
Software Custom
) : payload
configuration )
profiles
Managed
domains
profiles
Network
usage
profiles
Per-app
notification
profiles
Web
content
filter
profiles

! Only for supervised iOS devices, KNOX devices that are activated with MDM controls, Windows 10 Education,

and Windows 10 Enterprise devices.

2)f your environment includes both Good Control and BlackBerry UEM, after you upgrade and synchronize Good

Control with BlackBerry UEM, existing compliance profiles in Good Control are imported to BlackBerry
UEM as BlackBerry Dynamics compliance profiles that contain the Good Control compliance settings.
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* For Windows 10 devices only.
® For Windows 10 Mobile devices only.

6 Only for supervised i0OS devices running i0S 9.3 and later.

Protecting lost or stolen devices

Specify device v v v v
password

Lock device y y v y J va
Activation lock v 2

Specify VE
work space

password and

lock

Unlock device v v
and clear
password

Delete all y y v y g 7
device data

Delete only v v v v v v
work data

' For Windows 10 Mobile devices only.
2 Only for devices running iOS 7.0 and later.
3 Only for Android Enterprise devices running Android 7.0 and later.

* For Motorola devices that support the EDM API, information on the media card is also deleted. For KNOX
Workspace devices, you can choose to delete information on the media card.

Configuring roaming

Disable A v v?
automatic

synchronization

when roaming
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Feature BlackBerry BlackBerry OS i0S macOS Android Windows
10
Disable data v V2 vt v

when roaming

! For synchronization with the mail server only.

2 For KNOX devices only.

3 For devices running i0S 9.0 or later, you can configure data roaming settings in a network usage profile.

* For Android Enterprise and KNOX devices only.

Managing apps

Feature

BlackBerry BlackBerry 0S
10

i0S

macO0S

Android

Windows

Distribute
public apps
from storefront
(BlackBerry
World, App
Store, Google
Play, Windows
Store)

Manage work
app catalog

Brand work app
catalog

Manage
restricted apps

Distribute
internal apps

Add app
shortcuts to
devices

v

! The restricted app list is not required for Android Enterprise, KNOX Workspace, or Windows 10 devices because
only apps that an administrator assigns can be installed in the work space or on devices.

Managing BlackBerry Dynamics apps in BlackBerry UEM

BlackBerry Dynamics productivity apps provide users with access to work data and productivity tools. BlackBerry

Dynamics apps developed by BlackBerry include the following apps:
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App Description

BlackBerry Work The BlackBerry Work app provides secure access to work email and allows users
to view and send attachments, create custom contact notifications, and manage
their messages.

BlackBerry Access BlackBerry Access is a secure browser that allows users to access work intranets
and web applications. BlackBerry Access also allows you to enable access to
work resources or build and deploy rich HTML5 apps, while maintaining a high
level of security and compliance.

BlackBerry Connect BlackBerry Connect allows communication and collaboration with secure instant
messaging, company directory lookup, and user presence from an easy-to-use
interface on users' devices.

BlackBerry Tasks BlackBerry Tasks allows users to create, edit, and manage tasks that are
synchronized with Microsoft Exchange.

BlackBerry Notes BlackBerry Notes allows users to create, edit, and manage notes that are
synchronized with Microsoft Exchange on their mobile device of choice.

BlackBerry Docs To Go BlackBerry Docs To Go allows users to create, edit, and format Microsoft
Word documents and Microsoft Excel spreadsheets that are stored in the app
or shared from other BlackBerry Dynamics apps. Users can also view, edit, and
present Microsoft PowerPoint presentations from their devices.

For more information about managing BlackBerry Dynamics apps, see Managing BlackBerry Dynamics apps and
the administrator resources for each app.

You can also use BlackBerry Dynamics apps developed by one of BlackBerry's many third-party application
partners. For a full list of publicly available apps, visit the BlackBerry Marketplace for Enterprise Software.

You can also develop your own BlackBerry Dynamics apps using the BlackBerry Dynamics SDK. For more
information, see the BlackBerry Dynamics SDK content.

BlackBerry devices powered by Android

PRIV, DTEK and KEYone are examples of BlackBerry devices powered by Android. To manage these devices
with BlackBerry UEM, you can follow the instructions for Android devices.

The following activation types are available for BlackBerry devices powered by Android:

+  Work and personal - user privacy

+  Work and personal - user privacy (Premium)
+  Work space only

+ Work space only (Premium)

+  MDM controls

+ User privacy

We recommend that you activate BlackBerry devices powered by Android using a "Work and personal” or "Work
space only" activation type to achieve the optimum experience.
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Device management options

BlackBerry UEM supports various options for managing devices. The options that you choose depend on the
types of devices that you manage and your organization's security requirements.

BlackBerry UEM supports the following management options:

+  MDM controls

+  Work and personal
+ User privacy

+  Work space only

For each management option, you must have the right licenses available and the appropriate activation profile
assigned to users.

For more information about activation profiles, see Creating activation profiles.
For more information about BlackBerry UEM licenses, see the Licensing content.

For more information about security for the different management options, see the Security content.

Managing devices beyond smartphones, tablets, and laptops

You can activate and manage more than smartphones, tablets, and laptops with BlackBerry UEM.
BlackBerry UEM also manages the following devices:

« Certain Android based wearable devices
+  Apple TV devices

Managing wearable devices

You can activate and manage certain Android based wearable devices in BlackBerry UEM. Wearable devices,
such as smart glasses provide users with hands-free access to visual information such as notifications, step-
by-step instructions, images, and video and allow users to issue voice commands, scan barcodes and use GPS
navigation.

BlackBerry UEM supports the following wearable devices:
+  Vuzix M300 Smart Glasses

To manage wearable devices, follow the instructions for Android devices. The following BlackBerry UEM features
are supported for wearable devices:

+ Device activation using a QR Code

« IT policies

+  Wi-Fi, VPN, enterprise connectivity, compliance, and certificate profiles
+ BlackBerry Secure Connect Service

+ Device commands

+ App management

+ Device groups

+ Location services

Wearable devices use the BlackBerry UEM Client for activation. You can activate wearable devices using a QR
code instead of an activation password. For more information, see Activate a device using a QR Code.
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Managing Apple TV devices

You can activate and manage Apple TV devices in BlackBerry UEM. Apple TV is a digital media player that can
receive data and stream it to a televsion over an HDMI cable.

BlackBerry UEM supports Apple TV versions that are second generation or later.

To manage Apple TV devices, follow the instructions and use the profile settings for iOS devices. The following
BlackBerry UEM features are supported for Apple TV:

+ Device activation using BlackBerry UEM Self-Service
+  MDM controls activation type

« Wi-Fi and certificate profiles

+  App lock mode profiles

+ Device commands

To prevent users from activating Apple TV devices, set the device model restriction in the activation profile to not
allow any Apple TV devices.

To activate Apple TV devices, you must use BlackBerry UEM Self-Service. For more information, see Activate an
Apple TV device.

What is the BlackBerry UEM Client?

The BlackBerry UEM Client is an app that lets users activate devices on BlackBerry UEM. The UEM Client is
required to activate the following devices:

+ i0S
+ Android, including Android wearable devices
Users can download the UEM Client from the App Store, or Google Play.

The following table summarizes the functions of the UEM Client:

BlackBerry UEM Description

Client function

Communication The UEM Client allows BlackBerry UEM to communicate with devices for the
with BlackBerry UEM purpose of device activation and device management.

For more information about activation data flows, see the Architecture content.
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BlackBerry UEM Description
Client function

Activation Users must download the latest version of the UEM Client from the appropriate
app store and use their email address and activation password or QR Code to
activate devices on BlackBerry UEM.

In the following cases, users don't need the UEM Client to activate devices:

+  ForiOS devices, if you use Apple Configurator 2 or Apple's Device Enrollment
Program, users don't need the UEM Client to activate devices. Users must
install and start the UEM Client app after activation if you want to enforce
compliance rules.

»  ForiOS and Android devices that don't need MDM, users can
activate BlackBerry Dynamics apps using access keys instead of using
the UEM Client. However, using the UEM Client provides benefits, such as a
consistent activation experience that doesn't require access keys, access
to the work app catalog in the UEM Client or the BlackBerry Dynamics
Launcher (if configured), and the ability for users to authorize location services
(if configured).

For more information, see Device activation.

Deactivation Users can click "Deactivate My Device" in the About section of the UEM Client to
remove the device from BlackBerry UEM and delete all work data from the device.

Work apps The UEM Client allows users to find and download the apps that you assign to
them, and if configured, users can provide ratings and reviews for the apps.

For iOS devices activated with user privacy, users can access the work app
catalog from a browser link in the UEM Client. For iOS devices activated with
MDM, a customizable icon for work apps is provided on the home screen.

For Android devices, users can access the work app catalog in the UEM Client.

For more information, see Apps.

Profiles and policies The profiles, policies, and certificates that you assign to users are displayed in
the UEM Client.

Compliance On the home screen of the UEM Client, users can tap "Compliant" or "Not
compliant” to see a status report for their device based on the compliance profile
that you assigned to them.

For devices that are activated using Apple Configurator 2 or Apple's Device
Enrollment Program, users must install and start the BlackBerry UEM Client after
activation if you want to enforce compliance rules.

For more information, see Enforcing compliance rules for devices.

BlackBerry 2FA If configured, users can bypass the two factor authentication required
by BlackBerry 2FA by preauthenticating in the UEM Client.

For more information, see the BlackBerry 2FA content.
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BlackBerry UEM Description
Client function

Location service If you create a location service profile and assign it to user accounts, users are
prompted to allow the UEM Client to access their device location.

Device log files Users can send device log files by email from the UEM Client.

For more information, see Retrieving device logs.

About In the About section of the UEM Client, users can see some or all of the following
information depending on the device type and activation type:

« The version of the UEM Client
« The date and time that the device was activated

- Organization information that you configure in the device profile (for example,
your organization's contact information)

+ The BlackBerry UEM server URL
+ End-user license agreement
+ Abutton that lets users deactivate their device

What is BlackBerry UEM Self-Service?

BlackBerry UEM Self-Service is a web application that you can make available to users so that they can perform
certain tasks such as creating activation passwords, locking devices, or deleting data from devices. Users do not
need to install any software on their computers to use BlackBerry UEM Self-Service.

You must provide the BlackBerry UEM Self-Service login information to users. You can send this information
in an email message, or edit the activation email template to include the information. Users need the following
information:

Web address: The web address for BlackBerry UEM Self-Service is displayed in the management console at
Settings > Self-Service.

+ Username and password: Company directory users can log in with their organization usernames and
passwords. For local users, you must create the usernames and temporary passwords.

+  Domain name: The domain name is required for Microsoft Active Directory users.

You can also create a login notice that users must read and accept before they can log in to BlackBerry UEM Self-
Service.

For more information about using BlackBerry UEM Self-Service, see the BlackBerry UEM Self-Service User Guide.

Related tasks

Create a login notice for the consoles

BlackBerry Enterprise Mobility Suite services

Beyond the security and productivity features that BlackBerry UEM provides, BlackBerry offers more services that
can add value to your BlackBerry UEM domain to help meet your organization’s unique needs. You can add the
following services and manage them through the BlackBerry UEM management console:
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Service type Service name and description

Enterprise services + BlackBerry Workspaces allows users to securely access, synchronize, edit,
and share files and folders from Windows and Mac OS tablets and computers
or Android, iOS, and BlackBerry 10 devices. BlackBerry Workspaces protects
files by applying DRM controls to limit access, even after they are shared with
someone outside of your organization.

+ BlackBerry Enterprise Identity gives users single sign-on access to service
providers such as BlackBerry Workspaces, Box, Workday, WebEx, Salesforce,
and more. You can also add support for custom SaaS services.

+ BlackBerry 2FA protects access to your organization’s critical resources using
two-factor authentication. BlackBerry 2FA uses a password that users enter
and a secure prompt on their Android, iOS, or BlackBerry 10 devices each time
they attempt to access resources.

+ BlackBerry UEM Notifications allows administrators to message users via
SMS, phone, and email directly from the UEM console. This add-on simplifies
communications to end users and user groups, by eliminating the need for
additional messaging solutions.

BlackBerry - The BlackBerry Enterprise Mobility Server (BEMS) provides additional

Dynamics platform services for BlackBerry Dynamics apps. BEMS integrates the following
services: BlackBerry Mail, BlackBerry Connect, BlackBerry Presence,
and BlackBerry Docs. When these services are integrated, users can
communicate with each other using secure instant messaging, view the real-
time presence of users in BlackBerry Dynamics apps, and access, synchronize,
and share work file server and Microsoft SharePoint documents.

+ The BlackBerry Dynamics SDK allows developers to create secure apps
for Android and iOS devices and Mac OS and Windows computers. It is the
client side of the BlackBerry Dynamics platform.

BlackBerry + BlackBerry Work provides everything users need to securely mobilize
Dynamics productivity their work, including email, calendar, and contacts (full synchronization
apps with Microsoft Exchange). The app also provides advanced document

collaboration. BlackBerry Work separates work data from personal data and
allows seamless integration with other work apps without requiring MDM
profiles on the device.

+ BlackBerry Access enables users to securely access their organization's
intranet with their mobile device of choice.

+ BlackBerry Connect enhances communication and collaboration with secure
instant messaging, corporate directory lookup, and user presence, all from an
easy-to-use interface on the user’s device.

+ BlackBerry Tasks allows users to create, edit, and manage notes that are
synchronized with Microsoft Exchange on their Android and iOS devices.

+ BlackBerry Notes allows users to create, edit, and manage notes that are
synchronized with Microsoft Exchange on their mobile device of choice.

For more information about the different BlackBerry Enterprise Mobility Suite licenses and how to obtain
them, see the Licensing content.
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Log in to BlackBerry UEM

The management console allows you to perform administrative tasks for devices in your organization that are
managed by BlackBerry UEM.

Before you begin:

+ Locate the web address (for example, https://<hostname>/admin/index.jsp.) and login information for the
management console. You can find the information in the inbox of the email account that is associated with
your BlackBerry UEM account.

+ If you are using Microsoft Active Directory authentication, you must know the Microsoft Active

Directory domain.

In the browser, type the web address for the BlackBerry UEM management console of your organization.
In the Username field, type your username.

In the Password field, type your password.

If necessary, in the Sign in using drop-down list, do one of the following:

PN

+ Click Direct authentication.
+ Click LDAP authentication.

+ Click Microsoft Active Directory authentication. In the Domain field, type the Microsoft Active
Directory domain.

5. Click Sign in.

After you finish: You can change your login password by clicking the user icon in the top-right corner of the
management console.
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Administrators

Administrators are users that are assigned an administrative role by user group or user account. The actions
that administrators can perform are defined in the role that is assigned to them. You can assign a preconfigured
role or a custom role that you create. Each role has a set of permissions that specifies the information that
administrators can view and the actions that they can perform in the BlackBerry UEM management console.

Roles help your organization to do the following:

+ Reduce security risks associated with allowing all administrators to access all administrative options
Define different types of administrators to better distribute job responsibilities
+ Increase efficiency for administrators by limiting accessible options to their job responsibilities

Steps to set up UEM administration

When you set up the management console for UEM administration, you perform the following actions:

Action

Configure console login settings for administrators and users.

If necessary, create a login notice for the consoles.

If necessary, customize the color of the consoles and customize the login page and menu
bar.

If necessary, create bookmarks in the consoles.

If necessary, change the language for automated email messages.

Review preconfigured roles and, if necessary, create a custom role.

Rank roles.

Create an administrator.

-
(1]
T

Setting console login options

You can specify how administrators and users authenticate with the BlackBerry UEM consoles and the login
notices that appear after users and administrators log in.
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You can allow administrators and users to log in using the following authentication methods:

Authentication option Description

Single sign-on If you connect BlackBerry UEM to Microsoft Active Directory, you can configure
single sign-on authentication to permit administrators or users to bypass the
login webpage and access the management console or BlackBerry UEM Self-
Service directly.

If single sign-on is enabled, BlackBerry UEM does not request a password or
certificate to log in.

For more information, see the BlackBerry UEM configuration content.
Directory- If you connect BlackBerry UEM to your company directory, administrators and
based authentication users can log in using their directory credentials.

For more information, see the BlackBerry UEM configuration content.

Local password-based Local administrators and users can authenticate with a username and password.
authentication

Certificate-based You can set up certificate-based authentication so that administrators and users
authentication can log in using an authentication certificate.

Set the minimum password complexity for local administrators

You can set the minimum password length and complexity requirements for local administrator accounts. This
setting takes effect when administrators change their account password.
1. Onthe menu bar, click Settings > General settings > Console.

2. In the Minimum number of characters field, enter the minimum number of characters that a console password
must have.

3. In the Minimum password complexity field, select the minimum complexity for a console password:

+ Norestriction

+ 1 letter, 1 number

+ 1 letter, 1 number, 1 special character

+ 1 uppercase letter and lowercase letter, 1 number, 1 special character
4. Click Save.

Configure certificate-based console authentication

You can set up certificate-based authentication so that administrators and users can log in using an
authentication certificate. BlackBerry UEM verifies certificates against the issuer, verifies that the certificate is
valid using the certificate OCSP or CRL settings, and verifies that the certificate matches a user in the BlackBerry
UEM database.

Before you begin: Obtain copies of the CA certificates that issue your administrators' and users' client certificates
in .cer or .der format.

1. On the menu bar, click Settings > General settings > Certificate-based console authentication.

2. Select Enable certificate-based authentication.

3. Click Browse and navigate to the location where you saved the CA certificate files. Select a file and
click Open to upload the certificate to BlackBerry UEM.
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BlackBerry UEM trusts all certificates issued by that CA. Repeat this step to upload additional certificates.

4. Select Check for user principal name for SAN to require BlackBerry UEM to verify that the user principal name
in the certificate matches a user in the BlackBerry UEM database.

If the user principal name in the certificate matches a known user, BlackBerry UEM grants access according to
the user's permissions.

5. Select Check for email address to require BlackBerry UEM to verify that the user email address in the
certificate matches a user email address in the BlackBerry UEM database.

If the user email address in the certificate matches a known user, BlackBerry UEM grants access according
to the user's permissions. If you select both Check for user principal name for SAN and Check for email
address, BlackBerry UEM checks the principal name before the email address and grants access if the
principal name matches. If neither check finds a match between the certificate and a known user, BlackBerry
UEM denies access.

6. Click Save.

After you finish: If users access BlackBerry UEM using Mozilla Firefox, the user must add their client certificate to
the Firefox certificate store to authenticate with BlackBerry UEM using certificate-based authentication.

Create a login notice for the consoles

You can create a login notice to display to administrators or users when they access the management console
or BlackBerry UEM Self-Service. The notice informs administrators or users about the terms and conditions they
must accept to use the management console or BlackBerry UEM Self-Service.

1. Onthe menu bar, click Settings.

2. Inthe left pane, expand General settings.

3. Click Login notices.

4. Click 7.

5. Perform any of the following tasks:
Task Steps
Configure a login notice for a. Select the Enable a login notice for the management console check box.
the management console b. Enter the information that you want to display to administrators when

they access the management console.

Configure a login notice a. Select the Enable a login notice for the self-service console check box.
for BlackBerry UEM Self- b. Enter the information that you want to display to users when they
Service access BlackBerry UEM Self-Service.

6. Click Save.

Customizing the appearance of the consoles

You can customize the appearance of the consoles by selecting a customized color scheme and by changing the
text and images on the log in screen and the image on the menu bar. The colors, images, and text that you select
are used in both the management console and the BlackBerry UEM Self-Service console.

Customize the color of the consoles

You can select a customized color scheme for the consoles. The colors that you select are used in both the
management console and the BlackBerry UEM Self-Service console.
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1. Onthe menu bar, click Settings > General settings.
2. Click Customize console.
3. Select two colors for the console. Perform one of the following actions:

Click the box to the left of the color code and select a color from the color palette.
Type hexadecimal color codes in the selection fields.
Select a color from the sample color boxes to the right of the color code.
A preview of the color scheme displays on the page.
4. Click Save.

After you finish: Log out and log in again to see the updated color scheme.

Customize the login page and menu bar

You can customize the appearance of the consoles by selecting customized images and heading text for the
login page and a customized image for the menu bar. The images and text that you select are used in both the
management console and the BlackBerry UEM Self-Service console. Custom images can't be larger than 2 MB.
1. Onthe menu bar, click Settings > General settings.

2. Click BlackBerry UEM customization.

3. Click the login page or menu bar image you want to change.

4

. Click Browse to select an image, then click Submit.
The login page background image scales to fit the width of the browser window and maintains the aspect ratio
of the image. The images for the menu bar and company logo on the login page scale to fit the height of the
area and maintain the aspect ratio.

5. Click the login page heading text to change or delete the text.
6. Click Save.

After you finish: Log out and log in again to see the updated text and images.

Create website bookmarks in the consoles

You can create website bookmarks in the BlackBerry UEM management console and the BlackBerry UEM Self-
Service console. You can create different bookmarks for each console. For example, you might create a bookmark
in BlackBerry UEM Self-Service that links to customized help files for users' devices.

Before you begin: You must be a Security Administrator to create or edit bookmarks in the consoles.

1. Log in to BlackBerry UEM or BlackBerry UEM Self-Service.

2. Inthe upper-right corner, click L &4

3. Under Add web address, add bookmark information:

a) Enter a name for the bookmark.
b) Enter the URL for the website. The URL must begin with "http://" or "https://".
4. Click Save.

After you finish: Click K~ to view your bookmarks. All users can access the bookmarks, but you must be a
Security Administrator to create or edit bookmarks.
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Change the language for automated email messages

In the management console, you can change the language for automated email messages. BlackBerry UEM
uses the language that you specify in email messages that you cannot edit (for example, notifications about
administrator access and console passwords).

1. On the menu bar, click Settings.

2. In the left pane, expand General settings.

3. Click Language.
4

. In the drop-down list, click the language that you want to use in automated email messages from BlackBerry
UEM.

5. Click Save.

Creating and managing administrator roles

You can review the preconfigured roles available for administrators in BlackBerry UEM to determine if you need
to create custom roles or change role settings to meet your organization's requirements. You must be a Security
Administrator to create custom roles, view information about a role, change role settings, delete roles, and rank
roles.

Preconfigured roles

The Security Administrator role in BlackBerry UEM has full permissions to the management console, including
creating and managing roles and administrators. At least one administrator must be a Security Administrator.

BlackBerry UEM includes preconfigured roles in addition to the Security Administrator role. You can edit or delete
all roles except the Security Administrator role.

The following preconfigured roles are available:

« Security Administrator: Full permissions

+ Enterprise Administrator: All permissions except for creating and managing roles and administrators
+ Senior HelpDesk: Permissions to perform intermediate administrative tasks

+ Junior HelpDesk: Permissions to perform basic administrative tasks

Permissions for preconfigured roles

The following tables list the permissions that are turned on by default for each preconfigured role in BlackBerry
UEM. The Security Administrator role in BlackBerry UEM has full permissions to the management console,
including creating and managing roles and administrators.

Roles and administrators

By default, the Security Administrator role in BlackBerry UEM includes permissions to create and manage roles
and administrators. These permissions are not available in the management console and cannot be turned on for
any other role.

Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator
View roles v NA NA NA
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Create and edit roles
Delete roles

Rank roles

Create administrators
Delete administrators
Edit non-administrative
attributes of

administrators

Change password for
other administrators

Change role
membership for
administrators

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

Directory access

You can specify the company directories that the administrator can search.

All company
directories

Selected company
directories only

Group management

You can specify the groups that the administrator can manage. To manage users that do not belong to a group,
administrators must have permission to manage all groups and users.

All groups and users

Selected groups
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Users and devices

Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

View users and v v v v

activated devices

Create users v v v

Edit users v v v v

Assign user roles v v v v

Delete users v v v

Export user list v v

Generate an activation v v v v

password and send

email

Generate activation v v v

passwords and send
activation email
messages to multiple

users
Specify an activation v v v v
password

Specify multiple v v

activation passwords
with unique activation
profiles for a user

Specify whether v v
activation passwords

expire after first device

is activated

View user activation v v
QR codes and access
keys

Specify account v v v v
password

Change multiple v v v
account passwords
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Set BlackBerry v v

2FA preauthentication

Manage devices v v v v

Enable work space v v v v

Disable work space v v v v

Lock work space v v v v

Reset work space v v v v

password

Specify device v v v v

password

Lock device and set v v v v

message

Unlock device and v v v v

clear password

Delete only work data v v v v

Delete only work data v

from multiple devices

Delete all device data v v v v

Delete all device data v

from multiple devices

Delete device v v

Delete multiple devices v

Specify work password v v v v

and lock

Get device logs v v v

Enable Activation Lock v v v v

Disable Activation Lock v v v v

Lost Mode v v v v

Turn on Lost Mode v v v v
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Turn off Lost Mode v v v v

Locate device v v v v

Check in device v v v

Restart device v v v v

Update iOS software v v v v

Update iOS software v

on multiple devices

Turn off device v v v v

View device location v v v

details

View device location v v

history

View Exchange v v

gatekeeping

information

View Apple DEP device v v v v

information

Assign enrollment v v

configurations

View One-time v v v v

Password tokens

Assign One-time v v

Password tokens

Send email to users v v v

View Activation Lock v v v

bypass history

Manage BlackBerry v v v v

Dynamics apps

Lock app v v v

Unlock app v v v v
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Delete app data v v v v
Control logging for app v v v
View shared device v v

group settings

Create and edit shared v v
device groups

Delete shared device v v

groups

Manage Intune apps v v v
Groups

View group settings v v v v
Create and edit user v v v

groups

Assign user roles v v v

Add and remove users v v v

from user groups

Delete user groups v v

Create and edit device v v v
groups

Delete device groups v v

Policies and profiles

View IT policies v v v v
Create and edit IT v v
policies
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Delete IT policies v v

View email profiles v v v v

Create and edit email v v

profiles

Delete email profiles v v

View IMAP/POP3 v v v v

email profiles

Create and edit IMAP/ v v

POP3 email profiles

Delete IMAP/POP3 v v

email profiles

View enterprise v v v v

connectivity profiles

Create and edit v v

enterprise connectivity

profiles

Delete enterprise v v

connectivity profiles

View device SR v v v v

requirements profiles

Create and edit device v v

SR requirements

profiles

Delete device SR v v

requirements profiles

View activation profiles v v v v

Create and edit v v

activation profiles

Delete activation v v

profiles

View Wi-Fi profiles v v v v
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Permission

Security
Administrator

Enterprise
Administrator

Senior HelpDesk

Junior HelpDesk

Create and edit Wi-
Fi profiles

Delete Wi-Fi profiles
View VPN profiles

Create and edit VPN
profiles

Delete VPN profiles
View VPN profiles

Create and edit VPN
profiles

Delete VPN profiles

View compliance
profiles

Create and edit
compliance profiles

Delete compliance
profiles

View device profiles

Create and edit device
profiles

Delete device profiles
View proxy profiles

Create and edit proxy
profiles

Delete proxy profiles

View web content filter
profiles

Create and edit web
content filter profiles

v

v
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Delete web content v v

filter profiles

View FileVault profiles v v v v

Create and v v

edit FileVault profiles

Delete FileVault profiles v v

View location service v v v v

profiles

Create and edit v v

location service

profiles

Delete location service v v

profiles

View app lock mode v v v v

profiles

Create and edit app v v

lock mode profiles

Delete app lock mode v v

profiles

View single sign-on v v v v

profiles

Create and edit single v v

sign-on profiles

Delete single sign-on v v

profiles

View CA certificate v v v v

profiles

Create and edit CA v v

certificate profiles

Delete CA certificate v v

profiles

View shared certificate v v v v

profiles
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Create and edit shared v v

certificate profiles

Delete shared v v

certificate profiles

View SCEP profiles v v v

Create and edit SCEP v v

profiles

Delete SCEP profiles v v

View OCSP profiles v v v

Create and edit OCSP v v

profiles

Delete OCSP profiles v v

View certificate v v v

retrieval profiles

Create and edit v v

certificate retrieval

profiles

Delete certificate v v

retrieval profiles

View CRL profiles v v v

Create and edit CRL v v

profiles

Delete CRL profiles v v

View managed v v v

domains profiles

Create and edit v v

managed domains

profiles

Delete managed v v

domains profiles

View user credential v v v

profiles
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Create and edit user v v

credential profiles

Delete user credential v v

profiles

View custom payload v v v v

profiles

Create and edit custom v v

payload profiles

Delete custom payload v v

profiles

Assign IT policies and v v v v

profiles to users

Assign IT policies and v v v v

profiles to user groups

Assign IT policies v v v v

and profiles to device

groups

Assign IT policies v v

and profiles to shared

device groups

Rank IT policies and v v

profiles

View CardDAYV profiles v v v v

Create and edit v v

CardDAV profiles

Delete CardDAV v v

profiles

View AirPrint profiles v v v v

Create and v v

edit AirPrint profiles

Delete AirPrint profiles v v

View network usage v v v v

profiles
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Create and edit v v

network usage profiles

Delete network usage v v

profiles

View AirPlay profiles v v v v

Create and v v

edit AirPlay profiles

Delete AirPlay profiles v v

View Enterprise v v v v

Management

Agent profiles

Create and v v

edit Enterprise

Management

Agent profiles

Delete Enterprise v v

Management

Agent profiles

View BlackBerry v v v v

Dynamics compliance

profiles

Delete BlackBerry v v

Dynamics compliance

profiles

View BlackBerry v v v v

Dynamics profiles

Create and v v

edit BlackBerry

Dynamics profiles

Delete BlackBerry v v

Dynamics profiles

View BlackBerry v v v v

Dynamics connectivity

profiles
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Create and v v

edit BlackBerry

Dynamics connectivity

profiles

Delete BlackBerry v v

Dynamics connectivity

profiles

View do not disturb v v v v

profiles

Create and edit do not v v

disturb profiles

Delete do not disturb v v

profiles

View BlackBerry v v v v

2FA profiles

Create and v v

edit BlackBerry

2FA profiles

Delete BlackBerry v v

2FA profiles

View Windows Information v v v v

Protection profiles

Create and v v

edit Windows Informatiol

Protection profiles

Delete Windows Information v v

Protection profiles

View per-app v v v v

notification profiles

Create and edit per-app v v

notification profiles

Delete per-app v v

notification profiles

View gatekeeping v v v v

profiles
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Permission

Security
Administrator

Enterprise
Administrator

Senior HelpDesk

Junior HelpDesk

Create and edit
gatekeeping profiles

Delete gatekeeping
profiles

View Microsoft
Intune app protection
profiles

Create and

edit Microsoft

Intune app protection
profiles

Delete Microsoft
Intune app protection
profiles

View home screen
layout profiles

Create and edit home
screen layout profiles

Delete home screen
layout profiles

View Enterprise
Identity authentication

policy

Create and

edit Enterprise
Identity authentication
policy

Delete Enterprise
Identity authentication

policy

Assign Enterprise
Identity authentication
policy to users and
groups

v

v
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Apps

Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

View apps and app v v v v

groups

Create and edit apps v v

and app groups

Delete apps and app v v

groups

Export app data v v v v

Assign apps and app v v v v

groups to users

Assign apps and app v v v v

groups to user groups

Assign apps and v v v v

app groups to device

groups

Assign apps and app v v

groups to shared

device groups

Edit app rating and v v

review settings

Delete app ratings and v v v v

reviews

View app installation v v v v

ranking

Edit app installation v v

ranking

View app licenses v v v v

Create app licenses v v

Edit app licenses v v

Delete app licenses v v

Assign app licenses to v v v v

apps or app groups
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Restricted apps

View restricted apps v v v v
Create restricted apps v v
Delete restricted apps v v

Personal apps

View personal apps v v
Settings

View general settings v v v v
Edit activation defaults v v

Create and edit email v v

templates

Delete email templates v v

Edit console settings v v

Edit language for v v

automated emails

Edit self-service v v
console settings

Create work space v v
backup and restore
settings

Delete work space v v
backup and restore
settings

Edit default variables v v
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Edit login notices v v

Edit custom variables v v

Edit organization v v

notices

Edit email domains v v

Edit location service v v

settings

Edit customize console v v

settings

Edit delete command v v

expiration settings

Edit attestation v v

settings

Edit certificate settings v v

Create and edit event v v

notifications

Delete event v v

notifications

Edit device support v v

messages

View app management v v v v

Edit BlackBerry v v

World for Work

Edit internal app v v

storage

Edit Work Apps for iOS v v

Edit Windows 10 apps v v

Edit default app rating v v

and review settings

View external v v v v

integration settings
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

Edit Apple Push v v

Notification settings

Edit SMTP server v v

settings

Edit Apple DEP v v

settings

Edit BlackBerry v v

2FA server settings

View one-time v v v v

password tokens

Create and edit one- v v

time password tokens

Edit company directory v v

settings

Edit Microsoft v v

Intune settings

Edit Microsoft v v

Exchange gatekeeping

settings

Edit Android v v

Enterprise settings

Edit certification v v

authority settings

Edit Samsung v v

KNOX bulk enrollment

settings

View trusted v v

certificates

Add trusted v v

certificates

Delete trusted v v

certificates
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

View BlackBerry v v

Connectivity

Node servers

Create and v v

edit BlackBerry

Connectivity

Node servers

Delete BlackBerry v v

Connectivity

Node servers

View BlackBerry v v

Secure

Gateway settings

Edit BlackBerry Secure v v

Gateway settings

View administrator v v v v

users and roles

View licensing v v v v

summary

Edit licensing settings v v

View migration v v

settings

Edit migration settings v v

View infrastructure v v v

settings

Edit logging settings v v

Edit server-side proxy v v

settings

View servers v v

Edit servers v v

Delete servers v v

Manage servers v v
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Permission Security Enterprise Senior HelpDesk Junior HelpDesk
Administrator Administrator

View audit settings v v

Edit audit settings and v v

purge data

View BlackBerry v v

Secure Connect

Plus settings

Edit BlackBerry Secure v v

Connect Plus settings

View server certificates v v

Update server v v

certificates

View BlackBerry v v v v

Control settings

Edit BlackBerry v v

Control settings

View BlackBerry v v v v

Dynamics NOC proxy

server settings

Edit BlackBerry v v v v

Dynamics NOC proxy

server settings

Edit SNMP settings v v

View collaboration v v v v

service settings

Edit collaboration v v

service settings

View BlackBerry v v v v

Dynamics settings

View BlackBerry v v

Dynamics app services

Edit BlackBerry v

Dynamics app services
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Permission Security
Administrator

Enterprise
Administrator

Senior HelpDesk

Junior HelpDesk

Create BlackBerry v
Dynamics app services

Delete BlackBerry v
Dynamics app services

View BlackBerry v
Dynamics server

properties

Edit BlackBerry v
Dynamics server

properties

View BlackBerry v

Dynamics Direct
Connect settings

Edit BlackBerry v
Dynamics Direct
Connect settings

View BlackBerry v
Dynamics server jobs

Delete BlackBerry v
Dynamics server jobs

View BlackBerry v
Dynamics server
cluster settings

Edit BlackBerry v
Dynamics server
cluster settings

View BlackBerry v
Dynamics reporting

View BlackBerry v
Dynamics communication
settings

Edit BlackBerry v
Dynamics communicatio
settings

View Enterprise v
Identity settings
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View Enterprise v v
Identity Enterprise
settings

Edit Enterprise v v
Identity settings

View Enterprise v v
Identity service
settings

Edit Enterprise v v
Identity service
settings

Dashboard

View dashboard v v v v

Auditing

View system audit logs v v

View device v v
performance logs

BlackBerry 0S permissions

If you upgrade from BESS5, the following additional permissions are available:

View BlackBerry OS IT policies

Create and edit BlackBerry OS IT policies
+ Delete BlackBerry OS IT policies
+ View jobs

Edit jobs

View default distribution settings for jobs
+ Edit default distribution settings for jobs

Manage job tasks

Change status of job tasks
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Note: If you upgrade from BESS, the roles configuration in BES5 is copied to BlackBerry UEM. Roles that are
copied may have similar names but different permissions. You should review the permissions for each role to
determine if you need to turn on or turn off any permissions.

Create a custom role

If the preconfigured roles available in BlackBerry UEM do not meet your organization's requirements, you can
create custom roles for administrators. You can also create custom roles to restrict administrative tasks to
a defined list of user groups. For example, you can create a role for new administrators that restricts their
permissions to a user group for training purposes only.

Before you begin: You must be a Security Administrator to create a custom role.

1.

o :

On the menu bar, click Settings.

Click Roles.

2. Inthe left pane, expand Administrators.
3.
4,

Click El

Type a name and description for the role.

To copy permissions from another role, click a role in the Permissions copied from role drop-down list.

Perform one of the following tasks:

Task

Steps

Allow administrators in this role
to search all company directories

a. Select the All company directories option.

Allow administrators in this role a. Select the Selected company directories only option.
to searc_h selected company b. Click Select directories.
directories c. Select one or more directories and click =
d. Click Save.
Perform one of the following tasks:
Task Steps

Allow administrators in this role
to manage all users and groups

Allow administrators in this role
to manage selected groups

a. Select the All groups and users option.

Select the Selected groups only option.
Click Select groups.

Select one or more groups and click =
d. Click Save.

QIO

9. Configure the permissions for administrators in this role.
10.Click Save.

After you finish: Rank roles.

Related tasks

Rank roles
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View a role

You can view the following information about a role:

Company directories that administrators in the role can search.
User groups that administrators in the role can manage.
Permissions for administrators in the role.

Before you begin: You must be a Security Administrator to view a role.

1.

On the menu bar, click Settings.

2. In the left pane, expand Administrators.
3.
4. Click the name of the role that you want to view.

Click Roles.

Change role settings

You can change the settings of all roles except the Security Administrator role.

Before you begin: You must be a Security Administrator to change role settings.

ok~ wbd=

On the menu bar, click Settings.
In the left pane, expand Administrators.
Click Roles.

Click the name of the role that you want to change.

Click 7.

To change directory access, perform one of the following tasks:

Task Steps

to search all company directories

Allow administrators in this role a
to search selected company b
directories c

d

Allow administrators in this role a.

Select the All company directories option.

. Select the Selected company directories only option.
. Click Select directories.

. Select one or more directories and click =.

. Click Save.

. To change group management, perform one of the following tasks:

Task Steps

to manage all users and groups

Allow administrators in this role a.

Select the All groups and users option.

Select the Selected groups only option.
Click Select groups.

Select one or more groups and click =
Click Save.

Allow administrators in this role a.
to manage selected groups b.
c.
d.
8. Change the permissions for administrators in this role.
Click Save.

9.

After you finish: If necessary, change the role ranking.
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Related tasks
Rank roles

Delete a role
You can delete all roles except the Security Administrator role.
Before you begin:

*  You must be a Security Administrator to delete a role.

+ Remove the role from all user accounts and user groups that it is assigned to.
On the menu bar, click Settings.

In the left pane, expand Administrators.

Click Roles.

Click the name of the role that you want to delete.

click I,

abroonN=

Related concepts
How BlackBerry UEM chooses which role to assign

How BlackBerry UEM chooses which role to assign

Only one role is assigned to an administrator. BlackBerry UEM uses the following rules to determine which role to
assign to an administrator:

+ Arrole assigned directly to a user account takes precedence over a role assigned indirectly by user group.

+ If an administrator is a member of multiple user groups that have different roles, BlackBerry UEM assigns the
role with the highest ranking.

Rank roles

Ranking is used to determine which role BlackBerry UEM assigns to an administrator when they are a member of
multiple user groups that have different roles.

Before you begin: You must be a Security Administrator to rank roles.
1. Onthe menu bar, click Settings.

2. Inthe left pane, expand Administrators.

Click Roles.

Use the arrows to move roles up or down the ranking.
Click Save.

oo

Create an administrator

You can create an administrator by adding a role to a user account or user group. The user group can be a
directory-linked group or local group. You can add one role to a user and one role to each group they belong to,
and BlackBerry UEM assigns only one of the roles to the user.

Before you begin:
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*  You must be a Security Administrator to create an administrator.

« Create a user account that has an email address associated with it.
+ If necessary, create a user group.

+ If necessary, create a custom role.

1. On the menu bar, click Settings.
2. Inthe left pane, expand Administrators.
3. Perform any of the following tasks:

Task Steps
Add a role to a user account a. Click Users.
b. | 4
Click ==,
c. If necessary, search for a user account.
d. Click the name of the user account.
e. Inthe Role drop-down list, click the role that you want to add.
f. Click Save.
Add a role to a user group a. Click Groups.
b Click M.
c. If necessary, search for a user group.
d. Click the name of the user group.
e. In the Role drop-down list, click the role that you want to add.
f. Click Save.

BlackBerry UEM sends administrators an email with their username and a link to the management

console. BlackBerry UEM also sends administrators a separate email with their password for the management
console. If an administrator does not have a account password, BlackBerry UEM generates a temporary password
and sends it to the administrator.

After you finish: If necessary, add user accounts to a user group that has a role assigned to it. Only Security
Administrators can add or remove members of a user group that has a role assigned to it.

Related concepts

How BlackBerry UEM chooses which role to assign
Creating and managing user groups
Creating and managing user accounts

Related tasks

Create a custom role

Change role membership for administrators

You can change the role assigned directly to other administrators. You cannot change your own role.

Before you begin: You must be a Security Administrator to change role membership for administrators.
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1. Onthe menu bar, click Settings.
2. Inthe left pane, expand Administrators.
3. Perform any of the following tasks:

Task Steps
Change the role assigned to a a.
user account b.
c.
d.
e.
Change the role assigned to a a.
user group b.
c.
d.
e.

Click Users.

If necessary, search for a user account.

Click the name of the user account.

In the Role drop-down list, click the role that you want to assign.
Click Save.

Click Groups.

If necessary, search for a user group.

Click the name of the user group.

In the Role drop-down list, click the role that you want to assign.
Click Save.

Related concepts

How BlackBerry UEM chooses which role to assign

Set the session timeout parameters

1. Onthe menu bar, click Settings > General settings > Console.
2. In the Session timeout field, enter, in minutes, the amount of time before the session times out.

3. Inthe Session timeout warning field, enter, in minutes, the amount of time prior to you being logged out, that
the session timeout warning displays. For example, if you set this field to two minutes, the warning message
will display two minutes before you are logged out of your session.

4. Click Save.

Delete an administrator

You can delete an administrator by removing a role assigned directly to a user account or user group. When you
remove a role from a user group, the role is removed from every user that belongs to the group. If no other roles
are assigned, the user is no longer an administrator. User accounts and user groups remain in the management

console and devices are not affected.

Note: At least one administrator must be a Security Administrator.

Before you begin: You must be a Security Administrator to delete an administrator.

1. Onthe menu bar, click Settings.
2. Inthe left pane, expand Administrators.
3. Perform any of the following tasks:
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Remove a role from a user a. Click Users > All users.

account b. Select the user account that you want to remove the role from.
c
d

* Click W

. Click Delete.

. Click Groups.
. Select the user group that you want to remove the role from.

a
b

. click .
d. Click Delete.

Remove a role from a user group
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Using profiles, variables, and email templates

Profiles, variables, and email templates help you to manage user accounts and communicate with users
efficiently.

Profiles are an efficient way for your organization to configure multiple devices. They allow you to store all the
settings for a specific configuration in one place and quickly deliver the settings to the appropriate devices.

Variables represent standard account attributes (for example, username) and other predefined attributes (for
example, server address used for device activation). You can use variables in profiles, compliance notifications,
activation emails, and event notifications.

Email templates allow you to customize and personalize email messages that BlackBerry UEM sends to users and
administrators.

Profiles

A profile contains configuration information for devices and each profile type supports a particular configuration,
such as certificates, work connection settings, or settings that enforce certain standards for devices. You can
specify settings for BlackBerry 10, iOS, macOS, Android, and Windows devices in the same profile and then
distribute the configuration information to devices by assigning the profile to user accounts, user groups, or
device groups.

Assigning profiles

You can assign profiles to user accounts, user groups, and device groups. Some profile types may use ranking to
determine which profile is sent to a device.

+ Ranked profile type: You can assign one profile to a user and one profile to each group they belong to, and
BlackBerry UEM sends only one of the assigned profiles to the user's device.
Non-ranked profile type: You can assign multiple profiles to a user and multiple profiles to each group they
belong to, and BlackBerry UEM sends all the assigned profiles to the user's device.

Note: You cannot assign an activation profile to a device group.

For a complete list of profiles, see the Profiles reference.

Related concepts

How BlackBerry UEM chooses which profiles to assign

Related tasks

Assign a profile or IT policy to a user group

Assign a profile or IT policy to a user account

Rank profiles

How BlackBerry UEM chooses which profiles to assign

For ranked profile types, BlackBerry UEM sends only one profile of each type to a device and uses predefined rules
to determine which profile to assign to a user and the devices that the user activates.
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Assigned to Rules

User account 1. A profile assigned directly to a user account takes precedence over a
profile of the same type assigned indirectly by user group.

2. If a useris a member of multiple user groups that have different profiles of
the same type, BlackBerry UEM assigns the profile with the highest ranking.

3. If applicable, the preconfigured Default profile is assigned if no profile is
assigned to a user account directly or through user group membership.

(view Summary tab)

Note: BlackBerry UEM includes a Default activation profile, Default
compliance profile, Default enterprise connectivity profile, and

Default Enterprise Management Agent profile with preconfigured settings for
each device type.

Device By default, a device inherits the profile that BlackBerry UEM assigns to the
user who activates the device. If a device belongs to a device group, the

e dafies e following rules apply:

1. A profile assigned to a device group takes precedence over the profile of
the same type that BlackBerry UEM assigns to a user account.

2. If a device is a member of multiple device groups that have different
profiles of the same type, BlackBerry UEM assigns the profile with the
highest ranking.

BlackBerry UEM might have to resolve conflicting profiles when you perform any of the following actions:

Assign a profile to a user account, user group, or device group
Remove a profile from a user account, user group, or device group
Change the profile ranking

Delete a profile

Change user group membership (user accounts and nested groups)
Change device attributes

Change device group membership

Delete a user group or device group

Related concepts

Assigning profiles

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account
Rank profiles

Copy a profile
You can copy existing profiles to quickly create similar profiles for different groups in your organization.

1. On the menu bar, click Policies and profiles.
2. Click a profile type.
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Click the name of the profile that you want to copy.

Click .

Type a name and description for the new profile.
Make changes on the appropriate tab for each device type.
Click Save.

After you finish: If necessary, rank profiles.

Noa o

View a profile
You can view the following information about a profile:

+ Settings common to all device types and specific to each device type

+ List and number of user accounts that the profile is assigned to (directly and indirectly)
+ List and number of user groups that the profile is assigned to (directly)

1. On the menu bar, click Policies and profiles.

2. Expand a profile type.

3. Click the name of the profile that you want to view.

Change profile settings

If you update an activation profile, the new profile settings apply only to additional devices that a user activates.
Activated devices do not use the new profile settings until the user reactivates them.

1. On the menu bar, click Policies and profiles.

Click a profile type.

Click the name of the profile that you want to change.

Click /.

Make changes to any common settings.

Make changes on the appropriate tab for each device type.

Click Save.

Noa s~wNbd

After you finish: If necessary, rank profiles.

Remove a profile from user accounts or user groups

If a profile is assigned directly to user accounts or user groups, you can remove it from users or groups. If a
profile is assigned indirectly by user group, you can remove the profile from the group or remove user accounts
from the group. When you remove a profile from user groups, the profile is removed from every user that belongs
to the selected groups.

Note: The Default activation profile, Default compliance profile, Default enterprise connectivity profile, and Default
Enterprise Management Agent profile can only be removed from a user account if you assigned them directly to
the user.

1. Onthe menu bar, click Policies and profiles.

2. Select a profile type.

3. Click the name of the profile that you want to remove from user accounts or user groups.

4. Perform one of the following tasks:
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Task Steps
Remove a profile from user a. Click the Assigned to users tab.
accounts b. If necessary, search for user accounts.
c. Select the user accounts that you want to remove the profile from.
d .
Click q-.-.
Remove a profile from user a. Click the Assigned to groups tab.
groups b. If necessary, search for user groups.
c. Select the user groups that you want to remove the profile from.
ey |

Related concepts
How BlackBerry UEM chooses which profiles to assign

Delete a profile

When you delete a profile, BlackBerry UEM removes the profile from the users and devices that it is assigned

to. To delete a profile that is associated with other profiles, you must first remove all existing associations. For
example, before you can delete a proxy profile that is associated with a VPN profile and a Wi-Fi profile, you must
change the associated proxy profile value in both the VPN profile and the Wi-Fi profile.

Note: You cannot delete the Default activation profile, Default compliance profile, Default enterprise connectivity
profile, or Default Enterprise Management Agent profile.

1. On the menu bar, click Policies and profiles.

Click a profile type.

Select the check boxes for the IT policies you want to delete.
Click W

Click Delete.

o DN

Related concepts
How BlackBerry UEM chooses which profiles to assign

Rank profiles
Ranking is used to determine which profile BlackBerry UEM sends to a device in the following scenarios:

+ Auseris a member of multiple user groups that have different profiles of the same type.

+ A device is a member of multiple device groups that have different profiles of the same type.
On the menu bar, click Policies and profiles.

Select a profile type.

Click +1.

Use the arrows to move profiles up or down the ranking.
Click Save.

apr wbdh=
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Related concepts

Assigning profiles

How BlackBerry UEM chooses which profiles to assign

Profiles reference

The following table lists all BlackBerry UEM profiles:

Profile name Description Supported device Ranked Configure
types or not
ranked’
Policy
Activation Specifies the device activation All devices Ranked Create an
settings for users, such as the activation profile
activation type and the number
and types of devices.
BlackBerry Allows devices to i0S Ranked Create
Dynamics access BlackBerry a BlackBerry
. macOS . .
Dynamics apps such Dynamics profile
as BlackBerry Work, BlackBerry Android
Access, and BlackBerry .
Windows

App lock mode

Enterprise
Management
Agent

Compliance

Compliance

Connect.

Specify a single app to run on
devices.

Specifies when devices connect
to BlackBerry UEM for app or
configuration updates when

a push notification is not
available.

Defines the device conditions
that are not acceptable in

your organization and sets
enforcement actions. BlackBerry
UEM includes a Default
compliance profile.

Supervised iOS device Ranked

Samsung
KNOX devices
activated with MDM

Windows

10 Education
and Windows
10 Enterprise
devices

i0S Ranked
Android

Windows

BlackBerry 10

All devices Ranked
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Create an app lock
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Create an
Enterprise
Management
Agent profile

Create a
compliance profile




Profile name Description Supported device Ranked Configure
types or not
ranked"
Compliance This is a read-only profile i0S N/A Managing BlackBerry
(BlackBerry that displays the compliance Dynamics compliana
. . : macO0S -
Dynamics) settings that were imported profiles
from Good Control. Android
Windows
Device SR Defines the software release Android Ranked Controlling the
requirements versions that BlackBerry BlackBerrv 10 software releases
10 devices must have installed. y that are installed
on devices
Email, calendar, and contacts
Email Specifies how devices connect All devices Ranked Create an email
to a work mail server and profile
synchronize email messages,
calendar entries, and organizer
data using Exchange ActiveSync
or IBM Notes Traveler.
IMAP/POP3 Specifies how devices connect i0S Not Create an IMAP/
email to an IMAP or POP3 mail server, . ranked POP3 email profile
. . Android
and how to synchronize email
messages. macO0S
Windows
Gatekeeping Specifies the Microsoft All devices Ranked Create a
Exchange servers to use for gatekeeping profile
automatic gatekeeping.
CalDAV Specifies the server settings i0S Not Create a CalDAV
that devices can use to ranked profile
: macOS
synchronize calendar
information.
CardDAV Specifies the server settings i0S Not Create a CardDAV
that devices can use ranked profile
: macOS
to synchronize contact
information.
Networks and connections
Wi-Fi Specifies how devices connect All devices Not Create a Wi-
to a work Wi-Fi network. ranked Fi profile
VPN Specifies how devices connect All devices Not Create a VPN
to a work VPN. ranked profile
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Profile name Description Supported device Ranked Configure
types or not
ranked"
Proxy Specifies how devices use a i0S Ranked Create a proxy
proxy server to access web profile
; macOS
services on the Internet or a
work network. Android
BlackBerry 10
Enterprise Specifies how devices can i0S Ranked Create an
connectivity connect to your organization’s . enterprise
. - Android - )
resources using enterprise connectivity profile
connectivity. Enterprise BlackBerry 10
connectivity is always
enabled for BlackBerry
10 devices. For BlackBerry
10, Samsung KNOX Workspace,
devices, and for iOS devices
with MDM controls, the
enterprise connectivity profile
specifies whether devices can
use BlackBerry Secure Connect
Plus. BlackBerry UEM includes a
Default enterprise connectivity
profile.
BlackBerry Defines the network i0S Ranked Create
Dynamics connectivtynnections, Internet a BlackBerry
. macOS ) .
domains, IP address Dynamics connectivity
ranges, and app servers Android profile
that devices can connect Windows
to when using BlackBerry
Dynamics apps.
BlackBerry 2FA Enables two-factor i0S Ranked Create a
authentication for users and . BlackBerry 2FA
o . : Android .
specifies the configuration of profile
the preauthentication and self- BlackBerry 10
rescue features.
Network usage Allows you to control whether iOS devices Ranked Create a network
work apps on devices that run running iOS 9 or usage profile
iOS 9 or later can use the mobile later
network or data roaming.
Web content Limits the websites that a user Supervised iOS device Not Create a web
filter can view on supervised iOS ranked content filter
devices. profile
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Profile name Description Supported device Ranked Configure

types or not
ranked"

Single sign-on Specifies how devices i0S Ranked Create a single
autheptlcate with secure BlackBerry 10 sign-on profile
domains automatically after
users type their username and
password for the first time.

Managed Configures iOS devices to notify  i0S Not Create a managed

domains users about sending email ranked domains profile
outside of trusted domains and
restricts the apps that can view
documents downloaded from
internal domains.

AirPrint Allows you to add printers to i0S Not Create
users' AirPrint printer lists. ranked an AirPrint profile

AirPlay Allows you to add devices to i0S Not Create an AirPlay
users' AirPlay device lists. ranked profile

Protection

Windows Informat Specifies Windows 10 Ranked Create a Windows

Protection the Windows Information Information
Protection setting in Windows Protection profile
10.

Microsoft Allows you to manage apps i0S Not Create a Microsoft

Intune app protected by Microsoft Intune. . ranked Intune app

- Android : .
protection protection profile

Location service  Allows you to request the i0S Ranked Create a location
location of devices and view . service profile

. ) Android
the approximate locations on a
map. Windows

Do not disturb Allows you to block BlackBerry i0S Ranked Create a Do not
Work for Android and BlackBerry Android disturb profile
Work for iOS notifications during
off-work days and hours that
you define.

Custom

Device Allows you to configure the i0S Ranked Create a device
|nfo.rmat|on that displays on Android profile
devices.

BlackBerry 10
Windows

| Using profiles, variables, and email templates | 67




Profile name Description Supported device Ranked Configure

types or not
ranked"

Custom payload  Specifies custom configuration i0S Not Create a custom
information using payload code ranked payload profile
for devices.

Per-app Allows you to configure the Supervised devices  Ranked Create a per-app

notification notification settings for system running i0S 9.3 or notification profile
apps and apps that you manage later
using BlackBerry UEM.

Certificates

CA certificate Specifies a CA certificate that All devices Not Create a CA
devices can use to establish ranked certificate profile
trust with a work network or
server.

Shared Specifies a client certificate that  i0S Not Create a shared

certificate devices can use to authenticate ranked certificate profile

. macOS
users with a work network or
server. Android

User credential Specifies the CA connection i0S Not Using user
that devices use to obtain a macoS ranked credential
client certificate that is used profiles to send
to authenticate with a work Android certificates to
network or server. BlackBerry 10 devices

SCEP Specifies the SCEP server All devices Not Create a SCEP
that devices use to obtain a ranked profile
client certficate that is used
to authenticate with a work
network or server.

Certificate Specifies how devices retrieve BlackBerry 10 Ranked Create a certificate

retrieval certificates from LDAP servers. retrieval profile

0OCSsP Specifies the OCSP responders BlackBerry 10 Ranked Create an OCSP
that BlackBerry 10 devices profile
can use to check the status of
certificates.

CRL Specifies the CRL configurations  BlackBerry devices Ranked Create a CRL
that BlackBerry UEM can useto  powered by Android profile
check the status of certificates. BlackBerry 10

Certificate Specifies which client Android Ranked Create a certificate

mapping profile

certificates apps must use

mapping profile
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'For definitions of ranked or non-ranked profiles, see Assigning profiles.

Variables

BlackBerry UEM supports default and custom variables. Default variables represent standard account attributes
(for example, username) and other predefined attributes (for example, server address used for device activation).
You can use custom variables to define additional attributes.

You can use variables in profiles,compliance notifications, activation emails, and event notifications. Use
variables to reference values instead of specifying the actual values. When the profile, compliance notification,
activation email, or event notification is sent to devices, the variables are replaced with the values that they
represent.

Note: IT policies and BlackBerry Dynamics app configurations do not support variables.

Using variables in profiles

Variables in profiles help you to efficiently manage profiles for the users in your organization. Variables provide
more flexibility for profiles and can help limit the number of profiles that you require for each profile type. For
example, you can create a single VPN profile for multiple users that specifies the %UserName% variable instead
of creating a separate VPN profile for each user that specifies the actual username value.

You can use a variable in any text field in a profile except the Name and Description fields. For example, you can
specify "%UserName%@example.com" in the Email address field in an email profile.

In compliance profiles, you can use variables to customize the compliance notifications that BlackBerry UEM
sends to users.
Default variables

The following default variables are available in BlackBerry UEM:

Variable name Description Primary use

%AccessKeyExpiry% Date and time that an access key expires Activation email
messages

%AccessKeys% Access keys that are automatically generated Activation email

and used to activate BlackBerry Dynamics apps messages

%ActivationPassword% Activation password that is automatically Activation email
generated or that you set for a user messages

%ActivationPasswordExpiry% Date and time that an activation password Activation email
expires messages

%ActivationQRCode% QR Code for device activation Activation email
messages

%ActivationURL% Web address of the server that receives Activation email
activation requests messages
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Variable name Description Primary use

%ActivationUserName% Username for activation requests Activation email

Equivalent to %UserEmailAddress% (if available messages

for a user) or SRP ID\%UserName%

%AdminPortalURL% Web address of BlackBerry UEM management Administrator access
console email messages (not
customizable)

%AllEventVariables% A list of events (as configured in an event Event notifications
notification) that occurred in BlackBerry UEM

%ClientlessActivationURL% Web address of the server that receives Activation email
activation requests from devices that are messages
running Windows 10 and later

%CommonName% Common Name (CN) attribute extracted from App configurations
the distinguished name

%ComplianceApplicationList% List of apps that violate compliance rules (non-  Compliance
assigned apps are installed, required apps are notifications
not installed, or restricted apps are installed)

%ComplianceEnforcementAction%  Enforcement action that BlackBerry Compliance
UEM performs if a device is non-compliant notifications
%ComplianceEnforcementActionWitl Enforcement action that BlackBerry Compliance
% UEM performs if a device is non-compliant, notifications
including a description of the enforcement
action
%ComplianceRuleViolated% Compliance rule that a device violated Compliance

notifications

%DevicelMEI% International Mobile Equipment Identity number  Profiles
of a device
%DeviceModel% Model number of a device Compliance

notifications
%EmailAddressDomain% Domain of an email address App configurations

%EmailAddressLocalPart% Local part of an email address (for example, App configurations
"username" in username@example.com)

%ExchangeAlloweddeviceld% Gatekeeping device ID App configurations
%ICCldentifier% Integrated Circuit Card Identifier App configurations
%IMSldentity% International Mobile Subscriber Identity App configurations
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Variable name

Description

Primary use

%l0SUDIdentifier%
%MEldentifier%

%0rganizationUnit%

%PhoneNumber%

%RsaRootCaCertUrl%

%SamAccountName%

%SerialNumber%

%SSLCertName%

%SSLCertSHA%

%UserDisplayName%

%UserDisplayName_RDNValue%

%UserDistinguishedName%

%UserDomain%

%UserDomain_RDNValue%

%UserEmailAddress%

%UserEmailAddress_RDNValue%

iOS Unique Device Identifier
Mobile Equipment Identifier

Organizational Unit (OU) attribute extracted
from the distinguished name

Phone number of a device

Web address of the RSA root CA certificate

The Microsoft sSAMAccountName attribute

Serial number of a device

Common Name of the secure communication
certificate

Fingerprint of the secure communication
certificate

Display name of a user

Display name of a user with special
characters escaped according to the LDAP DN
specification

Directory user's distinguished name with
special characters escaped according to the
LDAP DN specification

For a local user, equivalent to
%UserName_RDNValue%

Microsoft Active Directory domain that a
directory user belongs to

Microsoft Active Directory domain that

a directory user belongs to with special
characters escaped according to the LDAP DN
specification

Email address of a user
Email address of a user with special

characters escaped according to the LDAP DN
specification
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App configurations
App configurations

App configurations

App configurations

Activation email
messages

App configurations

Subject setting in
SCEP profiles

Activation email
messages

Activation email
messages

Activation email
messages, profiles

Subject setting in

SCEP profiles

Subject setting in
SCEP profiles

Profiles

Subject setting in
SCEP profiles

Activation email
messages, profiles

Subject setting in
SCEP profiles




Variable name Description Primary use

%UserFirstName% First name of a user App configurations
%UserLastName% Last name of a user App configurations
%UserLocale% Locale of a user (for example, en-US) App configurations
%UserName% Username of a user Activation email

messages, profiles

%UserName_RDNValue% Username of a user with special characters Subject setting in
escaped according to the LDAP DN SCEP profiles
specification

%UserPrincipalName% Directory user's principal name Profiles
For a local user, equivalent to

%UserEmailAddress%

%UserPrincipalName_RDNValue%  Directory user's principal name with special Subject setting in
characters escaped according to the LDAP DN SCEP profiles
specification

For a local user, equivalent to
%UserEmailAddress_RDNValue%

%UserSelfServicePortalURL% Web address of BlackBerry UEM Self-Service Activation email
messages
%WIFIMacAddress% Wi-Fi MAC address App configurations

If you configure high availability for the management consoles in the BlackBerry UEM domain, it is a best practice
to update the %AdminPortalURL% and %UserSelfServicePortalURL% variables. For more information, see the
Configuration content.

Custom variables

You use labels to define the attributes and passwords that custom variables represent. For example, you can
specify "VPN password" as the label for the %custom_pswd1% variable. When you create or update a user
account, labels are used as field names and you specify the appropriate values for the custom variables that your
organization uses. All user accounts support custom variables, including administrator user accounts.

Custom variables support text values or masked text values. For security reasons, you should use custom
variables that support masked text values to represent passwords.

The following custom variables are available in BlackBerry UEM:

Variable name Description

%custom1%, %custom?2%, You can use up to five different variables for attributes that you define
%custom3%, %customa%, (text values).

%custom5%
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Variable name Description

%custom_pswd1%, You can use up to five different variables for passwords that you define
%custom_pswd2%, (masked text values).

%custom_pswd3%,

%custom_pswd4%,

%custom_pswd5%

Define custom variables

You must define custom variables before you can use them. Only custom variables that have a label are displayed
when you create or update a user account.

1. Onthe menu bar, click Settings.

2. In the left pane, expand General settings.

Click Custom variables.

Select the Show custom variables when adding or editing a user check box.

Specify a label for each custom variable that you plan to use. The labels are used as field names in the Custom
variables section when you create or update a user account.

6. Click Save.

o w

Using custom variables

After you define custom variables, you must specify the appropriate values when you create or update a user
account. You can then use custom variables in the same way as default variables. You specify the variable name
when you create profiles or customize compliance notifications and activation email messages.

Example: Using the same VPN profile for several users who have their own VPN passwords

In the following example, "VPN password" is the label that you specified for the %custom_pswd1% variable and it
is used as a field name in the Custom variables section when you update a user account.

On the menu bar, click Users > Managed devices.

Search for a user account.

In the search results, click the name of the user account.

Click 7.

Expand Custom variables.

In the VPN password field, type a user's VPN password.

Click Save.

Repeat steps 2 to 7 for each user that will use the VPN profile.

When you create the VPN profile, in the Password field, type %cust om pswd1%

WO NGO ~ON=

Email templates

Using email templates allows you to customize and personalize email messages that are sent to users for any of
the following reasons:

+ Device activation - send emails to users with instructions for activating their device and send separate emails
containing their activation passwords

+ Compliance - send email notifications to users when their device is out of compliance
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+ BlackBerry Dynamics apps activation - send emails to users containing access keys
+ Event notifications - send emails to notify administrators about particular events in BlackBerry UEM

You can personalize emails by using variables in the email templates for items like the user's name, email
address, or activation password. Using the HTML editor, you can customize the appearance of emails by using
different fonts, colours, and images. You can create multiple templates to use for different device types or
activation types. You can edit the default email templates or create new ones.

When you add a user to BlackBerry UEM, create a compliance profile, or generate passwords, you can select the
email template to use. BlackBerry UEM sends the personalized email message to the user based on the template
that you select.

Default email templates

BlackBerry UEM includes some default email templates. Depending on your BlackBerry UEM configuration, you
will see some or all of the following default email templates in Settings > Email templates:

Type Default email Description
template

Device activation Default activation This template contains the instructions that a user needs to
email activate their device. You can choose to send two separate

emails to the user: one containing the activation instructions
and a second that contains only the activation password.

If you don't select a different template, BlackBerry UEM uses
this template when it sends an activation email to a user.

You can edit this template, but you cannot delete it.

Default managed Default managed This template is used in environments that have a managed
Google account Google account Google domain. It provides the user's Google account
credentials credentials password.

Users with Android 6.0 and later devices automatically
receive this email if they are assigned an Android work
profile activation type.

You can edit this template, but you cannot delete it.

You should also send the Default activation email template
to provide users with the instructions to activate their
devices in BlackBerry UEM.

Default Android work ~ Default Android work  This template is used in environments that have a managed
profile activation code profile activation code  Google domain. It provides a Google activation code.

Users with Android 5.1 and earlier devices automatically
receive this email if they are assigned a Work space only
activation type.

You can edit this template, but you cannot delete it.

You should also send the Default activation email template
to provide users with the instructions to activate their
devices in BlackBerry UEM.
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Type

Default email
template

Description

Apple DEP device
activation

BlackBerry Dynamics
access key

Default Work space
only (Android work

profiles) activation

email

Compliance violation

Event notification

Device activated
notification

Self-service login
notification

Apple DEP activation
email

BlackBerry Dynamics
access key email

Default Work space
only (Android work
profiles) activation

Default compliance

email

BlackBerry UEM event
notification email

Device activated

notification email

Self-service login
notification email

This template contains the instructions that a user needs to
activate an Apple DEP device. You can choose to send two
separate email messages to the user: one containing the
activation instructions and a second that contains only the
activation password.

You can edit or delete this template.

This template contains the instructions that a user needs to
activate a BlackBerry Dynamics app using an access key.

You can edit or delete this template.

This template is used in environments that do not have
a managed Google domain and that use Android work
profiles.

This template contains the instructions that a user needs to
activate their device. You can choose to send two separate
emails to the user: one containing the activation instructions
and a second that contains only the activation password.

You can edit or delete this template.

This template contains information about a user's device
compliance. You can associate this template with a
compliance profile.

You can edit this template, but you cannot delete it.

This template contains information for administrators about
an event that has occurred in BlackBerry UEM. You can
associate this template with an event notification.

You can edit this template, but you cannot delete it.

This template contains information about the device that

a user activated. A device activated notification email

is sent when the user activates their device using the
BlackBerry UEM Client. A BlackBerry Dynamics device
activated notification email is sent when the user activates a
BlackBerry Dynamics app on their device.

You can edit this template, but you cannot delete it.

This template contains information about the user that
logged into the BlackBerry UEM Self-Service portal (for
example, the IP address and the date and time).

You can edit this template, but you cannot delete it.
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Suggested text

The suggested text is used in the default email templates. If you edit the default email templates and later want
to use the default text, you can copy and paste it from here. If the default text is updated between releases

of BlackBerry UEM, you can see the updated text here. For a list of variables that you can use in email templates,
see Default variables.

Name Suggested text

Android work Subject: An Android work profile activation code has been created for you
profile activation %UserDisplayNamed%,

code

To activate an Android device with a work profile only, your administrator has created
an Android work profile activation code for you. You will receive your BlackBerry
UEM activation password in a separate email message.

Your Android work profile activation code: %GoogleActivationCode%
Your Android work profile activation code will expire on %ActivationPasswordExpiry%.

If you have any questions, contact your administrator.

Default Subject: A Google account has been created for you
managgd ool aue %UserDisplayName%,
credentials

To enable the work profile on your device, your administrator has created

a Google account for you. You will need your Google account password when you
activate the work profile. The Google account password displayed here is not the
password that you use when you activate your device on BlackBerry UEM. You will
receive your BlackBerry UEM activation password in a separate email message, or you
can set your BlackBerry UEM activation password in BlackBerry UEM Self-Service.

You will need the following information when you activate the work profile:

+  Your work email address: %UserEmailAddress%
+  Your Google account password: %Password%

You can manage your Google Account at https://myaccount.google.com. If you change
the password for your Google Account, the password included in this email will no
longer apply, and you must use the new password instead.

Please keep this information for your records.

If you have any questions, contact your administrator.
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Name Suggested text

Apple DEP device Subject: Activating your device on BlackBerry UEM

activation email .
%UserDisplayName%,

First email Your administrator has enabled your iOS device for BlackBerry UEM. To activate your
device you need the following information:

*  Your work email address: %UserEmailAddress%

+ Your device activation password: Your activation password will be delivered in a
separate email.

You can manage your own device with BlackBerry UEM Self-Service at
%UserSelfServicePortalURL%. To log in, use the following username:

+ BlackBerry UEM Self-Service username: %UserName%

Your BlackBerry UEM Self-Service password may have been delivered in a separate
email.

If you have not received it, contact your administrator.
Please keep this information for your records.
If you have any questions, contact your administrator.

Apple DEP device Subject: Password to activate your device on BlackBerry UEM

activation email .
%UserDisplayName%,

SEeee el Your administrator has enabled your mobile device for BlackBerry UEM. To activate your
device you need the following information:
Your device activation password: %ActivationPassword%
Your password will expire on %ActivationPasswordExpiry%.

Please follow the instructions in the "Activating your device on BlackBerry UEM" email to
activate your iOS device on BlackBerry UEM.

If you have any questions, contact your administrator.
Welcome to BlackBerry UEM!
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Name Suggested text

BlackBerry Subject: An access key for a BlackBerry Dynamics app has been created for you
Dynamps access %UserDisplayName%,
key email

Your administrator has created an access key for a BlackBerry Dynamics app. This
email contains the access key and instructions to set up the app.

If you have been given permission to use more than one app, you will receive more than
one email. Each email has an access key that can be used to set up an app. You can use
any of your access keys to set up any app, but you can only use each access key once.

Before you begin, make sure you have mobile data or Wi-Fi coverage.

1. Open the BlackBerry Dynamics app.
2. When you are prompted, enter the following information.

« Email address: %UserEmailAddress%
+  Access key: %AccessKeys%

Your access key will expire on %AccessKeyExpiry%.

3. You may be prompted to create a password. You will need to enter this password
when you open the app.

If you have any questions, contact your administrator.
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Name Suggested text

Default activation Subject: Activating your device on BlackBerry UEM

email .
%UserDisplayName%,

A el Your administrator has enabled your mobile device for BlackBerry UEM. To activate your

device you need some or all of the following information:

+  Your work email address: %UserEmailAddress%

+ Server name: %ActivationURL%

+ Activation username: %ActivationUserName%
Your device activation password: Your activation password will be delivered in a
separate email.

You can watch a video on how to activate your device here: http://help.blackberry.com/
en/activation-videos/current/

For Android devices:

If you are using an Android device, you must install the BlackBerry UEM
Client from Google Play.

For iOS devices:

If you are using an iOS device, you must install the BlackBerry UEM Client from the App
Store.

For iOS devices, open Safari and go to workspace://apps to install apps that your
administrator has assigned to you. If available, you can also tap Work Apps on your
device.

For macOS devices:

If you are using a macOS device, you must activate your device using BlackBerry UEM
Self-Service.

For Windows Phone 8.1 devices:

If you are using a device running Windows Phone 8.1 or earlier, you must install
the BlackBerry UEM Client from the Windows Store.

For devices running Windows 10 or later:
You will need the following information to activate your device:

Server name: %ClientlessActivationURL%
+ Certificate server URL: %RsaRootCaCertUrl%

+ You must install the RSA certificate. Type the Certificate server URL in the address
bar of the browser on your device. Follow the instructions and install the certificate
into the Trusted Root Certification Authorities folder.

+ Onyour device, go to Settings > Accounts > Access work or school and tap Enroll
only in device management.

To manage your devices

You can manage your own device with BlackBerry UEM Self-Service at
%UserSelfServicePortalURL%. To log in, use the following username:

BlackBerry UEM Self-Service username: %UserName%

Your BlackBerry UEM Self-Service password may have been delivered in a separate
email.

Welcome to BlackBerry UEM!
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Name Suggested text

Default activation Subject: Password to activate your device on BlackBerry UEM

email .
%UserDisplayName%,

Second email Your administrator has enabled your mobile device for BlackBerry UEM. To activate your

device you need the following information:

*  Your device activation password: %ActivationPassword%
*  Your password will expire on %ActivationPasswordExpiry%

Please follow the instructions in the "Activating your device on BlackBerry UEM" email to
activate your BlackBerry 10, iOS, Android, or Windows device on BlackBerry UEM.

If you have any questions, contact your administrator.
Welcome to BlackBerry UEM!

Default compliance  Subject: Notification of noncompliant device

Emel Your device is not compliant with your organization's policies. If this condition persists

your administrator might limit access to the organization's data from your device, delete
the organization's data on your device, or delete all content and settings from your
device.
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Name Suggested text
Default Work space  Subject: Activating your device on BlackBerry UEM
only (Android work

profiles) activation
email

First email

Default Work space
only (Android work

profiles) activation

email

Second email

BlackBerry
UEM event
notification email

%UserDisplayName%,

Your administrator has enabled your Android device (6.0 and later) for BlackBerry UEM.
To activate your device, you need the following information:

« Activation username: %ActivationUserName%

+ Your device activation password: Your activation password will be delivered in a
separate email.

To activate your device, perform the following actions:

1. If you do not see the device setup Welcome screen, reset your device to the factory
default settings.

2. During the device setup, in the Add your account screen enter afw#blackberry.
Wait while the device updates some important system applications and downloads
the UEM Client.

3. In the BlackBerry UEM Client, follow the instructions on the screen to activate your
device.

You can manage your own device with BlackBerry UEM Self-Service at
%UserSelfServicePortalURL%. To log in, use the following username:

BlackBerry UEM Self-Service username: %UserName%

Your BlackBerry UEM Self-Service password may have been delivered in a separate
email.

If you have not received it, contact your administrator.
Please keep this information for your records.

If you have any questions, contact your administrator.
Welcome to BlackBerry UEM!

Subject: Password to activate your device on BlackBerry UEM
%UserDisplayName%,

Your administrator has enabled your Android device for BlackBerry UEM. To activate
your device you need the following information:

Your device activation password: %ActivationPassword%
+  Your password will expire on %ActivationPasswordExpiry%

Please follow the instructions in the "Activating your device on BlackBerry UEM" email to
activate your device on BlackBerry UEM.

If you have any questions, contact your administrator.
Welcome toBlackBerry UEM!

Subject: BlackBerry UEM event notification
The following event occurred:

%AllEventVariables%
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Name Suggested text

Device activated Subject: Device activated on BlackBerry UEM
[Eiieaien %UserDisplayName%,
Your device has been activated on BlackBerry UEM.
Device information
Model: %DeviceModel%
Serial Number: %SerialNumber%
IMEI: %DevicelMEI%
If you did not activate this device, contact your administrator.
Subject: BlackBerry Dynamics device activated on BlackBerry UEM
%UserDisplayName%,
Your BlackBerry Dynamics device has been activated on BlackBerry UEM.
If you did not activate this device, contact your administrator.
Self-service login Subject: Self-service login notification
notification %UserDisplayName%,
You have logged in to BlackBerry UEM Self-Service.
IP address: %IPAddress%
Time: % Timestamp%

If you did not log in, contact your administrator.

Create an activation email template

o wph =

On the menu bar, click Settings > General settings.
Click Email templates.

Click . Select Device activation.

In the Name field, type a name to identify this template.

In the Subject field, edit the text to customize the subject line of the first activation email.

In the Message field, type the body text of the activation email.

+ Use the HTML editor to select the font format and to insert images (for example, a corporate logo).
+ Insert variables in the text to personalize the message (for example, you can use the variable

%UserDisplayName% to insert the recipient's name). For a list of available variables, see Default variables.
+ To see sample text, click Suggested text.

If you want users to activate their device using a QR Code instead of an activation password, select the
Append a QR code to email message check box.

. To send the activation password or QR Code separately from the activation instructions, select Send two

separate activation emails - first for complete instructions, second for password. If you decide to send only
one activation email, make sure that you include the activation password, the activation password variable, or
the QR Code in the first email.

In the Subject field, type a subject line for the second activation email.
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10.Customize the body text of the second activation email template and include the activation password, the
activation password variable, or select the Append a QR code to email message check box.

11.Click Save.

Create a template for compliance email notifications

You can create multiple email templates, customize them to apply to specific device types or groups of users, and
assign an appropriate template to each user account. When a user's device does not comply with a compliance
profile, BlackBerry UEM can send a personalized email message based on the assigned template. BlackBerry UEM
includes a default compliance violation email template that can be edited, but not deleted. If you don't assign a
different template to a user account, BlackBerry UEM uses the default template.

1. Onthe menu bar, click Settings > General settings.

2. Click Email templates.

3. Click +. Select Compliance violation.

4. In the Name field, type a name to identify this template.

5. In the Subject field, type a subject for the email message.

6. In the Message field, type the body text of the compliance email message. Use the HTML editor to select the
font format and to insert images, for example a corporate logo. Insert variables in the text to personalize the
message, for example you can use the variable %UserDisplayName% to insert the recipient's name. For a list of
available variables, see Default variables.

7. Click Save.

Create an event notification email template
You can create event notification email templates to associate with event notifications.

1. Onthe menu bar, click Settings > General settings.
Click Email templates.

Click + and select Event notification.
In the Name field, type a name to identify this template.
In the Subject field, complete one of the following tasks:
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+ Clear the Append event type to the email subject check box and type a subject.

+ Leave the Append event type to the email subject check box selected, and type additional text in the
subject field.

+ Leave the Append event type to the email subject check box selected.
6. In the Message field, type the body text of the event notification email.

+ Use the HTML editor to select the font format and to insert images (for example, your organization's logo).
+ To see sample text, click Suggested text.
7. Click Save.

Related concepts
Creating event notifications

Edit an email template

1. Onthe menu bar, click Settings > General settings.
2. Click Email templates.
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3. Click Default activation email or any existing template that you want to edit.

4. Edit the Name, Subject, or Message fields. If you make a mistake and want to start over, click Cancel to return
to the Email templates page.

5. When you have completed your changes, click Save.
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Wi-Fi, VPN, BlackBerry Secure Connect Plus, and other
work connections

You can use profiles to set up and manage work connections for devices in your organization. Work connections
define how devices connect to work resources in your organization's environment, such as mail servers, proxy
servers, Wi-Fi networks, and VPNs. You can specify settings for BlackBerry 10, iOS, macOS, Android, and Windows
devices in the same profile and then assign the profile to user accounts, user groups, or device groups.

Steps to set up work connections for devices

When you set up work connections for devices, you perform the following actions:

Step Action
Create profiles to configure how devices connect to work resources. For example, create
o an email profile, Wi-Fi profile, VPN profile, enterprise connectivity profile, and BlackBerry
Dynamics connectivity profile.
e If necessary, rank profiles.
e Assign profiles to user accounts, user groups, or device groups.

Best practice: Creating work connection profiles

Some work connection profiles can include one or more associated profiles. When you specify an associated
profile, you link an existing profile to a work connection profile, and devices must use the associated profile when
they use the work connection profile.

Consider the following guidelines:

Determine which work connections are required for devices in your organization.

Create profiles that you can associate with other profiles before you create the work connection profiles that
use them.

Use variables where appropriate.

You can associate certificate profiles and proxy profiles with various work connection profiles. You should create
profiles in the following order:

1. Certificate profiles
2. Proxy profiles
3. Work connection profiles such as email, VPN, and Wi-Fi

For example, if you create a Wi-Fi profile first, you cannot associate a proxy profile with the Wi-Fi profile when you
create it. After you create a proxy profile, you must change the Wi-Fi profile to associate the proxy profile with it.
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Related concepts

Sending certificates to devices using profiles

Related reference

Using variables in profiles

Setting up work Wi-Fi networks for devices

You can use a Wi-Fi profile to specify how devices connect to a work Wi-Fi network behind the firewall. You can
assign a Wi-Fi profile to user accounts, user groups, or device groups.

Device Apps and network connections

BlackBerry 10 By default, both work and personal apps can use the Wi-Fi profiles stored on
the device to connect to your organization's network. Work apps can also use
the BlackBerry Infrastructure to connect to your organization's network. If your
organization's security standards do not allow personal apps to access your
organization's network, or you want to limit connectivity options for work apps, you
can restrict connection options.

i0S, macOS, Android, Work and personal apps can use the Wi-Fi profiles stored on the device to connect
and Windows to your organization's network:

Create a Wi-Fi profile

The required profile settings vary for each device type and depend on the Wi-Fi security type and authentication
protocol that you select.

Before you begin:

+ If devices use certificate-based authentication for work Wi-Fi connections, create a CA certificate profile and
assign it to user accounts, user groups, or device groups. To send client certificates to devices, create a SCEP,
shared certificate, or user credential profile to associate with the Wi-Fi profile.

Note: Samsung KNOX Workspace devices don't support using certificates sent to devices by BlackBerry
UEM for Wi-Fi authentication. Users must set up certificate-based authentication manually on Samsung KNOX
Workspace devices.

+ For BlackBerry 10, i0S, macOS, Android Enterprise, and Samsung KNOX devices that use a proxy server for
work Wi-Fi connections, create a proxy profile to associate with the Wi-Fi profile.

+ If BlackBerry 10 devices use a VPN for work Wi-Fi connections, create a VPN profile to associate with the Wi-
Fi profile.

On the menu bar, click Policies and Profiles.

Click Networks and connections > Wi-Fi.

Click +.

Type a name and description for the Wi-Fi profile. This information is displayed on devices.

In the SSID field, type the network name of a Wi-Fi network.

If the Wi-Fi network does not broadcast the SSID, select the Hidden network check box.

Optionally, clear the check box for any device type that you do not want to configure the profile for.

Noaps wbd-=2
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8. Perform the following actions:

a) Click the tab for a device type.

b) Configure the appropriate values for each profile setting to match the Wi-Fi configuration in your
organization's environment. If your organization requires that users provide a username and password to
connect to the Wi-Fi network and the profile is for multiple users, in the Username field, type %Jser Nane%

For details about each profile setting, see Wi-Fi profile settings.
9. Repeat step 7 for each device type in your organization.
10.Click Add.

Related concepts

Sending certificates to devices using profiles
Wi-Fi profile settings

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Setting up work VPNs for devices

You can use a VPN profile to specify how BlackBerry 10, i0OS, macOS, Samsung KNOX Workspace, and Windows
10 devices connect to a work VPN. You can assign a VPN profile to user accounts, user groups, or device groups.
For BlackBerry 10 devices, you can also associate a VPN profile with a Wi-Fi profile.

To connect to a work VPN Android, other than Samsung KNOX Workspace, device users must manually configure
the VPN settings on their devices.

Device Apps and network connections

BlackBerry 10 By default, both work and personal apps can use the VPN profiles stored on
the device to connect to your organization's network. Work apps can also use
the BlackBerry Infrastructure to connect to your organization's network. If your
organization's security standards do not allow personal apps to access your
organization's network, or you want to limit connectivity options for work apps, you
can restrict connection options.

i0S Work and personal apps can use the VPN profiles stored on the device to connect
to your organization's network. You can enable per-app VPN for a VPN profile to
limit the profile to the work apps that you specify.

You can enable VPN on demand to have devices connect automatically to a VPN
in a particular domain. For example, you can specify your organization's domain to
allow users access to your intranet content using VPN on demand.

macO0S You can configure VPN profiles to allow apps to connect to your organization's
network. You can enable VPN on demand to have devices connect automatically
to a VPN in a particular domain. For example, you can specify your organization's
domain to allow users access to your intranet content using VPN on demand.
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Device Apps and network connections

KNOX Workspace Work apps can use the VPN profiles stored on the device to connect to your
organization's network.

You can enable per-app VPN to limit the profile to the work apps that you specify.

A supported VPN client app must be installed on the device. Cisco
AnyConnect and Juniper are supported.

Note: The Juniper app supports only SSL VPN.

Windows 10 You can configure VPN profiles to allow apps to connect to your organization's
network. In the VPN profile, you can specify a list of apps that must use the VPN.

Create a VPN profile

The required profile settings vary for each device type and depend on the VPN connection type and authentication
type that you select.

Note: Some devices may be unable to store the xAuth password. For more information, visit
support.blackberry.com/kb to read KB30353.

Before you begin:

+ If devices use certificate-based authentication for work VPN connections, create a CA certificate profile and
assign it to user accounts, user groups, or device groups. To send client certificates to devices, create a user
credential, SCEP, or shared certificate profile to associate with the VPN profile.

+ For BlackBerry 10, i0S, macOS, and Samsung KNOX Workspace devices that use a proxy server, create a proxy
profile to associate with the VPN profile. (The proxy server for Windows 10 devices is configured in the VPN
profile.)

+  For KNOX Workspace devices, add the appropriate VPN client app to the app list and assign it to user
accounts, user groups, or device groups. The supported VPN client apps are Cisco AnyConnect and Juniper.
On the menu bar, click Policies and Profiles.

Click Networks and connections > VPN.

Click +.

Type a name and description for the VPN profile. This information is displayed on devices.
Optionally, clear the check box for any device type that you do not want to configure the profile for.
Perform the following actions:

a) Click the tab for a device type.

b) Configure the appropriate values for each profile setting to match the VPN configuration in your
organization's environment. If your organization requires that users provide a username and password to
connect to the VPN and the profile is for multiple users, in the Username field, type %Jser Nane%

For details about each profile setting, see VPN profile settings.
7. Repeat step 5 for each device type in your organization.
8. Click Add.
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Related concepts

Sending certificates to devices using profiles
VPN profile settings
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Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Enabling VPN on demand for iOS or macOS devices

VPN on demand allows you to specify whether an iOS or macOS device connects automatically to a VPN in a
particular domain. Client certificates provide authentication for the user's device when accessing the particular
domain. For example, you can specify your organization's domain to allow users access to your intranet content
using VPN on demand.

Related reference
i0OS and macOS: VPN profile settings

Enabling per-app VPN

You can set up per-app VPN for i0S, Samsung KNOX Workspace, and Windows 10 devices to specify which apps
on devices must use a VPN for their data in transit. Per-app VPN helps decrease the load on your organization’s
VPN by enabling only certain work traffic to use the VPN (for example, accessing application servers or webpages
behind the firewall). This feature also supports user privacy and increases connection speed for personal apps by
not sending the personal traffic through the VPN.

For iOS devices, apps are associated with a VPN profile when you assign the app or app group to a user, user
group, or device group.

For Samsung KNOX Workspace devices, apps are added to the "Apps allowed to use the VPN connection" setting
in the VPN profile.

For Windows 10 devices, apps are added to the "App trigger list" setting in the VPN profile.

Related reference

i0OS and macOS: VPN profile settings
Android: VPN profile settings
Windows 10: VPN profile settings

How BlackBerry UEM chooses which per-app VPN settings to assign to iOS devices

Only one VPN profile can be assigned to an app or app group. BlackBerry UEM uses the following rules to
determine which per-app VPN settings to assign to an app on iOS devices:

Per-app VPN settings that are associated with an app directly take precedence over per-app VPN settings
associated indirectly by an app group.

Per-app VPN settings that are associated with a user directly take precedence over per-app VPN settings
associated indirectly by a user group.

Per-app VPN settings that are assigned to a required app take precedence over per-app VPN settings assigned
to an optional instance of the same app.

Per-app VPN settings that are associated with the user group name that appears earlier in the alphabetical list
takes precedence if the following conditions are met:

An app is assigned to multiple user groups
The same app appears in the user groups
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The app is assigned in the same way, either as a single app or an app group
The app has the same disposition in all assignments, either required or optional

For example, you assign Cisco WebEx Meetings as an optional app to the user groups Development and
Marketing. When a user is in both groups, the per-app VPN settings for the Development group is applied to the
WebEx Meetings app for that user.

If a per-app VPN profile is assigned to a device group, it takes precedence over the per-app VPN profile that is
assigned to the user account for any devices that belong to the device group.

Setting up proxy profiles for devices

You can specify how devices use a proxy server to access web services on the Internet or a work network.
For BlackBerry 10, iOS, macOS, and Android devices, you create a proxy profile. For Windows 10 devices, you add
the proxy settings in the Wi-Fi or VPN profile.

Unless noted otherwise, proxy profiles support proxy servers that use basic or no authentication.

Device Proxy configuration
BlackBerry 10 Create a proxy profile and associate it with the profiles that your organization
uses, which can include any of the following:
Wi-Fi
VPN

Enterprise connectivity

i0S Create a proxy profile and associate it with the profiles that your organization
uses, which can include any of the following:

Wi-Fi
VPN

You can also assign a proxy profile to user accounts, user groups, or device
groups.

Note: A proxy profile that is assigned to user accounts, user groups, or device
groups is a global proxy for supervised devices only and takes precedence over a
proxy profile that is associated with a Wi-Fi or VPN profile. Supervised devices use
the global proxy settings for all HTTP connections.

macO0S Create a proxy profile and associate it with a Wi-Fi or VPN profile.
macOS applies profiles to user accounts or devices. Proxy profiles are applied to
devices.

Android For Android Enterprise devices, create a proxy profile and associate it with a Wi-
Fi profile.

Android 8.0 and later devices with MDM controls or User privacy activations don't
support Wi-Fi profiles with proxy settings. If a device with one of these activation
types is upgraded to Android 8.0, Wi-Fi profiles that have an associated proxy
profile will be removed from the device.
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Device Proxy configuration

Samsung KNOX Create a proxy profile and associate it with the profiles that your organization
uses. The following conditions apply:

For Wi-Fi profiles, only proxy profiles with manual configuration are supported
on KNOX devices. Proxy profiles that you associate with Wi-Fi profiles support
proxy servers that use basic, NTLM, or no authentication.

For VPN and enterprise connectivity profiles, proxy profiles with manual
configuration are supported on Samsung KNOX Workspace devices that

use KNOX 2.5 and later. Proxy profiles with PAC configuration are supported
on KNOX Workspace devices that use a version of KNOX that is later than 2.5.

Note: To use a proxy profile with an enterprise connectivity profile, BlackBerry
Secure Connect Plus must be enabled.

You can also assign a proxy profile to user accounts, user groups, or device
groups. The following conditions apply:

On KNOX Workspace devices, the profile configures the browser proxy settings
in the work space.

On Samsung KNOX MDM devices, the profile configures the browser proxy
settings on the device.

Note: PAC configuration is not supported on KNOX Workspace devices that
use KNOX 2.5 and earlier and KNOX MDM devices.

Windows 10 Create a Wi-Fi or VPN profile and specify the proxy server information in the profile
settings. The following conditions apply:

Wi-Fi proxy supports only manual configuration and is supported only
on Windows 10 Mobile devices.

VPN proxy supports PAC or manual configuration.

Create a proxy profile

If your organization uses a PAC file to define proxy rules, you can select PAC configuration to use the proxy server
settings from the PAC file that you specify. Otherwise, you can select manual configuration and specify the proxy
server settings directly in the profile.

On the menu bar, click Policies and profiles.

Click Networks and connections > Proxy.

Click +.

Type a name and description for the proxy profile.
Click the tab for a device type.
Perform one of the following tasks:

car N
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Task Steps

Specify PAC configuration In the Type drop-down list, verify that PAC configuration is selected.
settings b. Inthe PAC URL field, type the URL for the web server that hosts
the PAC file and include the PAC file name (for example, http://
www.example.com/PACfile.pac). The PAC file should not be hosted on a
server that hosts BlackBerry UEM or any of its components.
c. On the BlackBerry tab, perform the following actions:

o

1. If your organization requires that users provide a username and
password to connect to the proxy server and the profile is for
multiple users, in the Username field, type %Jser Nane% If the
proxy server requires the domain name for authentication, use the
format <domain>\<username>.

2. Inthe User can edit drop-down list, click the proxy settings
that BlackBerry 10 device users can change. The default setting
is Read only.

In the Type drop-down list, click Manual configuration.

In the Host field, type the FQDN or IP address of the proxy server.
In the Port field, type the port number of the proxy server.

If your organization requires that users provide a username and
password to connect to the proxy server and the profile is for
multiple users, in the Username field, type %Jser Nane % If the
proxy server requires the domain name for authentication, use the
format <domain>\<username>.

e. On the BlackBerry tab, perform the following actions:

Specify manual
configuration settings
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1. Inthe User can edit drop-down list, click the proxy settings
that BlackBerry 10 device users can change. The default setting
is Read only.

2. Optionally, you can specify a list of addresses that users can access
directly from their BlackBerry 10 devices without using the proxy
server. In the Exclusion list field, type the addresses (FQDN or IP) and
use a semicolon (;) to separate the values in the list. You can use the
wildcard character (*) in an FQDN or IP (for example, *.example.com
or 192.0.2.%).

7. Repeat steps 4 and 5 for each device type in your organization.
8. Click Add.

After you finish:

+ Associate the proxy profile with a Wi-Fi, VPN, or enterprise connectivity profile.

+ If necessary, rank profiles. The ranking that you specify applies only if you assign a proxy profile to user groups
or device groups.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account
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Using enterprise connectivity and BlackBerry Secure Connect Plus for
connections to work resources

You can use an enterprise connectivity profile to enable enterprise connectivity and BlackBerry Secure Connect
Plus for supported devices.

Enterprise connectivity

Enterprise connectivity sends all work data sent between BlackBerry 10 devices and your organization's network
through the BlackBerry Infrastructure to BlackBerry UEM. This feature allows you to avoid opening a direct
connection through your organization's firewall to the Internet for BlackBerry 10 device management and apps
that connect to your mail server, internal CA, and other web or content servers. Enterprise connectivity is always
enabled for BlackBerry 10 devices, even if you don't use BlackBerry Secure Connect Plus. These devices choose
the most efficient path based on network availability.

BlackBerry Secure Connect Plus

BlackBerry Secure Connect Plus is a BlackBerry UEM component that provides a secure IP tunnel between apps
and your organization's network:

+  For BlackBerry 10 and Android devices with a work profile, all work apps use the secure tunnel.

+ For Samsung KNOX Workspace devices, you can allow all work space apps to use the tunnel or specify apps
using per-app VPN

+ ForiOS devices, you can allow all apps to use the tunnel or specify apps using per-app VPN.

Note: If BlackBerry Secure Connect Plus is not available in your region, you must manually disable it
for Android devices in the Enterprise connectivity profile.

The secure IP tunnel gives users access to work resources behind your organization’s firewall while ensuring the
security of data using standard protocols and end-to-end encryption.

BlackBerry Secure Connect Plus and a supported device establish a secure IP tunnel when it is the best available
option for connecting to the organization’s network. If a device is assigned a Wi-Fi profile or VPN profile, and the
device can access the work Wi-Fi network or VPN, the device uses those methods to connect to the network. If
those options are not available (for example, if the user is not in range of the work Wi-Fi network), then BlackBerry
Secure Connect Plus and the device establish a secure IP tunnel.

For iOS devices, if you configure per-app VPN for BlackBerry Secure Connect Plus, the configured apps always
use a secure tunnel connection through BlackBerry Secure Connect Plus, even if the app can connect to the
work Wi-Fi network or VPN specified in a Wi-Fi or VPN profile.

Supported devices communicate with BlackBerry UEM to establish the secure tunnel through the BlackBerry
Infrastructure. One tunnel is established for each device. The tunnel supports standard IPv4 protocols (TCP and
UDP). As long as the tunnel is open, apps can access network resources. When the tunnel is no longer required
(for example, the user is in range of the work Wi-Fi network), it is terminated.

BlackBerry Secure Connect Plus offers the following advantages:

+ The IP traffic that is sent between devices and BlackBerry UEM is encrypted end-to-end using AES256,
ensuring the security of work data.

+ BlackBerry Secure Connect Plus provides a secure, reliable connection to work resources when a device user
cannot access the work Wi-Fi network or VPN.

+ BlackBerry Secure Connect Plus is installed behind your organization’s firewall, so data travels through a
trusted zone that follows your organization’s security standards.

For more information about how enterprise connectivity and BlackBerry Secure Connect Plus transfer data to and
from devices, see the Architecture content.
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Steps to enable BlackBerry Secure Connect Plus

When you enable BlackBerry Secure Connect Plus, you perform the following actions:

Action

Verify that your organization's BlackBerry UEM domain meets the requirements to use
BlackBerry Secure Connect Plus.

Verify that BlackBerry Secure Connect Plus is enabled in the Default enterprise connectivity
profile or in a custom enterprise connectivity profile that you create.

Optionally, specify the DNS settings for the BlackBerry Connectivity app.

If your environment includes Android devices with a work profile and Samsung KNOX
Workspace devices that are BlackBerry Dynamics enabled, optimize secure tunnel
connections.

-
]
o

o Assign the enterprise connectivity profile to users and groups.

Server and device requirements
To use BlackBerry Secure Connect Plus, your organization's environment must meet the following requirements.
For the BlackBerry UEM domain:

+  Your organization's firewall must allow outbound connections over port 3101 to <region>.turnb.bbsecure.com
and <region>.bbsecure.com. If you configure BlackBerry UEM to use a proxy server, verify that the proxy
server allows connections over port 3101 to these subdomains. For more information about domains and IP
addresses to use in your firewall configuration, visit http://support.blackberry.com/kb to read article KB36470.

+ In each BlackBerry UEM instance, the BlackBerry Secure Connect Plus component must be running.

+ By default, Android devices that have a work profile are restricted from using BlackBerry Secure Connect
Plus to connect to Google Play and underlying services (com.android.providers.media, com.android.vending,
and com.google.android.apps.gcs). Google Play does not have proxy support. Android devices that have a
work profile use a direct connection over the Internet to Google Play.

These restrictions are configured in the Default enterprise connectivity profile and in any new enterprise
connectivity profiles that you create. It is recommended to keep these restrictions in place. If you remove
these restrictions, you must contact Google Play support for the firewall configuration required to allow
connections to Google Play using BlackBerry Secure Connect Plus.

Note: If your environment includes KNOX Workspace and Android work profile devices that with BlackBerry
Dynamics apps, see Optimize secure tunnel connections for Android devices that use BlackBerry Dynamics apps.

For supported devices:
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Device Requirements

BlackBerry 10 + BlackBerry 10 OS version 10.3.2 or later
+ Any of the following activation types:

+  Work and personal - Corporate
+  Work space only
+  Work and personal - Regulated

Samsung KNOX Workspace « Android 5.0 or later
«  Samsung KNOX MDM 5.0 or later
+  Samsung KNOX 2.3 or later
+ Any of the following activation types:

«  Work space only (Samsung KNOX)
+  Work and personal - full control (Samsung KNOX)
- Work and personal - user privacy (Samsung KNOX)

Android Enterprise devices « Android 5.1 or later
+ Any of the following activation types:

+  Work space only (Premium)
+  Work and personal - user privacy (Premium)

i0S « i0S 9 or later
« Devices must be activated using the BlackBerry UEM Client, available from
the App Store

+  MDM controls activation type

For more information about the licenses that are required to use BlackBerry Secure Connect Plus, see the
Licensing content.

Load balancing and high availability for BlackBerry Secure Connect Plus

If a domain includes more than one BlackBerry UEM instance, the BlackBerry Secure Connect Plus component
in each instance runs and processes data. Data is load-balanced across all BlackBerry Secure Connect Plus
components in the domain.

High availability failover is available for BlackBerry 10, Samsung KNOX Workspace, Android devices that have

a work profile, and iOS devices. If a device is using a secure tunnel and the current BlackBerry Secure Connect
Plus component becomes unavailable, the BlackBerry Infrastructure assigns the device to a BlackBerry Secure
Connect Plus component on another BlackBerry UEM instance. The device resumes use of the secure tunnel with
minimal disruption.

BlackBerry Secure Connect Plus and the BlackBerry Connectivity Node

You can install one or more instances of the BlackBerry Connectivity Node to add additional instances of the
device connectivity components to your organization’s domain. Each BlackBerry Connectivity Node contains
an active instance of BlackBerry Secure Connect Plus that can process device data and establish secure
connections.

You can also create server groups. A server group contains one or more instances of the BlackBerry Connectivity
Node. When you create a server group, you specify the regional data path that you want the components to use to
connect to the BlackBerry Infrastructure. For example, you can create a server group to direct device connections
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for BlackBerry Secure Connect Plus and the BlackBerry Secure Gateway to use the path for the United States

to the BlackBerry Infrastructure. You can associate email and enterprise connectivity profiles with a server
group. Any device that is assigned those profiles uses that server group’s regional connection to the BlackBerry
Infrastructure when it uses any of the components of the BlackBerry Connectivity Node.

If a server group contains multiple instances of the BlackBerry Connectivity Node, devices can use any instance
that is running. Device connections are load balanced across the available instances in the group. If no instances
are available, devices cannot use those components for secure connections. At least one of the instances must
be available.

For more information about planning for and installing a BlackBerry Connectivity Node, see the Planning
content and the Installation and upgrade content.

Enabling and configuring enterprise connectivity and BlackBerry Secure Connect Plus
You use an enterprise connectivity profile to enable enterprise connectivity and BlackBerry Secure Connect Plus.

+ BlackBerry 10 devices support enterprise connectivity both with and without BlackBerry Secure Connect Plus.
You cannot disable enterprise connectivity for BlackBerry 10 devices.

+ Android devices with a work profile, Samsung KNOX Workspace devices, and iOS devices, support enterprise
connectivity through BlackBerry Secure Connect Plus.

Note: If you use an email profile to enable the BlackBerry Secure Gateway for iOS devices, it is a best practice to
configure per-app VPN for BlackBerry Secure Connect Plus. For more information about the BlackBerry Secure
Gateway, see Protecting email data using the BlackBerry Secure Gateway.

Note: If your environment includes Android devices with a work profile and Samsung KNOX Workspace devices
with BlackBerry Dynamics apps, see Optimize secure tunnel connections for Android devices that use BlackBerry
Dynamics apps.

Create an enterprise connectivity profile

If you want to use an enterprise connectivity profile to configure BlackBerry Secure Connect Plus, see Enable
BlackBerry Secure Connect Plus instead of this task.

By default, BlackBerry UEM assigns the Default enterprise connectivity profile to all users. You can edit the default
profile or you can create new enterprise connectivity profiles.

Before you begin: If necessary, create a proxy profile.

1. On the menu bar, click Policies and Profiles.
Click Networks and connections > Enterprise connectivity.

Click +.

Type a name and description for the profile. Each enterprise connectivity profile must have a unique name.
Perform the following actions:

a) Click the tab for a device type.

b) If enterprise connectivity is enabled and you use a proxy, select a proxy profile.

6. Repeat step 4 for each supported device type in your organization.

7. Click Add.

a bk 0N

After you finish: If necessary, rank profiles.

Related concepts

Enterprise connectivity profile settings
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Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Enable BlackBerry Secure Connect Plus

If you want to allow devices to use BlackBerry Secure Connect Plus, you must enable BlackBerry Secure Connect
Plus in an enterprise connectivity profile and assign the profile to users and groups. By default, BlackBerry Secure
Connect Plus is enabled for BlackBerry 10 and supported Android devices. For iOS devices, BlackBerry Secure
Connect Plus is not enabled by default.

You can do one of the following:

+ Verify that BlackBerry Secure Connect Plus is enabled in the Default enterprise connectivity profile for the
appropriate device types. If a user account is not assigned a custom enterprise connectivity profile directly or
through group membership, BlackBerry UEM assigns the Default profile.

+ Create a custom enterprise connectivity profile using the following instructions and assign it to users and
groups.

When the enterprise connectivity profile is applied to the device after activation, BlackBerry UEM installs the
BlackBerry Connectivity app on the device (for Android devices that have a work profile, the app is installed
automatically from Google Play; for iOS devices, the app is installed automatically from the App Store). On
BlackBerry 10 devices, the app is hidden and does not require user interaction.

BlackBerry releases new versions of the app to support new features and enhancements. For instructions on
upgrading the app, and to learn about the latest known and fixed issues, see the BlackBerry Connectivity app
Release Notes.

1. In the management console, on the menu bar, click Policies and Profiles.

2. Click Networks and connections > Enterprise connectivity.

3. Click+.

4. If you created and configured one or more server groups to direct BlackBerry Secure Connect Plus traffic to

a specific regional path to the BlackBerry Infrastructure, in the BlackBerry Secure Connect Plus server group
drop-down list, click the appropriate server group.

5. Configure the appropriate values for the profile settings for each device type. For more information about each
profile setting, see Enterprise connectivity profile settings.

6. Click Add.

7. Assign the profile to groups or user accounts.

8. If you configured per-app VPN for iOS devices, when you assign an app or app group, associate it with the
appropriate enterprise connectivity profile.

After you finish:

+ 0On Samsung KNOX Workspace and Android devices that have a work profile, the BlackBerry Connectivity app
prompts users to allow it to run as a VPN and to allow access to private keys on the device. Instruct users to
accept the requests. Samsung KNOX Workspace, Android devices that have a work profile, and iOS device
users can open the app to view the status of the connection. No further action is required from users.

+ If you created more than one enterprise connectivity profile, rank the profiles.

+ If you want to implement custom encryption for BlackBerry Secure Connect Plus, you must complete extra
configuration tasks before users activate BlackBerry 10 devices. See "Implementing custom encryption."

+ If you are troubleshooting a connection issue with a KNOX Workspace, Android device that has a work
profile, or iOS device, the app allows the user to send the device logs to an administrator's email address (the
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user enters an email address that you must provide). Note that the logs are not viewable with Winzip. It is
recommended to use another utility such as 7-Zip.

Related concepts

Enterprise connectivity profile settings

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account
Rank profiles

Specify the DNS settings for the BlackBerry Connectivity app

You can specify the DNS servers that you want the BlackBerry Connectivity app to use for secure tunnel
connections. You can also specify DNS search suffixes. If you do not specify DNS settings, the app obtains DNS
addresses from the computer that hosts the BlackBerry Secure Connect Plus component, and the default search
suffix is the DNS domain of that computer.

If you create and configure one or more server groups to direct BlackBerry Secure Connect Plus connections to a
specific regional path to the BlackBerry Infrastructure, you can specify DNS settings specific to each server group.
If you do, the DNS settings for a server group take precedence over the global DNS settings that you specify using
the following steps. For more information about creating and configuring server groups, see the Installation and
upgrade content.

1. Onthe menu bar, click Settings.

Click Infrastructure > BlackBerry Secure Connect Plus.

Select the Manually configure DNS servers check box and click +.
Type the DNS server address in dot-decimal notation (for example, 192.0.2.0). Click Add.

If necessary, repeat steps 3 and 4 to add more DNS servers. In the DNS servers table, click the arrows in
the Ranking column to set the priority for the DNS servers.

6. If you want to specify DNS search suffixes, complete the following steps:

o 0N

a) Select the Manage DNS search suffixes manually check box and click +.
b) Type the DNS search suffix (for example, domain.com). Click Add.

7. If necessary, repeat step 6 to add more DNS search suffixes. In the DNS search suffix table, click the arrows in
the Ranking column to set the priority for the DNS servers.

8. Click Save.

Optimize secure tunnel connections for Android devices that use BlackBerry Dynamics apps

If you enable BlackBerry Secure Connect Plus and your environment includes BlackBerry Dynamics apps installed
on Android devices that have a work profile or Samsung KNOX Workspace devices, it is recommended that you
configure the BlackBerry Dynamics connectivity profile assigned to these devices to disable BlackBerry Proxy.
Using both BlackBerry Proxy and BlackBerry Secure Connect Plus might delay network activity from the apps
because the data is routed to both network components.

1. On the menu bar, click Policies and Profiles.
2. Click Networks and connections > BlackBerrry Dynamics connectivity.
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3. Select the profile that is assigned to Android devices that have a work profile and Samsung KNOX Workspace
devices.

4. Click 7/
. Clear the Route all traffic check box.
6. Click Save.

a

Related reference

BlackBerry Dynamics connectivity profile settings

Direct BlackBerry 10 work space traffic through BlackBerry Secure Connect Plus when a Wi-Fi network is available

If you use BlackBerry UEM to configure a Wi-Fi profile and assign it to BlackBerry 10 devices, the devices prioritize
the work Wi-Fi network above BlackBerry Secure Connect Plus. If the work Wi-Fi network is not available, and
devices are not assigned a VPN profile or cannot access the VPN, devices use BlackBerry Secure Connect Plus.
You have the option of directing all work space traffic through BlackBerry Secure Connect Plus even when devices
can access the work Wi-Fi network. You may choose to use this option if your organization’s security standards
prevent device connections to work resources over the Wi-Fi network.

Note: Enabling this feature directs all work space traffic that would typically use the work Wi-Fi network through

a secure connection to the BlackBerry Infrastructure. This feature may have an impact on your organization’s data
usage and network costs. Verify that this is your organization’s preferred configuration before you enable this
feature.

Before you begin: In the IT policy that is assigned to BlackBerry 10 device users, verify that the "Force network
access control for work apps" IT policy rule is not selected.

1. Onthe menu bar, click Policies and Profiles.

2. Click Networks and connections > Wi-Fi.

Click a Wi-Fi profile that is assigned to BlackBerry 10 device users.

Click /.

On the BlackBerry tab, in the Associated profiles section, select the Use an enterprise connectivity profile
with a BlackBerry Secure Connect Plus connection for work data check box.

6. Click Save.

W
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After you finish: If you created and assigned multiple Wi-Fi profiles, repeat this task as necessary.

Related reference
BlackBerry 10: Wi-Fi profile settings

Troubleshooting BlackBerry Secure Connect Plus

Consider the following issues if you are having trouble setting up BlackBerry Secure Connect Plus.

The BlackBerry Secure Connect Plus Adapter goes into an “Unidentified network” state and stops working
Cause

This issue might occur if you restart the computer that hosts BlackBerry Secure Connect Plus.
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Solution - Windows Server 2008 R2 and Windows Server 2008 R2 SP1

1. In Server Manager, expand Roles > Network Policy and Access Services. Right-click Routing and Remote
Access and click Disable Routing and Remote Access.

Right-click Routing and Remote Access and click Configure and Enable Routing and Remote Access.
3. Complete the setup wizard, selecting these options:

N

a. On the Configuration screen, select Network address translation (NAT).
b. Onthe NAT Internet Connection screen, select Use this public interface to connect to the Internet. Verify
that BlackBerry Secure Connect Plus is displayed in the list of network interfaces.

4. Expand Roles > Network Policy and Access Services > Routing and Remote Access > IPv4 and click NAT.
Open the Local Area Connection properties and select Public interface connected to the Internet and Enable
NAT on this interface. Click OK.

5. Open the BlackBerry Secure Connect Plus properties and select Private interface connected to private
network. Click OK.

6. Right-click Routing and Remote Access and click All Tasks > Restart.
7. Inthe Windows Services, restart the BlackBerry UEM — BlackBerry Secure Connect Plus service.

In Network Connections, it may take a few minutes before the BlackBerry Secure Connect Plus Adapter displays a
successful connection.

Download and install the hotfix in the Windows KB article NAT functionality fails on a Windows Server 2008 R2
SP1-based RRAS server.

Solution - Windows Server 2012

1. In Server Manager, click Manage > Add Roles and Features. Click Next until you get to the Features screen.
Expand Remote Server Administration Tools > Role Administration Tools and select Remote Access
Management Tools. Complete the wizard to install the tools.

Click Tools > Remote Access Management.

Under Configuration, click DirectAccess and VPN.

Under VPN, click Open RRAS Management.

Right-click the Routing and Remote Access Server and click Disable Routing and Remote Access.

Right-click the Routing and Remote Access server and click Configure and Enable Routing and Remote
Access.

7. Complete the setup wizard, selecting these options:

cakwid

a. On the Configuration screen, select Network address translation (NAT).

b. On the NAT Internet Connection screen, select Use this public interface to connect to the Internet. Verify
that BlackBerry Secure Connect Plus is displayed in the list of network interfaces.

8. Open Routing and Remote Access > <server_name> > IPv4 and click NAT. Open the Local Area Connection
properties and select Public interface connected to the Internet and Enable NAT on this interface. Click OK.

9. Open the BlackBerry Secure Connect Plus properties and select Private interface connected to private
network. Click OK.

10.Right-click the Routing and Remote Access Server and click All Tasks > Restart.
11.In the Windows Services, restart the BlackBerry UEM — BlackBerry Secure Connect Plus service.

Download and install the hotfix in the Windows KB article NAT functionality fails on a Windows Server 2012-based
RRAS server.
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BlackBerry Secure Connect Plus does not start

Possible cause

The TCP/IPv4 settings for the BlackBerry Secure Connect Plus Adapter might not be correct.
Possible solution

In Network Connections > BlackBerry Secure Connect Plus Adapter > Properties > Internet Protocol Version 4
(TCP/IPv4) > Properties, verify that Use the following IP address is selected, with the following default values:

« IPaddress: 172.16.0.1
+  Subnet mask: 255.255.0.0

If necessary, correct these settings and restart the server.

BlackBerry Secure Connect Plus stops working after a BlackBerry UEM upgrade
Cause

This issue might occur if the server wasn't restarted during an RRAS update before BlackBerry UEM is upgraded to
version 12.7, which causes NAT/routing setup to fail during the upgrade.

Solution

Restart the server.
In the Windows Services, stop the BlackBerry UEM — BlackBerry Secure Connect Plus service.
As an administrator, start Windows PowerShell (64-bit) or open a command prompt.

Navigate to <dri ve>: \ Program Fi | es\ Bl ackBer r y\ UEMSecur eConnect Pl us\ confi g\ bl ackberry
\" and Run configureRRAS.bat

5. Navigate to <dri ve>:\ Program Fi | es\ Bl ackBer r y\ UEMSecur eConnect Pl us\ confi g\ and Run
configure-network-interface.cmd

6. Inthe Windows Services, start the BlackBerry UEM - BlackBerry Secure Connect Plus service.

PN

View the log files for BlackBerry Secure Connect Plus

Two log files, located by default at <drive>:\Program Files\BlackBerry\UEM\Logs\<yyyymmdd>, record data about
BlackBerry Secure Connect Plus:

+  BSCP: log data about the BlackBerry Secure Connect Plus server component
+ BSCP-TS: log data for connections with the BlackBerry Connectivity app

On each computer that hosts a BlackBerry Connectivity Node instance, the log files for BlackBerry Secure Connect
Plus are located at <drive>:\Program Files\BlackBerry\BlackBerry Connectivity Node\Logs\<yyyymmdd>.
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Purpose

Log file

Example

Verify that BlackBerry
Secure Connect Plus

is connected to the
BlackBerry Infrastructure

Verify that BlackBerry
Secure Connect Plus is
ready to receive calls
from the BlackBerry
Connectivity app on
devices

Verify that devices are
using the secure tunnel

Verify that BlackBerry
Secure Connect Plus is
using custom transcoder
settings

Verify that devices
are using a custom
transcoder

BSCP

BSCP-TS

BSCP-TS

BSCP

BSCP-TS

2015-01-19T13:17:47.540-0500 - BSCP {TcpClientConnectorNio#2}
logging.feature.bscp.service|logging.component.bscp.pss.bep [{}] -
DEBUG Received Ping from [id: 0x60bce5a3, /10.90.84.22:28231 =>
stratos.bcp.bblabs.rim.net/206.53.155.152:3101], responding with
Pong.2015-01-19T13:18:22.989-0500 - BSCP {ChannelPinger#1}
logging.feature.bscp.service|logging.component.bscp.pss.bcp [{}]

- DEBUG Sending Ping to [id: 0xb4a1677a,/10.90.84.22:28232 =>
stratos.bcp.bblabs.rim.net/206.53.155.152:3101]

47:[14:13:21.231312][l[3][AsioTurnSocket-1] Connected,
host=68-171-243-141.rdns.blackberry.net

48:[14:13:21.239312][l[3][AsioTurnSocket-1] Creating TURN
allocation

49:[14:13:21.405121][l[3][AsioTurnSocket-1] TURN allocation
created

74:[10:39:45.746926][[3][Tunnel-2FFEC51E] Sent: 2130.6 KB
(1733), Received: 201.9 KB (1370), Running: 00:07:00.139249

"configuration_def" : "com.rim.p2e.vpn.server.cipherSuite" } ],
"TRANSCODER", [ "provider", { "configuration_def" :
"com.rim.p2e.vpn.transcoder.provider" }, "server_library",

{ "configuration_def" : "com.rim.p2e.vpn.transcoder.server.library" },
"server_config_blob", { "configuration_def" :
"com.rim.p2e.vpn.transcoder.server.configBlob" } ] |

37:[13:41:39.800371][l[3][BlackBerry_1.0.0.1-25B212A5] Connected

Related concepts

Using log files

Setting up network connections for BlackBerry Dynamics apps

BlackBerry Dynamics connectivity profiles define the network connections, Internet domains, IP address ranges,
and app servers that devices can connect to when using BlackBerry Dynamics apps.

BlackBerry UEM includes a Default BlackBerry Dynamics connectivity profile with preconfigured settings. If
no BlackBerry Dynamics connectivity profile is assigned to a user account or a user group that a user belongs
to, BlackBerry UEM sends the Default BlackBerry Dynamics connectivity profile to a user's devices. BlackBerry
UEM automatically sends a BlackBerry Dynamics connectivity profile to a device when a user activates

it, when you update an assigned BlackBerry Dynamics connectivity profile, or when a different BlackBerry
Dynamics connectivity profile is assigned to a user account or device.
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Create a BlackBerry Dynamics connectivity profile

1. On the menu bar, click Policies and Profiles.
Click Networks and connections > BlackBerrry Dynamics connectivity

Click +.
Type a name and description for the profile.

Configure the appropriate values for the profile settings. For more information about each profile setting,
see BlackBerry Dynamics connectivity profile settings.

6. To add an app server for a BlackBerry Dynamics app, see Add an app server to a BlackBerry Dynamics
connectivity profile.

7. Click Add.
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After you finish: If necessary, rank profiles.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Related reference
BlackBerry Dynamics connectivity profile settings

Routing all BlackBerry Dynamics app data through BlackBerry Proxy

In the BlackBerry Dynamics connectivity profile, you can specify the servers that your users' BlackBerry
Dynamics apps are allowed to access through the firewall using BlackBerry Proxy.

If you select the Route all traffic option, all BlackBerry Dynamics app data, regardless of domain or subnet, is
routed through BlackBerry Proxy.

Routing all traffic through BlackBerry Proxy has the following benefits:

+  Web browsers and BlackBerry Dynamics apps on devices can connect to any server behind the firewall that is
reachable by BlackBerry Proxy.

* You can easily monitor data traffic between BlackBerry Dynamics apps and your resources.
You should be aware of the following considerations if you select the Route all traffic option:

+ Establishing connections to servers on the Internet can take longer.

+ If you are using a web proxy to allow access to external sites and have settings configured in your proxy to
restrict certain sites, when you select the Route all traffic option, you also need to set the proxy properties
in BlackBerry Proxy. Otherwise, apps will not be able to access external sites. For more information on
configuring BlackBerry Proxy settings, see the Configuration content.

+ BlackBerry Access can be configured with a PAC file that determines allowable sites. In this case, the PAC
file determines the proxy settings and the Route all traffic option has no effect. For more information, see the
BlackBerry Access Administration Guide.

Add an app server to a BlackBerry Dynamics connectivity profile

If you have a BlackBerry Dynamics app that is served from an app server or web server, you can specify the name
of that server and the priority of the BlackBerry Proxy clusters used for communication with it.

1. On the menu bar, click Policies and Profiles.
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Click Networks and connections > BlackBerrry Dynamics connectivity.

Click the BlackBerry Dynamics connectivity profile that you want to add an app server to.
Click /.

Under App servers, click Add.

Select the BlackBerry Dynamics app that you want to add an app server for.

Click Save.

In the table for the app, click +.
9. In the Server field, specify the FQDN of the app server.
10.In the Port field, specify the port of the BlackBerry Proxy cluster that is used to access the server.

11.In the Priority drop-down list, specify the priority of the BlackBerry Proxy cluster that must be used to reach the
domain.

12.In the Primary BlackBerry Proxy cluster drop-down list, specify the name of the BlackBerry Proxy cluster that
you want to set as the primary cluster.

13.In the Secondary BlackBerry Proxy cluster drop-down list, specify the name of the BlackBerry Proxy cluster
that you want to set as the secondary cluster.

14.Click Save.
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Using BlackBerry 2FA for secure connections to critical resources

BlackBerry 2FA protects access to your organization’s critical resources using two-factor
authentication. BlackBerry 2FA uses a password that users enter and a secure prompt on their mobile device each
time they attempt to access resources.

You manage BlackBerry 2FA from the BlackBerry UEM management console, where you use a BlackBerry

2FA profile to enable two-factor authentication for your users. To use the latest version of BlackBerry 2FA and its
associated features, such as preauthentication and self-rescue, your users must have the BlackBerry 2FA profile
assigned to them. For more information, see the BlackBerry 2FA content.

Setting up single sign-on authentication for devices

Using a single sign-on profile, you can enable BlackBerry 10 devices and certain iOS devices to authenticate
automatically with domains and web services in your organization’s network. After you assign a single sign-on
profile, the user is prompted for a username and password the first time they try to access a secure domain that
you specified. The login information is saved on the user’s device and used automatically when the user tries

to access any of the secure domains specified in the profile. When the user changes the password, the user is
prompted the next time they try to access a secure domain.

You can also use a single sign-on profile to specify trusted domains for certificates that you send to BlackBerry
10 devices using a SCEP profile. Once you specify trusted domains, BlackBerry 10 users can select the required
certificates when they access a trusted domain.

Single sign-on profiles support the following authentication types:

Authentication type Device 0OS Applies to

Kerberos i0S + Browser and apps
Can restrict which apps can use the profile
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Authentication type Device OS Applies to

BlackBerry 10 OS « Browser and apps in the work space

« NTLM BlackBerry 10 OS + Browser and apps in the work space

+ specify trusted
domains for SCEP
certificates

BlackBerry Dynamics apps also support Kerberos authentication. For more information, see Configuring Kerberos
for BlackBerry Dynamics apps.

Prerequisites: Using Kerberos authentication for devices

When Kerberos is used with devices, if a valid TGT is available on the devices, users aren't prompted for login
information when they access your organization's internal resources from the browser and apps in the work
space.

To configure Kerberos authentication for specific domains, you can upload your organization’s Kerberos
configuration file (krb5.conf). BlackBerry UEM supports the Heimdal implementation of Kerberos.

Verify that the configuration file meets the following requirements:

+ The Kerberos configuration must use TCP by default instead of UDP. Use the prefix tcp/ for KDC hosts.
+ If your organization uses VPN, the VPN gateway must allow traffic to the KDCs.

For more information on setting up Kerberos authentication for BlackBerry Dynamics apps, see Configuring
Kerberos for BlackBerry Dynamics apps.

Certificate-based authentication for iOS 8 and later

For devices that run iOS 8.0 and later, you can use certificates to authenticate iOS devices with domains and web
services in your organization’s network. You can add an existing shared certificate profile, SCEP profile, or user
credential profile to a single sign-on profile. When the browser or apps on iOS devices use certificate-based single
sign-on, users are authenticated automatically (as long as the certificate is valid) and do not have to enter login
information when they access the secure domains that you specified.

Related concepts

Sending the same client certificate to multiple devices
Using SCEP to send client certificates to devices

Create a single sign-on profile

Single sign-on profiles are supported for BlackBerry 10 and iOS devices. To set up single sign-on authentication
for BlackBerry Dynamics apps, see Configuring Kerberos for BlackBerry Dynamics apps

Before you begin:

+ If you want to configure Kerberos authentication for BlackBerry 10 devices, locate your
organization’s Kerberos configuration file (krb5.conf).

+ If you want to use certificate-based authentication for devices that run iOS 8.0 and later, create the necessary
shared certificate profile or SCEP profile.

1. Onthe menu bar, click Policies and Profiles.
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2. Click Networks and connections > Single sign-on.

3. Click+.

4. Type a name and description for the profile.
5. Perform any of the following tasks:

Task Steps

Configure Kerberos authenticatimn Click the iOS tab.

for i0S devices b. Under Kerberos, click +.

c. Inthe Name field, type a name for the configuration.

d. In the Principal name field, type the name of the Kerberos Principal,
using the format <primary>/<instance> @<realm> (for example, user /
admi n@l ackberry. exanpl e. com.

e. Inthe Realm field, type the Kerberos realm in uppercase letters (for
example, EXAMPLE.COM).

f. Inthe URL prefixes field, type the URL prefix for the sites that you
want devices to authenticate with. The prefix must begin with http://
or https://, and can include wildcard values (*) (for example, https://
www.blackberry.example.com/*).

9- To specify more URL prefixes, click =+ to add more fields.

h. it you want to limit the configuration to specific apps, click ~+ beside App
identifiers. Type the app bundle ID. You can use a wildcard value (*) to
match the ID to multiple apps. (for example, com.company.*).

i To specify more app identifiers, click =+ to add more fields.

j- If you want devices that run iOS 8.0 and later to use certificate-based
authentication, in the Credentials drop-down list, click Certificate, SCEP,
or User credential. In the certificate drop-down list, click the certificate
profile that you want to use.

k. Click Add.

I. If necessary, repeat steps 2 to 11 to add another Kerberos configuration.

Configure Kerberos authentice a. Click the BlackBerry tab.
for BlackBerry 10 devices b. Click Browse. Navigate to and select your
organization’s Kerberos configuration file (krb5.conf).
Configure NTLM a. Click the BlackBerry tab.
authepnca'uon or trusted b. Under Trusted domains, click +.
domains for SCEP . ) .
i c. Inthe Name field, type a name for the configuration.
certificates for BlackBerry . i o
10 devices d. In the Domain field, type a trusted subdomain or individual host where
the domain credentials can be used to authenticate automatically. Type
the server name as an FQDN, hostname, alias, or IP address. DNS names
can contain wildcards (*).
€. To specify more subdomains, click =+ to add more fields.
f. Click Add.
g. If necessary, repeat steps 2 to 6 to add another trusted domain.
6. Click Add.

After you finish: If necessary, rank profiles.
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Related concepts

Sending the same client certificate to multiple devices
Using SCEP to send client certificates to devices

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Filtering web content on iOS devices

You can use web content filter profiles to limit the websites that a user can view in Safari or other browser apps
on a supervised iOS device. You can assign web content filter profiles to user accounts, user groups, or device
groups.

When you create a web content filter profile, you can choose the allowed websites option that supports your
organization's standards for the use of mobile devices.

Note: This profile applies to supervised iOS devices only.

Allowed websites Description

Specific websites only This option allows access to only the websites that you specify. A bookmark is
created in Safari for each allowed website.

Limit adult content This option enables automatic filtering to identify and block inappropriate content.
You can also include specific websites using the following settings:

+ Permitted URLs: You can add one or more URLs to allow access to specific
websites. Users can view websites in this list regardless of whether automatic
filtering blocks access.

+ Blacklisted URLs: You can add one or more URLs to deny access to specific
websites. Users cannot view websites in this list regardless of whether
automatic filtering allows access.

Create a web content filter profile

When you create a web content filter profile, each URL that you specify must begin with http:// or https://. If
necessary, you should add separate entries for http:// and https:// versions of the same URL. DNS resolution does
not occur, so restricted websites could still be accessible (for example, if you specify http://www.example.com,
users might be able to access the website using the IP address).

1. On the menu bar, click Policies and Profiles.

Click Networks and connections > Web content filter.

Click +.
Type a name and description for the web content filter profile.
Perform one of the following tasks:

a s 0N
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Task Steps

Allow access to specific websites a. In the Allowed websites drop-down list, verify that Specific
only websites only is selected.

b. In the Specific website bookmarks section, click +.

c. Perform the following actions:

1. Inthe URL field, type a web address that you want to allow
access to.
2. Optionally, in the Bookmark path field, type the name of a
bookmark folder (for example, /Work/).
3. Inthe Title field, type a name for the website.
4. Click Add.
d. Repeat steps 2 and 3 for each allowed website.

Limit adult content a. Inthe Allowed websites drop-down list, click Limit adult content to
enable automatic filtering.
b. Optionally, perform the following actions:

1. Click + beside Permitted URLs.
2. Type a web address that you want to allow access to.
3. Repeat steps 2.a and 2.b for each allowed website.

c. Optionally, perform the following actions:

1. Click + beside Blacklisted URLs.
2. Type a web address that you want to deny access to.
3. Repeat steps 3.a and 3.b for each restricted website.

6. Click Add.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Managing email and web domains for iOS devices

You can use a managed domains profile to define certain email domains and web domains as "managed
domains" that are internal to your organization. Managed domains profiles apply only to devices running iOS 8 or
later with the MDM controls activation type.

After you assign a managed domains profile:

When a user creates an email message and adds a recipient email address with a domain that is not specified
in the managed domains profile, the device displays the address in red to warn the user that the recipient is
external to the organization. The device does not prevent the user from sending email to external recipients.

A user must use an app that is managed by BlackBerry UEM to view documents from a managed web domain
or documents downloaded from a managed web domain. The device does not prevent the user from visiting or
viewing documents from other web domains. The managed domains profile applies to the Safari browser only.
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Create a managed domains profile
Managed domains profiles apply only to devices running iOS 8 or later with the MDM controls activation type.

On the menu bar, click Policies and profiles.
Click Networks and connections > Managed domains.

Click +.

Type a name and description for the profile.
Optionally, in the Description field, type a description for the profile.

In the Managed email domains section, click +.

In the Email domains field, type a top-level domain name (for example, exanpl e. cominstead of
exanpl e. cont canada).

Click Add.

Noaps wbd-=
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9. Inthe Managed web domains section, click ~+. For examples of web domain formats, see Managed Safari
Web Domains in the iOS Developer Library.

10.In the Web domains field, type a domain name.

11.If you want to allow password autofill for the web domains that you specified, select the Allow password
autofill check box. This option is supported only for supervised iOS devices running iOS 9.3 or later.

12.Click Add.
13.Click Add.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Create an AirPrint profile

You can configure AirPrint profiles and assign them to devices that run iOS 7 or later so that users don't have to
configure printers manually. AirPrint profiles can help users find printers that support AirPrint, are accessible to
them, and for which they have the required permissions.

1. Onthe menu bar, click Policies and Profiles.

2. Click Networks and connections > AirPrint.
3. Click t.
4. Type a name and description for the AirPrint profile.
5. In the AirPrint configuration section, click +
6. In the IP Address field, type the IP address of the printer or AirPrint server.
7. Optionally, in the Resource Path field, type the resource path of the printer.
The printer's resource path corresponds to the r p parameter of the _i pps. t cp Bonjour record. For example:
printers/<printer series>
printers/<printer model>
ipp/print
IPP_Printer
8. Click Add.
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9. Click Add.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Configuring AirPlay profiles for iOS devices

You can configure AirPlay profiles and assign them to devices that run iOS 7 or later. AirPlay is an iOS feature
that lets you display photos or stream music and video to compatible AirPlay devices such as AppleTV, AirPort
Express, or AirPlay enabled speakers.

With an AirPlay profile you can set passwords for specific AirPlay devices to make sure that only authorized
users can access them. You can also create an allowed list of destination devices to make sure that

supervised iOS devices can only connect to the AirPlay devices that you specify. You can assign AirPlay profiles
to user accounts, user groups, or device groups.

Example: Set a password for an AirPlay device

If you want to restrict access to a specific AirPlay device, add the name of the device and set a

password. iOS device users with that AirPlay profile will have to type the password to access that AirPlay device.
Note that the password is required by the AirPlay profile, not by the AirPlay device itself. iOS device users who
don't have that AirPlay profile can still access the AirPlay device without the password.

Example: Create a list of AirPlay devices for supervised i0S devices

If you want to allow supervised iOS devices to stream content only to specific devices, you can add the device
ID. Supervised devices will only be able to stream content to the devices that you specify. Devices that are not
supervised will not be affected by this list.

Create an AirPlay profile

On the menu bar, click Policies and Profiles.
Click Networks and connections > AirPlay.

Click +.
Type a name and description for the AirPlay profile.

Click + in the Allowed destination devices section.

In the Device name field, type the name of the AirPlay device you want to add. You can find the name of
the AirPlay device in the device settings or you can look up the name of the device by tapping AirPlay in the
Control Center of an iOS device to see a list of available AirPlay devices near you.

7. In the Password field, type a password.

8. Click Add.

9. Click + in the Allowed destination devices for supervised devices section.

10.In the Device ID field, type the device ID of the AirPlay device you want to add. You can find the device ID of the
AirPlay device in the device settings. For more information about finding the device ID, see the documentation
for your Apple product.

11.Click Add.

U S o e

| Wi-Fi, VPN, BlackBerry Secure Connect Plus, and other work connections | 110



Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Controlling network usage for work apps on iOS devices

You can use a network usage profile to control how work apps on devices that run iOS 9 or later use the mobile
network.

To help manage network usage, you can prevent apps from transferring data when devices are connected to the
mobile network or when devices are roaming. You can specify the same network usage rules for all work apps,
or you can specify rules for certain work apps. A network usage profile can contain rules for one app or multiple
apps. If you don't specify any apps in the profile, the rules are applied to all work apps.

Create a network usage profile

The rules in a network usage profile apply to work apps only. If you have not assigned apps to users or groups, the
network usage profile does not have any effect.

Before you begin: Add apps to the app list and assign them to user groups or user accounts.
On the menu bar, click Policies and Profiles.

Click Networks and connections > Network usage.

Click +.

Type a name and description for the profile.

Click +.
Perform one of the following actions:

U S o e

Tap Add an app and click on an app in the list.

Select Specify the app package ID and type the ID. The app package ID is also known as the bundle ID. You
can find the App package ID by clicking the app in the app list. Use a wildcard value (*) to match the ID to
multiple apps. (For example, com.company.*).

7. To prevent the app or apps from using data when the device is roaming, clear the Allow data roaming check
box.

8. To prevent the app or apps from using data when the device is connected to the mobile network, clear the
Allow cellular data check box.

9. Click Add.
10.Repeat steps 5 to 8 for each app that you want to add to the list.

After you finish: If necessary, rank profiles.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account
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Email, calendar, and contacts

You can use profiles to manage how devices receive work email messages, calendar data, and contact
information. You can specify settings for BlackBerry 10, i0S, macOS, Android, and Windows devices in the same
profile and then assign the profile to user accounts, user groups, or device groups.

If your organization uses BlackBerry Work for to manage email, calendar, and contacts for users devices, you
configure the BlackBerry Work app instead of the email profile. For more information about managing BlackBerry
Work, see Managing BlackBerry Dynamics apps and the BlackBerry Work Administration Guide.

Setting up work email for devices

You can use email profiles to specify how devices connect to your organization's mail server and synchronize
email messages, calendar entries, and organizer data using Exchange ActiveSync or IBM Notes Traveler.

If you want to use Exchange ActiveSync, you should note the following:

+ For extended email security, you can enable S/MIME for iOS devices and Android devices. You can enable S/
MIME or PGP for BlackBerry 10 devices. PGP is supported by BlackBerry 10 OS version 10.3.1 and later.

If you enable S/MIME, you can use other profiles to allow devices to automatically retrieve S/MIME certificates
and check certificate status.

If you want to use Notes Traveler, you should note the following:

To use Notes Traveler with iOS devices, you must enable the BlackBerry Secure Gateway.
+ To Do data synchronization is only supported on BlackBerry 10 devices. It uses the SyncML communication
protocol on the Notes Traveler server.

+  For extended email security on BlackBerry 10 devices, only IBM Notes encryption is supported (S/MIME is not
supported).

+ To use Notes Traveler with the IBM Verse client app:

« for Samsung KNOX devices, you configure the settings for IBM Verse in the email profile
for Android devices that have a work profile, you configure the settings for IBM Verse using app
configuration

You can also use IMAP/POP3 email profiles to specify how iOS, macOS, Android, and Windows devices connect
to IMAP or POP3 mail servers and synchronize email messages. Devices activated to use KNOX MDM do not
support IMAP or POP3.

You can use BlackBerry Work instead of an email profile for managing email, calendar, and contacts for users
devices. For more information about managing BlackBerry Work, see Managing BlackBerry Dynamics apps and
the BlackBerry Work Administration Guide.

Create an email profile

The required profile settings vary for each device type and depend on the mail server used in your organization's
environment.

Before you begin:

If you use certificate-based authentication between devices and your mail server, you must create a CA

certificate profile and assign it to users. You must also make sure that devices have a trusted client certificate.
+ To automatically apply an email profile to Android devices, the device must meet one of the following

criteria. If the device does not meet any of these criteria, BlackBerry UEM still sends the email profile

to Android devices, but the user must manually configure the connection to the mail server:
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+ Android Enterprise devices
+  Samsung KNOX and Samsung KNOX Workspace devices
+ Motorola devices

+ If you plan to use the BlackBerry Secure Gateway to provide a secure connection to your organization's mail
server through the BlackBerry Infrastructure and BlackBerry UEM for iOS devices, verify that your organization
has the appropriate BlackBerry UEM licenses. For more information, see the Licensing content.

On the menu bar, click Policies and Profiles.

Click Email, calendar and contacts > Email.

Click +.
Type a name and description for the profile.

If necessary, type the domain name of the mail server. If the profile is for multiple users who may be in
different Microsoft Active Directory domains, you can use the %Jser Domai n%variable.

6. In the Email address field, perform one of the following actions:

ok 0onN=

+ If the profile is for one user, type the email address of the user.
+ If the profile is for multiple users, type %Jser Emai | Addr ess%

7. Type the host name or IP address of the mail server.
8. In the Username field, perform one of the following actions:
+ If the profile is for one user, type the username.
+ If the profile is for multiple users, type %Jser Nane%
+ If the profile is for multiple users in an IBM Notes Traveler environment, type %Jser Di spl ayNane%

9. If you configured server groups to direct BlackBerry Secure Gateway traffic to a specific regional connection to
the BlackBerry Infrastructure, in the BlackBerry Secure Gateway Service server group drop-down list, click the
appropriate server group.

For more information about the BlackBerry Connectivity Node and server groups, see the Planning
content and the Installation and upgrade content.

10.Click the tab for each device type in your organization and configure the appropriate values for each profile
setting. For details about each profile setting, see Email profile settings.

11.Click Add.

After you finish: If necessary, rank profiles.

Related concepts

Email profile settings
Sending certificates to devices using profiles

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Create an IMAP/POP3 email profile

The required profile settings vary for each device type and depend on the settings that you select.

Note: BlackBerry UEM sends the email profile to Android devices, but the user must manually configure the
connection to the mail server.
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On the menu bar, click Policies and Profiles.

Click Email, calendar and contacts > IMAP/POP3 email.

Click +.

Type a name and description for the profile.

In the Email type field, select the type of email protocol.

In the Email address field, perform one of the following actions:

casr N

+ If the profile is for one user, type the email address of the user.
+ If the profile is for multiple users, type %Jser Emai | Addr ess%

7. In the Incoming mail settings section, type the host name or IP address of the mail server for receiving mail.
8. If necessary, type the port for receiving mail.
9. In the Username field, perform one of the following actions:

+ If the profile is for one user, type the username.

+ If the profile is for multiple users, type %Jser Nane%
10.In the Outgoing mail settings section, type the host name or IP address of the mail server for sending mail.
11.If necessary, type the port for sending mail.

12.If necessary, select Authentication required for outgoing mail and specify the credentials used for sending
mail.

13.Click the tab for each device type in your organization and configure the appropriate values for each profile
setting. For details about each profile setting, see IMAP/POP3 email profile settings.

14.Click Add.

Related concepts

IMAP/POP3 email profile settings

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Protecting email data using the BlackBerry Secure Gateway

The BlackBerry Secure Gateway provides a secure connection through the BlackBerry
Infrastructure and BlackBerry UEM to your organization's mail server for iOS devices that are activated with MDM
controls.

Enabling the BlackBerry Secure Gateway allows devices that are activated with MDM controls to send and receive
work email without requiring you to expose your mail server outside the firewall or locate your mail serverin a
DMZ.

If you plan to use the BlackBerry Secure Gateway, you must verify that your organization has the
appropriate BlackBerry UEM licenses. For more information, see the Licensing content.

To enable the BlackBerry Secure Gateway, select the "Enable BlackBerry Secure Gateway" setting in the email
profile.

If you configured server groups to support regional connections to the BlackBerry Infrastructure, you can
direct BlackBerry Secure Gateway traffic to a specific regional connection by associating the email profile with the
appropriate server group.
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Extending email security using S/MIME

You can extend email security for BlackBerry 10, iOS, and Android device users by enabling S/MIME. S/MIME
provides a standard method of encrypting and signing email messages. Users can encrypt, sign, or encrypt and
sign email messages using S/MIME protection when they use a work email account that supports S/MIME-
protected messages on devices. S/MIME cannot be enabled for personal email addresses.

Users can store recipients' S/MIME certificates on their devices. Users can store their private keys on their
devices or a smart card.

You enable S/MIME for users in an email profile. You can force BlackBerry 10 device users to use S/MIME, but not
iOS or Android device users. When S/MIME use is optional, a user can enable S/MIME on the device and specify
whether to encrypt, sign, or encrypt and sign email messages.

S/MIME settings take precedence over PGP settings. When S/MIME support is set to "Required," PGP settings are
ignored.

Retrieving S/MIME certificates

You can use certificate retrieval profiles to allow BlackBerry 10 devices to search for and retrieve recipients'
S/MIME certificates from LDAP certificate servers. If a required S/MIME certificate is not already in a device's
certificate store, the device retrieves it from the server and imports it into the certificate store automatically.

BlackBerry 10 devices search each LDAP certificate server that you specify in the profile and retrieve the S/MIME
certificate. If there is more than one S/MIME certificate and a device is unable to determine the preferred one, the
device displays all the S/MIME certificates so that the user can choose which one to use.

You can require that devices use either simple authentication or Kerberos authentication to authenticate with
LDAP certificate servers. If you require that devices use simple authentication, you can include the required
authentication credentials in certificate retrieval profiles so that devices can automatically authenticate with
LDAP certificate servers. If you require that devices use Kerberos authentication, you can include the required
authentication credentials in certificate retrieval profiles so that devices that are running BlackBerry 10 OS version
10.3.1 and later can automatically authenticate with LDAP certificate servers. Otherwise, the device prompts the
user for the required authentication credentials the first time that the device attempts to authenticate with an
LDAP certificate server. For devices that are running BlackBerry 10 OS version 10.2.1 to 10.3, the device prompts
the user for the required authentication credentials the first time that the device attempts to authenticate with an
LDAP certificate server.

If you implement Kerberos authentication for S/MIME certificate retrieval, you must assign a single sign-on profile
to the applicable users or user groups. For more information about creating and assigning a single sign-on profile,
see Setting up single sign-on authentication for devices.

If you do not create a certificate retrieval profile and assign it to user accounts, user groups, or device groups,
users must manually import S/MIME certificates from a work email attachment or a computer.

Create a certificate retrieval profile

Before you begin:

+ To allow devices to trust LDAP certificate servers when they make secure connections, you might need
to distribute CA certificates to devices. If necessary, create CA certificate profiles and assign them to
user accounts, user groups, or device groups. For more information about CA certificates, see Sending CA
certificates to devices.
If you implement Kerberos authentication for S/MIME certificate retrieval, you must assign a single sign-on
profile to the applicable users or user groups. For more information about single sign-on profiles, see Setting
up single sign-on authentication for devices.
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On the menu bar, click Policies and Profiles.
Click Certificates > Certificate retrieval.

Click +.
Type a name and description for the certificate retrieval profile.

In the table, click -+

In the Service URL field, type the FQDN of an LDAP certificate server using the format Idap://<fqdn>:<port>.
(For example, Idap://server01.example.com:389).

. In the Search base field, type the base DN that is the starting point for LDAP certificate server searches.
In the Search scope drop-down list, perform one of the following actions:
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+ To search the base object only (base DN), click Base. This option is the default value.

+ To search one level below the base object, but not the base object itself, click One level.

+ To search the base object and all levels below it, click Subtree.

+ To search all levels below the base object, but not the base object itself, click Children.

9. If authentication is required, perform the following actions:

a) In the Authentication type drop-down list, click Simple or Kerberos.

b) In the LDAP user ID field, type the DN of an account that has search permissions on the LDAP certificate
server (for example, cn=admin,dc=example,dc=com).

c) Inthe LDAP password field, type the password for the account that has search permissions on the LDAP
certificate server.

10.If necessary, select the Use secure connection check box.

11.In the Connection timeout field, type the amount of time, in seconds, that the device waits for the LDAP
certificate server to respond.

12.Click Add.
13.Repeat steps 5to 11 for each LDAP certificate server.
14.Click Add.

After you finish:

+ To allow BlackBerry 10 devices to check certificate status, create an OCSP or CRL profile.
+ If necessary, rank profiles.

Related tasks

Create an OCSP profile

Create a CRL profile

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Determining the status of S/MIME certificates on devices

You can use OCSP and CRL profiles to allow BlackBerry 10 devices to check the status of S/MIME certificates.
You can assign an OCSP profile and a CRL profile to user accounts, user groups, or device groups.

BlackBerry 10 devices search each OCSP responder that you specify in an OCSP profile and retrieves the S/MIME
certificate status. Devices that are running BlackBerry 10 OS version 10.3.1 and later can send certificate status
requests to BlackBerry UEM, and you can use CRL profiles to configure BlackBerry UEM to search for the status of
S/MIME certificates using HTTP, HTTPS, or LDAP.
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If you use Exchange ActiveSync for certificate retrieval, iOS and Android devices use Exchange ActiveSync to
check the status of S/MIME certificates. If you use LDAP for certificate retrieval, iOS and Android devices use
OCSP to check the status of certificates. iOS and Android devices do not use OCSP profiles. Devices check the
OCSP responder within the certificate.

For more information about certificate status indicators, see the user guide for the device to read about secure
email icons.

Create an OCSP profile

OCSP profiles are supported for BlackBerry 10 devices.

1. Onthe menu bar, click Policies and Profiles.
Click Certificates > OCSP.

Click +.
Type a name and description for the OCSP profile.
Perform the following actions:

a) Inthe table, click +.
b) In the Service URL field, type the web address of an OCSP responder.

c) Inthe Connection timeout field, type the amount of time, in seconds, that the device waits for the OCSP
response.

d) Click Add.
6. Repeat step 4 for each OCSP responder.
7. Click Add.
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After you finish: If necessary, rank profiles.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Create a CRL profile

CRL profiles are supported for BlackBerry 10 devices and BlackBerry devices powered by Android with Android 7.0
and later.

1. On the menu bar, click Policies and Profiles.

Click Certificates > CRL.

Click .
Type a name and description for the CRL profile.

To allow devices to use responder URLs defined in the certificate, select the Use certificate extension
responders check box.

6. Perform any of the following tasks:
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Task Steps

Specify an HTTP CRL a. |n the HTTP for CRL section, click +.
configuration b. Type a name and description for the HTTP CRL configuration.
c. Inthe Service URL field, type the web address of an HTTP or
HTTPS server.
d. Click Add.
e. Repeat steps 1to 4 for each HTTP or HTTPS server.

Specify an LDAP CRL a. |n the LDAP for CRL section, click .
configuration b. Type a name and description for the LDAP CRL configuration.
c. Inthe Service URL field, type the FQDN of an LDAP server
using the format Idap://<fqdn>:<port> (for example, Idap://
server01.example.com:389). For secure connections, use the
format Idaps://<fqdn>:<port>.
d. Inthe Search base field, type the base DN that is the starting point
for LDAP server searches.
e. If necessary, select the Use secure connection check box.
f. Inthe LDAP user ID field, type the DN of an account that
has search permissions on the LDAP server (for example,
cn=admin,dc=example,dc=com).
g. Inthe LDAP password field, type the password for the account that
has search permissions on the LDAP server.
h. Click Add.
i. Repeat steps 1 to 8 for each LDAP server.

7. Click Add.

After you finish: If necessary, rank profiles.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Extending email security using PGP

For devices that are running BlackBerry 10 OS version 10.3.1 and later, you can extend email security for device
users by enabling PGP. PGP protects email messages on devices using OpenPGP format. Users can sign, encrypt,
or sign and encrypt email messages using PGP protection when they use a work email address. PGP cannot be
enabled for personal email addresses.

You enable PGP for users in an email profile. You can force BlackBerry 10 device users to use PGP, disallow the
use of PGP, or make it optional. When PGP use is optional (the default setting), a user can enable PGP on the
device and specify whether to encrypt, sign, or encrypt and sign email messages.

To sign and encrypt email messages, users must store PGP keys for each recipient on their devices. Users can
store PGP keys by importing the files from a work email message.

You can configure PGP using the appropriate email profile settings.
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Related reference
BlackBerry 10: Email profile settings

Enforcing secure email using message classification

Message classification allows your organization to specify and enforce secure email policies and add visual
markings to email messages on BlackBerry 10 devices. You can use BlackBerry UEM to provide BlackBerry

10 device users with similar options for message classification that you make available on their computer
email applications. You can define the following rules to apply to outgoing messages, based on the messages
classifications:

+ Add a label to identify the message classification (for example, Confidential)

- Add a visual marker to the end of the subject line (for example, [C])

+ Add text to the beginning or end of the body of an email (for example, This message has been classified as
Confidential)

«  Set S/MIME or PGP options (for example, sign and encrypt)

+ Set a default classification

For devices that are running BlackBerry 10 OS version 10.3.1 and later, you can use message classification to
require users to sign, encrypt, or sign and encrypt email messages, or add visual markings to email messages
that they send from their devices. You can use email profiles to specify message classification configuration
files (with .json file name extensions) to send to users’ devices. When users either reply to email messages that
have message classification set or compose secure email messages, the message classification configuration
determines the classification rules that devices must enforce on outgoing messages.

The message protection options on a device are limited to the types of encryption and digital signing that are
permitted on the device. When a user applies a message classification to an email message on a device, the user
must select one type of message protection that the message classification permits, or accept the default type
of message protection. If a user selects a message classification that requires signing, encrypting, or signing and
encrypting of the email message, and the device does not have S/MIME or PGP configured, the user cannot send
the email message.

S/MIME and PGP settings take precedence over message classification. Users can raise, but not lower, the
message classification levels on their devices. The message classification levels are determined by the secure
email rules of each classification.

When message classification is enabled, users cannot use the BlackBerry Assistant to send email messages from
their devices.

You can configure message classification using the appropriate email profile settings.

For more information about how to create message classification configuration files, visit
support.blackberry.com/kb to read article KB36736.

Related reference

BlackBerry 10: Email profile settings

Using Exchange Gatekeeping

Your organization can use the BlackBerry Gatekeeping Service to control which devices can access Exchange
ActiveSync.

To use gatekeeping in BlackBerry UEM, you must complete the following tasks:
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+ Create a gatekeeping configuration. In the configuration content, see Controlling which devices can access
Exchange ActiveSync.

« Create a gatekeeping profile

When your organization uses the BlackBerry Gatekeeping Service, any device that is not whitelisted for Microsoft
Exchange is reported in the BlackBerry UEM Restricted Exchange ActiveSync devices list.

If you add a user account and assign a gatekeeping profile, all previously blocked, quarantined, or manually
allowed devices related to the user account appear in the Restricted Exchange ActiveSync devices list.

Allow a device to access Microsoft ActiveSync

If BlackBerry UEM cannot obtain an Exchange ActiveSync ID from a device, it is not added to the allowed list

for Microsoft Exchange. You can manually add these devices to the allowed list from the Restricted Exchange
ActiveSync devices list. For example, if an Android device is activated using the MDM activation type, BlackBerry
UEM is not able to obtain an Exchange ActiveSync ID and you must manually whitelist the device in the Restricted
Exchange ActiveSync devices list.

1. Onthe menu bar, click Users > Exchange gatekeeping.

2. Search for a device.

3. In the Action column, click v

Block a device from accessing Microsoft ActiveSync

You can manually block a previously allowed device from accessing Microsoft ActiveSync. Blocking a device
prevents a user from retrieving email messages and other information from the Microsoft Exchange Server on the
device.

1. On the menu bar, click Users.
2. Click Exchange gatekeeping.
3. Search for a device.

4. In the Action column, click @

Verifying that a device is allowed to access work email and organizer data

When your organization uses BlackBerry Gatekeeping Service to control which devices can access work email and
organizer data from Exchange ActiveSync, at least one gatekeeping server is configured on an email profile. When
the email profile with gatekeeping configured is assigned to a user account, you can verify the connection status
between a device and Exchange ActiveSync. You can locate the status by looking at the device details page, in the
IT policy and profiles section. The following statuses display in the device details beside the email profile.

Status Description

Unknown A status of Unknown is displayed when BlackBerry UEM cannot
determine the ID of the device. The device is listed in the Restricted
device list and must be manually added to the allow list.

Connection pending A status of Connection pending is displayed when BlackBerry UEM
knows the ID of the device and the device is queued waiting to be added
to the allow list.

Connection allowed A status of Connection allowed is displayed when BlackBerry UEM
knows the ID of the device and the device is on the allow list.
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Verify that a device is allowed

On the menu bar, click Users > Managed devices.
Search for a user account.

In the search results, click the name of a user account.
Select the tab for the device that you want to verify.

In the IT policy and profiles section, if the device is allowed, Connection allowed is displayed beside the email
profile.

abroon==

Creating a gatekeeping profile

If you configured the BlackBerry Gatekeeping Service, you need to create a gatekeeping profile and assign it
to user accounts, user groups, or device groups. The gatekeeping profile allows you to select the Microsoft
Exchange servers for automatic gatekeeping.

Create a gatekeeping profile

If you use automatic gatekeeping, create a gatekeeping profile.

On the menu bar, click Policies and Profiles.

Click Email, calendar and contacts > Gatekeeping.
Click +.

Type a name and description for the profile.

Click Select servers.

Select one or more servers and click =.

Click Save.

Nooakr odN=

Setting up CardDAV and CalDAV profiles for i0S and macOS devices

You can use CardDAYV and CalDAYV profiles to allow iOS and macOS devices to access contact and calendar
information on a remote server. You can assign CardDAV and CalDAV profiles to user accounts, user groups, or
device groups. Multiple devices can access the same information.

macOS applies profiles to user accounts or devices. CardDAV and CalDAV profiles are applied to user accounts.

Create a CardDAV profile
Before you begin:
Verify that the device can access an active CardDAV server.

On the menu bar, click Policies and Profiles.
Click Email, calendar and contacts > CardDAV.

Click +.

Type a name and description for the profile.

Type the server address for the profile. This is the FQDN of the computer that hosts the calendar application.
In the Username field, perform one of the following actions:

o N =

If the profile is for one user, type the username.
If the profile is for multiple users, type %Jser Nane%
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7.
8.
9.

If required, enter the port for the CardDAV server.
If required, select the Use SSL check box and enter the URL for the SSL server.
Click Add.

After you finish: Assign the profile to users, user groups or device groups.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Create a CalDAV profile

Before you begin:

7.
8.
9.

o N~

Verify that the device can access an active CalDAV server.

On the menu bar, click Policies and Profiles.
Click Email, calendar and contacts > CalDAV.

Click +.
Type a name and description for the profile.
Type the server address for the profile. This is the FQDN of the computer that hosts the calendar application.
In the Username field, perform one of the following actions:
If the profile is for one user, type the username.
If the profile is for multiple users, type %Jser Nane%
If required, enter the port for the CalDAV server.
If required, select the Use SSL check box and enter the URL for the SSL server.
Click Add.

After you finish: Assign the profile to users, user groups or device groups.

Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account
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Certificates

A certificate is a digital document issued by a CA that verifies the identity of a certificate subject and binds the
identity to a public key. Each certificate has a corresponding private key that is stored separately. The public key
and private key form an asymmetric key pair that can be used for data encryption and identity authentication. A
CA signs the certificate to verify that entities that trust the CA can also trust the certificate.

Depending on the device capabilities and activation type, devices and apps can use certificates to:

+ Authenticate using SSL/TLS when connecting to webpages that use HTTPS
Authenticate with a work mail server

+ Authenticate with a work Wi-Fi network or VPN

+ Encrypt and sign email messages using S/MIME protection

Multiple certificates used for different purposes can be stored on a device.

Steps to use certificates

When you use certificates with devices or apps, you perform the following actions:

Action

If necessary, connect BlackBerry UEM to your organization’s PKI software.

Create one or more CA certificate profiles to send CA certificates to devices.

Create SCEP, user credential, or shared certificate profiles or upload certificates for a
specific user to send client certificates to devices.

If necessary, associate certificate profiles with Wi-Fi, VPN, or email profiles.

If necessary, assign certificate profiles to user accounts, user groups, or device groups.

-
[}
©

Integrating BlackBerry UEM with your organization's PKI software

If your organization uses a PKI solution to issue certificates, you can extend the certificate-based authentication
provided by those PKI services to the devices and apps that you manage with BlackBerry UEM.

Entrust products (for example, Entrust IdentityGuard and Entrust Authority Administration Services)

and OpenTrust products (for example, OpenTrust PKI and OpenTrust CMS) provide CAs that issue client
certificates. You can configure a connection with your organization’s PKI software and use profiles to send the CA
certificate and client certificates to devices.
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For BlackBerry Dynamics enabled devices, you can also set up a PKI connector that creates a connection
between BlackBerry UEM and a CA server to enroll certificates for BlackBerry Dynamics apps or use an app that
supports app-based certificate enrollment such as Purebred.

Connect BlackBerry UEM to your organization’s Entrust software

To allow BlackBerry UEM to send certificates issued by your organization's Entrust software (for example, Entrust
IdentityGuard or Entrust Authority Administration Services) to devices, you can add a connection to

your organization's Entrust software to BlackBerry UEM. This connection is not supported by BlackBerry
Dynamics apps.

Before you begin: Contact your organization’s Entrust administrator to obtain:

« the URL of the Entrust MDM Web Service

+ the login information for an Entrust administrator account that you can use to connect BlackBerry UEM to
the Entrust software

+ the Entrust CA certificate that contains the public key (.der, .pem, or .cert); BlackBerry UEM uses this certificate
to establish SSL connections to the Entrust server

On the menu bar, click Settings.

Click External integration > Certification authority.

Click Add an Entrust connection.

In the Connection name field, type a name for the connection.

In the URL field, type the URL of the Entrust MDM Web Service.

In the Username field, type the username of the Entrust administrator account.

In the Password field, type the password of the Entrust administrator account.

To upload a CA certificate to allow BlackBerry UEM to establish SSL connections to the Entrust server,
click Browse. Navigate to and select the CA certificate.

9. To test the connection, click Test connection.
10.Click Save.

After you finish:

® NN =

+ Create a user credential profile to send certificates from your PKI software to devices.

Connect BlackBerry UEM to your organization's Entrust IdentityGuard server to use smart credentials

If your organization uses derived smart credentials managed by Entrust IdentityGuard, you can use derived smart
credentials with Android devices and BlackBerry Dynamics apps.

Before you begin:
Contact your organization’s Entrust administrator to obtain the following information:

« URL of the Entrust IdentityGuard server

+ Name of the smart credential to be activated on devices as specified in Entrust IdentityGuard

+ Entrust CA certificate to send the certificate to devices

On the menu bar, click Settings.

Click External integration > Certification authority.

Click Add a connection for Entrust smart credentials.

In the Smart credential name field, type the name of the smart credential specified in Entrust IdentityGuard.
In the Entrust URL field, type the URL of the Entrust IdentityGuard server.

Click Add.

S o
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After you finish:

+ Create a CA certificate profile to send the Entrust CA certificate to devices and assign the profile to the same
users or groups that the user credential profile will be assigned to.

« Create a user credential profile to use Entrust smart credentials on devices.

Connect BlackBerry UEM to your organization's OpenTrust software

To extend OpenTrust certificate-based authentication to devices, you must add a connection to your
organization's OpenTrust software. BlackBerry UEM supports integration with OpenTrust PKI 4.8.0 and later
and OpenTrust CMS 2.0.4 and later. This connection is not supported by BlackBerry Dynamics apps.

Before you begin: Contact your organization’s OpenTrust administrator to obtain the URL of the OpenTrust server,
the client-side certificate that contains the private key (.pfx or .p12 format), and the certificate password.

1. Onthe menu bar, click Settings.

2. Click External integration > Certification authority.

Click Add an OpenTrust connection.

In the Connection name field, type a name for the connection.

In the URL field, type the URL of the OpenTrust software.

Click Browse. Navigate to and select the client-side certificate that BlackBerry UEM can use to authenticate the
connection to the OpenTrust server.

7. In the Certificate password field, type the password for the OpenTrust server certificate.
8. To test the connection, click Test connection.
9. Click Save.
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After you finish:

« Create a user credential profile to send certificates from your PKI software to devices.

+ When you use the BlackBerry UEM connection with OpenTrust software to distribute certificates to devices,
there may be a short delay before the certificates are valid. This delay might cause issues with email
authentication during the device activation process. To resolve this issue, in the OpenTrust software, configure
the OpenTrust CA and set "Backdate Certificates (seconds)" to 180.

Connect BlackBerry UEM to your organization’s BlackBerry Dynamics PKI Connector

To use your organization's PKI software to enroll certificates for BlackBerry Dynamics apps, you can set
up a BlackBerry Dynamics PKI connector to communicate with your CA and link BlackBerry UEM to the PKI
connector.

Before you begin: Set up a BlackBerry Dynamics PKI connector. For more information, see Configuring PKI
connections for BlackBerry Dynamics apps in the Configuration content.

1. On the menu bar, click Settings > External integration > Certification authority.
2. Click Add a BlackBerry Dynamics PKI connection.

3. In the Connection name field, type a name for the connection.
4. In the URL field, type the URL of the PKI connector.
5. Select one of the following options:

+ Authenticate with username and password: Choose this option if BlackBerry UEM authenticates with
the BlackBerry Dynamics PKI Connector using password-based authentication.

+ Authenticate with client certificate: Choose this option if BlackBerry UEM authenticates with the BlackBerry
Dynamics PKI Connector using certificate-based authentication.
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6. If you selected Authenticate with username and password, in the Username and Password fields, type the
username and password for the BlackBerry Dynamics PKI connector.

7. If you selected Authenticate with client certificate, click Browse to select and upload a certificate that is
trusted by the BlackBerry Dynamics PKI Connector. In the Client certificate password field, type the password
for the certificate.

8. In the Trusted certificate for the PKI connector section you can specify the certificate that BlackBerry
UEM uses to trust connections to the PKI connector, select one of the following options:

+ CA certificate from BlackBerry Control TrustStore

+ CA certificate: If you select this option you must click Browse to navigate to and select your
organization's CA certificate.

+ PKI connector server certificate: If you select this option you must click Browse to navigate to and select
your organization's PKI connector server certificate.

9. To test the connection, click Test connection.
10.Click Save.

After you finish:

+ Create a user credential profile to send certificates from your PKI software to devices.

Connect BlackBerry UEM to your organization’s app-based PKI solution

App-based PKI solutions such as Purebred include an app installed on a device that communicates with a CA to
enroll certificates and add them to the device. You can use an app-based PKI solution to provide certificates for
use by BlackBerry Dynamics apps.

To use an app-based PKI solution with iOS devices, you must add a connection between BlackBerry UEM and the
PKI provider. This task is not required to use an app-based PKI solution with only Android devices.

If the PKI app that retrieves certificates from the CA is not a BlackBerry Dynamics app, the BlackBerry UEM
Client communicates with the PKI app to get the certificates and provide them to BlackBerry Dynamics apps.

Before you begin: Verify that the app that retrieves certificates for use by BlackBerry Dynamics apps is in the app
list in BlackBerry UEM.

1. On the menu bar, click Settings > External integration > Certification authority.

2. Click Add a connection for device based certificates.

3. Select the app that retrieves certificates from the PKI app for use by BlackBerry Dynamics apps. To
use Purebred, select the BlackBerry UEM Client.

4. Click Add.
After you finish:

+ Creating user credential profiles for app-based certificates.
« Create a user credential profile to use app-based certificates on iOS devices.
+ Create a user credential profile to use certificates from the native keystore on Android devices

Providing client certificates to devices

Many certificates used for different purposes can be stored on a device. You and users can add client certificates
to devices in several ways.
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How the certificate Description Supported devices

is added

During device BlackBerry UEM sends certificates to devices during All

activation the activation process. Devices use these certificates
to establish secure connections between the device
and BlackBerry UEM.

SCEP profiles You can create SCEP profiles that devices use to BlackBerry 10
connect to, and obtain client certificates from, your i0S
organization's CA using a SCEP service. Devices
and BlackBerry Dynamics apps can use these certificates macOS
for certificate-based authentication and to connect Android
to your work Wi-Fi network, work VPN, and work mail
server. Windows 10

Connection to your
organization's PKI
solution

Shared certificate
profiles

Sending client
certificates to
individual user
accounts

If your organization uses a PKI solution, such

as Entrust or OpenTrust software products, to issue
and manage certificates, you can create user credential
profiles that devices use to get client certificates from
your organization's CA. BlackBerry Dynamics enabled
devices use these certificates for certificate-based
authentication from BlackBerry Dynamics apps. Other
devices use these certificates for certificate-based
authentication from the browser, and to connect to your
work Wi-Fi network, work VPN, and work mail server.

A shared certificate profile specifies a client

certificate that BlackBerry UEM sends to iOS, macOS,
and Android devices. BlackBerry UEM sends the same
client certificate to every user that the profile is assigned
to.

The administrator must have access to the certificate
and private key to create a shared certificate profile.

You can add a client certificate to a user
account. BlackBerry UEM can send the certificate to the
user's iOS and Android devices.

If the certificate is associated with a user credential
profile, devices can use these certificates to connect
to your work Wi-Fi network, work VPN, and work mail
server.

The administrator must have access to the certificate
and private key to send the client certificate to the user.

BlackBerry 10
i0S
Android

i0S
macO0S
Android

BlackBerry 10
i0S
Android
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How the certificate Description Supported devices
is added

User upload to UEM  Users can upload certificates to BlackBerry UEM Self- BlackBerry 10
Self-Service Service. BlackBerry UEM then pushes the certificate to i0S
the users devices.
Android

If the certificate is associated with a user credential
profile, devices and BlackBerry Dynamics apps can use
these certificates for certificate-based authentication
and to connect to your work Wi-Fi network, work VPN,
and work mail server.

User import On BlackBerry 10 devices, users can import client BlackBerry 10
certificates into the device's certificate store in the :
" : . " ; " C Android
Security and Privacy" section of the "System Settings".
Certificates intended for use by the work browser or for
sending S/MIME-protected messages from the work
email account can be imported from the file system on
the device or from a network location that is accessible
from the work space.

On Android devices, users can add certificates to
the device native keystore for use with BlackBerry
Dynamics apps.

Smart cards Users can import S/MIME and SSL certificates to their BlackBerry 10
devices from a smart card.

Sending certificates to devices using profiles

You can send certificates to devices using the following profiles available in the Policies and Profiles library:

Profile Description

CA certificate CA certificate profiles specify a CA certificate that devices can use to trust the
identity associated with any client or server certificate that has been signed by
that CA.

User credential User credential profiles send certificates to devices in the following ways:

+ They can specify a connection to your organization's PKI software to send
client certificates to devices.

+ They can allow you to manually upload certificates in BlackBerry UEM and
allow users to upload certificates using BlackBerry UEM Self-Service.

+ They can allow BlackBerry Dynamics apps on Android devices to use
certificates from the device native keystore.

SCEP SCEP profiles specify how devices connect to, and obtain client certificates
from, your organization's CA using a SCEP service.
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Profile Description

Shared certificate Shared certificate profiles specify a client certificate that BlackBerry
UEM sends to iOS and Android devices. BlackBerry UEM sends the same client
certificate to every user that the profile is assigned to.

For iOS and Android devices, you can also send a client certificate to a device by adding the certificate directly to
a user account. For more information, see Add a client certificate to a user account.

For BlackBerry 10, i0S, and Android devices, if your organization uses certificates for S/MIME, you can also
use profiles to allow devices to get recipient public keys and check certificate status. For more information,
see Extending email security using S/MIME.

For BlackBerry Dynamics apps to use certificates sent by profiles, you must select "Allow BlackBerry
Dynamics apps to use user certificates, SCEP profiles, and user credential profiles" in the settings for the app.

Related concepts

Extending email security using S/MIME

Related tasks
Add a client certificate to a user account

Choosing profiles to send client certificates to devices

You can use different types of profiles to send client certificates to devices. The type of profile that you choose
depends on how your organization uses certificates and the types of devices that your organization supports.
Consider the following guidelines:

To use SCEP profiles, you must have a CA that supports SCEP.

+ If you have set up a connection between BlackBerry UEM and your organization's PKI solution, use user
credential profiles to send certificates to devices. You can connect directly to an Entrust CA or OpenTrust CA.
You can also use a BlackBerry Dynamics PKI connector to connect to a CA server to enroll certificates
for BlackBerry Dynamics enabled devices.

+ To allow users to upload certificates that they can use to connect to your work Wi-Fi network, work VPN, and
work mail server, use a user credential profile.

+ To use certificates with BlackBerry Dynamics apps, you must use a user credential profile or add the
certificates to individual user accounts.

To use client certificates for Wi-Fi, VPN, and mail server authentication, you must associate the certificate
profile with a Wi-Fi, VPN, or email profile.

Note: Android Enterprise devices don't support using certificates sent to devices by BlackBerry UEM for Wi-
Fi authentication.

+ Shared certificate profiles and certificates that you add to user accounts do not keep the private key private
because you must have access to the private key. Connecting to a CA using SCEP or user credential profiles is
more secure because the private key is sent only to the device that the certificate was issued to.

Sending CA certificates to devices

You might need to send CA certificates to devices if your organization uses S/MIME or if devices or BlackBerry
Dynamics apps use certificate-based authentication to connect to a network or server in your organization’s
environment.
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When a CA certificate is stored on a device, the device and apps trust the identity associated with any client or
server certificate signed by the CA. When the certificate for the CA that signed your organization's network and
server certificates is stored on devices, device and apps can trust your networks and servers when they make
secure connections. When the CA certificate that signed your organization's S/MIME certificates is stored on
devices, the email client can trust the sender's certificate when a secure email message is received.

Multiple CA certificates that are used for different purposes can be stored on a device. You can use CA certificate
profiles to send CA certificates to devices.

Create a CA certificate profile

Before you begin: You must obtain the CA certificate file that you want to send to devices.

1. Onthe menu bar, click Policies and Profiles.

2. Click Certificates > CA certificate.

3. Click+.

4. Type a name and description for the profile. Each CA certificate profile must have a unique name. Some
names (for example, ca_1) are reserved.

In the Certificate file field, click Browse to locate the certificate file.

6. If the CA certificate is sent to BlackBerry 10 devices, on the BlackBerry tab, specify one or more of the
following certificate stores to send the certificate to on the device:

o

+ Browser certificate store
VPN certificate store

«  Wi-Fi certificate store

+ Enterprise certificate store

7. If the CA certificate is sent to macOS devices, on the macOS tab, in the Apply profile to drop-down list,
select User or Device.

8. Click Add.

Related tasks

Assign a profile or IT policy to a user account
Assign a profile or IT policy to a user group

CA certificate stores on BlackBerry 10 devices

CA certificates that are sent to BlackBerry 10 devices are saved to different certificate stores, depending on the
purpose of the certificate.

Store Description
Browser certificate The work browser on BlackBerry 10 devices uses the certificates in this store to
store establish SSL connections with servers in your organization's environment.

VPN certificate store BlackBerry 10 devices use certificates in this store for VPN connections. You must
set the "Trusted certificate source" setting in the VPN profile to "Trusted certificate
store” to use the certificates in this store for work VPN connections.

| Certificates | 130



Store Description

Wi-Fi certificate store ~ BlackBerry 10 devices use certificates in this store for Wi-Fi connections. You must
set the "Trusted certificate source" setting in the Wi-Fi profile to "Trusted certificate
store" to use certificates in this store for work Wi-Fi connections.

Enterprise certificate BlackBerry 10 devices use certificates in this store to authenticate S/MIME-protected
store email messages that are received.

Using user credential profiles to send certificates to devices
User credential profiles allow devices to use client certificates obtained by the following methods:

+ An established connection between BlackBerry UEM and your organization’s Entrust CA or OpenTrust CA

+ Manually uploading certificates to the BlackBerry UEM management console or BlackBerry UEM Self-Service
+ For Android devices, certificates stored in the device native keystore

+ For BlackBerry Dynamics apps, through an established PKI connector connection

+ For BlackBerry Dynamics apps, using an app-based PKI solution such as Purebred.

If users manually upload certificates in UEM Self-Service, you can see the certificate on the user page in the
management console. You can also delete or replace the certificate.

User credential profiles are supported on iOS and Android devices, and on devices running BlackBerry
10 OS version 10.3.1 and later. App-based PKI solutions are supported for BlackBerry Dynamics apps

on i0OS and Android devices. Manually uploading certificates is supported for BlackBerry 10, iOS, Android
Enterprise, and Samsung KNOX Workspace devices.

For more information about connecting BlackBerry UEM to your organization's PKI software,
see Integrating BlackBerry UEM with your organization's PKI software.

Alternatively, you can use SCEP profiles to enroll client certificates to devices. You can also upload certificates
directly to a user account. The type of profile you choose depends on how your organization uses the PKI
software, the types of devices your organization supports, and how you want to manage certificates.

Create a user credential profile to manually upload certificates

User credential profiles can allow you or users to manually upload a certificate to be sent to the user's devices.
On the menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.
In the Certification authority connection drop-down list, select Manually uploaded certificate.
Click Add.

After you finish:

car N

If devices use client certificates to authenticate with a Wi-Fi network, VPN, or mail server, associate the user
credential profile with a Wi-Fi, VPN, or email profile.

+ Assign the profile to user accounts and user groups.

+ Add a client certificate to a user credential profile or instruct users to use BlackBerry UEM Self-Service to
upload their own certificate.
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Related tasks

Add a client certificate to a user credential profile
Change a client certificate for a user credential profile

Create a user credential profile to connect to your organization's PKI software

Before you begin:

N o

9.

abr ON=

Contact your organization’s Entrust or OpenTrust administrator to confirm which PKI profile you should
select. BlackBerry UEM obtains a list of profiles from the PKI software.

Ask the Entrust or OpenTrust administrator for the profile values that you must provide. For example, the
values for device type (devicetype), Entrust IdentityGuard group (iggroup), and Entrust IdentityGuard username
(igusername).

If your organization’s OpenTrust system is configured to return Escrowed Keys only,

the OpenTrust administrator must verify that certificates are present for each user in the OpenTrust system.
Assigning a user credential profile to users in BlackBerry UEM does not automatically create certificates for
users in OpenTrust. In this scenario, a user credential profile can only distribute certificates to users who have
an existing certificate in the OpenTrust system.

On the menu bar, click Policies and Profiles.

Click Certificates > User credential.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certification authority connection drop-down list, click the Entrust or OpenTrust connection that you
configured.

In the Profile drop-down list, click the appropriate profile.

. Specify the values for the profile.

If necessary, you can specify a SAN type and value for an Entrust client certificate.

a) Inthe SAN table, click +.
b) Inthe SAN type drop-down list, click the appropriate type.
c) Inthe SAN value field, type the SAN value.

If the SAN type is set to "RFC822 name," the value must be a valid email address. If it is set to "URI," the
value must be a valid URL that includes the protocol and FQDN or IP address. If it is set to "NT principal
name," the value must be a valid principal name. If it is set to "DNS name," the value must be a valid FQDN.

Specify the Renewal period for the certificate. The period can be between 1 and 120 days.

10.If BlackBerry 10 devices use the client certificate to encrypt email messages using S/MIME, and you

want devices to retain access to expired certificates so that users can open older email messages, select
the Include certificate history check box.

11.Click Add.
After you finish:

If devices use client certificates to authenticate with a Wi-Fi network, VPN, or mail server, associate the user
credential profile with a Wi-Fi, VPN, or email profile.

Assign the profile to user accounts and user groups. Android users are prompted to enter a password when
they receive the profile (the password is displayed on the screen).
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Related tasks

Assign a profile or IT policy to a user group
Assign a profile or IT policy to a user account

Create a user credential profile to use Entrust smart credentials on devices

Entrust derived smart credentials are supported by the following apps:

+ BlackBerry Dynamics apps on iOS devices
+ BlackBerry Dynamics apps on Android devices other than Samsung KNOX Workspace devices

+ Apps on Android Enterprise devices that use certificates for signing, encryption, and identity authentication,
such as BlackBerry Hub and supported web browsers

+ Apps on Samsung KNOX Workspace devices that use certificates for signing, encryption, and identity
authentication, such as the Samsung native email client and supported web browsers

Note: BlackBerry UEM doesn't support key history for derived smart credentials.

Before you begin:

+ Connect BlackBerry UEM to your organization’s Entrust IdentityGuard server to use smart credentials.

+ Create a CA certificate profile to send the Entrust CA certificate to devices and assign the profile to the same
users or groups that this user credential profile will be assigned to.

On the menu bar, click Policies and Profiles.

Click Certificates > User credential.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certification authority connection drop-down list, select the Entrust smart credential connection that

you configured.

6. In the Certificate type drop-down list, specify whether the smart credential will be used for identity
authentication, signing, or encryption.
If you want to send smart credentials to apps for more than one purpose, create additional user credential
profiles.

7. If the smart credential will be sent to Samsung KNOX Workspace devices or apps other than BlackBerry
Dynamics apps on Android Enterprise devices, click the Android tab and select Deliver to native key chain.
If this setting is not selected, the smart credential can be used only by BlackBerry Dynamics apps.

8. If the smart credential will be sent to BlackBerry Dynamics apps, click the BlackBerry Dynamics tab and

perform the following actions:

a) If you want the device to delete duplicate credentials, select Delete duplicate certificates. The device
deletes the credential that has the earliest start date.

b) If you want the device to delete expired credentials, select Delete expired certificates.

c) To allow all BlackBerry Dynamics apps to use the smart credentials, select Allow all apps to use
certificates.

d) To specify the BlackBerry Dynamics apps to use the smart credentials, select Allow specified apps to use
certificates and click + to specify the apps. You must include BlackBerry UEM Client in the list of apps.
9. Click Add.

After you finish:
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+ Assign the profile to user accounts and user groups.
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+ After a device receives the profile, users must log in to the Entrust IdentityGuard Self-Service Module to
activate their smart credential and use the BlackBerry UEM Client to scan the QR code presented by the Entrust
IdentityGuard Self-Service Module to add the smart credential to the device.

+ Toremove an Entrust smart credential from a device, the user should deactivate the smart credential in
the BlackBerry UEM Client before you unassign the profile or remove the certificate.

Create a user credential profile to connect to your BlackBerry Dynamics PKI connector

1. On the menu bar, click Policies and Profiles.

2. Click Certificates > User credential.

3. Click+.

4. Type a name and description for the profile. Each certificate profile must have a unique name.

5. In the Certification authority connection drop-down list, select the BlackBerry Dynamics PKI connection that
you configured.

6. If the user must provide a password to request a certificate, select Require user-entered password or OTP.

7. If you want to allow the device to automatically request a new certificate before the current certificate expires,

select Enable certificate renewal and specify the number of days prior to expiry that devices request a new
certificate.

8. If you want the device to delete expired certificates, select Delete expired certificates.

9. If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.

10.Click Add.
After you finish:

Allow BlackBerry Dynamics apps to use certificates.
+ Assign the profile to user accounts and user groups.

+ If you update the PKI connector, click Refresh PKI capabilities to update the supported PKI features for the
profile.

Renew certificates that are enrolled through the BlackBerry Dynamics PKI connector

If you need to update user certificates for all BlackBerry Dynamics users, you can send a command to request
certificate renewal to all devices that are assigned the user credential profile.

1. On the menu bar, click Policies and Profiles.

2. Click Certificates > User credential.

3. Click the name of the profile that you want to change.

4

. Click Refresh PKI capabilities to ensure that BlackBerry UEM has the most recent details for the PKI
connector.

5. Click Renew to command all BlackBerry Dynamics enabled devices that are assigned the profile to request
certificate renewal.

Related tasks

Renew or remove a BlackBerry Dynamics certificate for a user account
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Creating user credential profiles for app-based certificates

App-based PKI solutions such as Purebred include an app installed on a device that communicates with a CA to
enroll certificates and add them to the device. You can use an app-based PKI solution to provide certificates for
use by BlackBerry Dynamics apps.

To use an app-based PKI solution with iOS devices, you must add a connection between BlackBerry UEM and the
PKI provider. This task is not required to use an app-based PKI solution with only Android devices.

If the PKI app that retrieves certificates from the CA is not a BlackBerry Dynamics app, the BlackBerry UEM
Client communicates with the PKI app to get the certificates and provide them to BlackBerry Dynamics apps.

If you send more than one certificate to devices using this method, it is recommended that you set up multiple
user credential profiles with each profile using a different type of certificate. If you use a single profile instance
for multiple certificates, there is no indication if any certificates are missing. For example, if a profile includes
separate encryption, signing, and authentication certificates and only the signing and authentication certificates
are imported, it appears on the device that the that the import was successful even though the encryption
certificate is missing. However, if you set up three separate user credential profiles and the encryption certificate
is missing, the issue is apparent.

Steps to use app-based certificates

Some of the steps required to use your organization's app-based PKI solution are necessary only if you use the
solution with iOS devices.

Action

To use an app-based PKI solution with iOS devices, in the BlackBerry Dynamics profile,
select, Enable UEM Client to enroll in BlackBerry Dynamics and designate BlackBerry UEM
Client for App authentication delegation.

To use an app-based PKI solution with iOS devices, connect BlackBerry UEM to your
organization’s app-based PKI solution.

To use an app-based PKI solution with iOS devices, if the PKI app is not a BlackBerry
Dynamics app, configure the BlackBerry UEM Client to support app-based certificates.

Configure BlackBerry Dynamics apps to use app-based certificates.

Ensure that the PKI app (for example, Purebred) is installed on users' devices.

To use the app-based PKI solution with iOS devices, create a user credential profile to use
app-based certificates.

To use the app-based PKI solution with Android devices, create a user credential profile to
use certificates from the native keystore.

-
]
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Configure the BlackBerry UEM Client to support app-based certificates

This task is required only if you use your organization's app-based PKI solution with iOS devices and the PKI app
is not a BlackBerry Dynamics app.

1. In the BlackBerry UEM management console, on the menu bar click Apps.

2. Inthe app list, select BlackBerry UEM Client.

In the App configuration section, click +.

In the App name field, type a name for the app.

In the UTI schemes field, specify the UTI schemes for your organization's app-based PKI solution. For example,
if you are using the Purebred app use the following schemes: purebred.zip.all, purebred.zip.no_filter.

Click Save.
Select Allow BlackBerry Dynamics apps to use user certificates and user credential profiles.

8. Assign the BlackBerry UEM Client with the app configuration that you created to the users and devices you
want to use the app-based PKI solution.

oo
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Configure BlackBerry Dynamics apps to use app-based certificates

BlackBerry Dynamics apps automatically select which certificate to use for S/MIME and for authentication
over TLS connections based on the key usage and extended key usage properties in the certificates. If two or
more certificates have same set of properties, apps may not be able to resolve which certificate to use for TLS
authentication. You can help apps determine which certificate to use by following the steps below.

1. In the BlackBerry UEM management console, on the menu bar, click Apps.

2. Inthe app list, select the app (for example, BlackBerry Work or BlackBerry Access).

3. Select the Allow BlackBerry Dynamics apps to use user certificates and user credential profiles option.

4

. If you are configuring BlackBerry Work, in the App configuration section, click + and perform one of the
following tasks:

Task Steps

Configure BlackBerry a. On the Configuration Settings tab, select Clients must have individual login
Work when your certificates (SSL) uploaded in the GC.

organization is b. To enable automatic discovery of the Microsoft Exchange server that the
using BEMS users are on, select Use BEMS to perform Autodiscover of the EAS/EWS

endpoint for the user.
c. On the Exchange Settings tab, in the User Credential Profile Name field, type
the name of the user credential profile.
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Task Steps

Configure BlackBerry a. Select the Exchange Settings tab.

Work when your b. If your server uses the domain name\user login format, in the Default
organization is not Domain field, specify the default Windows NT Domain that BlackBerry
using BEMS Work connects to when users log in.

c. Inthe Active Sync Server field, specify the default Exchange
ActiveSync server that BlackBerry Work connects to when users log in
to BlackBerry Work (for example, cas.mydomain.com).

d. Inthe Auto Discover URL field, specify the auto discover URL if known.
This speeds up the autodiscover setup process (for example, https://
autodiscover.mydomain.com).

e. In the Auto Discover Connection Timeout in Seconds (iOS only) field, specify
the autodiscover connection timeout in seconds.

f. In the User Credential Profile Name field, type the name of the user
credential profile.

5. Click Save.

Create a user credential profile to use app-based certificates on i0S devices

On the menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.
In the Certification authority connection drop-down list, select the name of the app you specified when you
connected BlackBerry UEM to your PKI solution. If you are using Purebred, select the BlackBerry UEM Client
6. To specify which certificate the BlackBerry Dynamics app will use, perform the following actions:
a) Inthe Key usage section, select the operations that the certificate supports.
BlackBerry Dynamics apps will only use certificates that have at least the specified key usage value set. For
example, an encryption certificate may have a key usage value of Key encipherment. An authentication

certificate may have a key usage value of Digital signature. A signing certificate may have a key usage
value of both Digital signature and Nonrepudiation.

b) In the Extended key usage section, select the functions that the certificate was issued for.
BlackBerry Dynamics apps will only use certificates if all selected extended key usage values are present in
the certificate. Certificates can have additional extended key usage values.

c) If the certificate was issued for purposes other than email, client authentication, or smart card login,

select Additional Object ID usage, click ~+ and specify the OID for the key usage. For example, if the
certificate will be used for server authentication, it may have the OID 1.3.6.1.5.5.7.3.1
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d) Beside Issuers, click + and type the issuer name.

BlackBerry Dynamics apps will only use a certificate if the specified issuer matches the OpenSSL short-
form OID in the certificate. You can copy this value from the issuer's certificate. Do not put spaces before or
after the equal sign (=). For example:

CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne, C=Can
CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne
CN=Acne_cert TLS

7. If you want the device to delete expired certificates, select Delete expired certificates.
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Expired encryption certificates used for S/MIME should be retained on the device to allow users to read
messages that were encrypted before the certificate expired.

8. If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.

9. Click Add.
After you finish:

+ Allow BlackBerry Dynamics apps to use certificates.
+ Assign the profile to user accounts and user groups.

Create a user credential profile to use certificates from the native keystore on Android devices

You can configure the user certificate profile to allow BlackBerry Dynamics apps to use a certificate from the
native keystore on Android devices. You can allow BlackBerry Dynamics apps to use any certificate that had been
added to the keystore or you can define restrictions on which certificate the app can choose. For example, if you
are using an app-based PKI solution such as Purebred that adds certificates to the native keystore, you can force
the app to select a certificate issued by your Purebred PKI solution and require that the app use certificates with
specified capabilities.

On the menu bar, click Policies and Profiles.

Click Certificates > User credential.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.
In the Certification authority connection drop-down list, select Native keystore.
To specify which certificate the BlackBerry Dynamics app will use, perform the following actions:

casr N

a) Beside Issuers, click + and type the issuer name.

BlackBerry Dynamics apps will only use a certificate if the specified issuer matches the OpenSSL short-
form OID in the certificate. You can copy this value from the issuer's certificate. Do not put spaces before or
after equal sign (=). For example:

CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne, C=Can
CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne
CN=Acne_cert TLS

b) In the Key usage section, select the operations that the certificate supports.

BlackBerry Dynamics apps will only use certificates that have at least the specified key usage value set. For
example, an encryption certificate may have a key usage value of Key encipherment. An authentication
certificate may have a key usage value of Digital signature. A signing certificate may have a key usage
value of both Digital signature and Nonrepudiation.

c) Inthe Extended key usage section, select the functions that the certificate was issued for.

BlackBerry Dynamics apps will only use certificates if all selected extended key usage values are present in
the certificate. Certificates can have additional extended key usage values.

d) If the certificate was issued for purposes other than email, client authentication, or smart card login,

select Additional Object ID usage, click ~+ and specify the OID for the key usage. For example, if the
certificate will be used for server authentication, it may have the OID 1.3.6.1.5.5.7.3.1

7. If you want the device to delete expired certificates, select Delete expired certificates.

Expired encryption certificates used for S/MIME should be retained on the device to allow users to read
messages that were encrypted before the certificate expired.

8. If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.
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9. Click Add.
After you finish:

+ Allow BlackBerry Dynamics apps to use certificates.
+ Assign the profile to user accounts and user groups.

Using SCEP to send client certificates to devices

You can use SCEP profiles to specify how devices and BlackBerry Dynamics apps obtain client certificates from
your organization's CA through a SCEP service. SCEP is an IETF protocol that simplifies the process of enrolling
client certificates to a large number of devices or apps without any administrator input or approval required

to issue each certificate. Devices and BlackBerry Dynamics apps can use SCEP to request and obtain client
certificates from a SCEP-compliant CA that is used by your organization.

The CA that you use must support challenge passwords. The CA uses challenge passwords to verify that the
device or app is authorized to submit a certificate request.

If your organization uses an Entrust CA or OpenTrust CA, SCEP profiles are not supported for Windows
10 devices.

Create a SCEP profile

The required profile settings depend on the SCEP service configuration in your organization's environment and
vary depending on whether the certificate is used by a BlackBerry Dynamics app or by a specified device type.

Note: If you want to use a SCEP profile to distribute OpenTrust client certificates to devices, you must apply a
hotfix to your OpenTrust software. For more 