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Good Secure Enterprise Suite

Good Secure Enterprise Suite

The Good Secure Enterprise Suite from BlackBerry enables you to empower employees with day-one business productivity, with
all-in-one secure email, contacts, calendar, work intranet access and web browsing, advanced business-class productivity, and
industry-leading containerization to separate work and personal information.

With the Good Secure Enterprise Suite, you can manage a growing number of mobile devices, provide an enterprise app store,
and securely access corporate intranet and docs behind a firewall. Cross-platform support for iOS, Android, OS X, Windows 10,
and BlackBerry devices includes mobile device management (MDM), mobile application management (MAM), secure intranet
access, and web browsing.

The Good Secure Enterprise Suite consists of:

e Good Control

. Good Proxy

. Good Enterprise Mobility Server (GEMS) with Good Mail and Good Presence
o BES12 version 12.4 or 12.5 (optional for MDM)

U Databases

Good Control and BES12

You can use the Good Control server and an optional BES12 server to manage and configure Good Secure Enterprise Suite
users, devices, apps, and containers. You can install multiple Good Control and BES12 servers for high availability and disaster
recovery. In future releases, MDM, App Store, and Samsung KNOX functionality will move entirely from Good Control to
BlackBerry UEM, but these features remain supported in Good Control, allowing for an upgrade path without losing this
functionality. For information about end-of-life support for MDM, App Store, and Samsung KNOX features in Good Control, see
the Software Lifecycle web page.

Good Proxy

The Good Proxy server is the component that maintains the secure connection between an enterprise and the Good network
operations center (NOC). You install the Good Proxy server behind the enterprise firewall to establish a secure outbound
connection to the NOC. This means there is no need to open an inbound port on the firewall and no need to use a VPN. You can
install multiple Good Proxy servers for high availability and disaster recovery.


http://us.blackberry.com/support/business/software-support-life-cycle.html

Good Secure Enterprise Suite

Good Enterprise Mobility Server (GEMS)

The GEMS component provides value-added services for Good Dynamics apps. This document focuses on a GEMS deployment
that enables the Good Mail, Good Presence, and Good Launcher features of Good Work.

Database

Good Control and GEMS use a Microsoft SQL Server database to store data such as user, application, and policy information.
Good Control and GEMS can have separate databases, but they may use the same database server if GEMS and Good Control
are colocated and overall latency requirements are met. GEMS may require its own database server depending on where it is
deployed relative to the mail server. If you plan to use BES12 for MDM, the BES12 database can reside on the same database
server as the Good Control database.
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Good Secure Enterprise Suite
scalability

The scalability of the Good Secure Enterprise Suite components depends on the hardware and the configuration of the network.
To determine the specific requirements for your environment, download the Good Secure Enterprise Suite Performance
Calculator. If you want to use BES12 in an advanced configuration (for more than managing Good enabled devices), download
the BES12 Performance Calculator to determine specific requirements for BES12.

Good Control server scalability is driven by the number of users and the number of concurrently connected containers. For the
purposes of this document we are sizing for up to 100,000 users in the database, and 25,000 devices per Good Control server,
with an average of five containers per device and a concurrency factor of 1.7.

Good Proxy server scalability is determined by the number of concurrent connections (maximum of 15,000) and aggregate data
throughput (maximum 4 MBps).

GEMS server scalability is driven by the number of users and their individual usage requirements.

BES12 server scalability is determined by the number of users and the size of the largest group for app management. BES12
can support 25,000 devices for MDM-only functionality. For full BES12 functionality, including secure connectivity, BES12 can
support 6000 devices. This document takes only MDM-only functionality into consideration. This document assumes that each
instance of BES12 can handle a maximum app group size of 5000.

Workloads

Workloads in this document assume the following parameters:

. Five containers per device

. 1.7 concurrently active containers per device

. Three concurrent connections per device (i0S)

. Five concurrent connections per device (Android)
. Email rates of 20 emails per hour per device

If your organization’s usage differs significantly from these parameters, download the Good Secure Enterprise
Suite Performance Calculator to estimate requirements.


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip

Good Secure Enterprise Suite scalability

Secure container scalability and application
policy updates

A container is one Good Dynamics SDK-based application on one device. For example, five Good Dynamics applications on one
device are five containers. Five Good Dynamics applications installed on each of six devices are 30 containers. Scalability is
driven by concurrency.

Clustered server scalability

Good Secure Enterprise Suite supports the clustering of server components for high availability and to create highly scalable
systems. Good Secure Enterprise Suite clustering requires no Microsoft clustering or third-party components. Good Secure
Enterprise Suite clustering follows an active-active model: all servers actively participate all the time. If a particular server goes
down, its workload is redistributed automatically to the other servers in the cluster. The benefits of clustering in Good Secure
Enterprise Suite provides highly scalable enterprise deployments and a dependably fault-tolerant operational environment.
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Good Secure Enterprise Suite
hardware requirements

Good Secure Enterprise Suite requirements for hardware depend on the size of your environment. Good Secure Enterprise Suite
also has requirements for third-party software compatibility. For more information about requirements, download the Good
Secure Enterprise Suite Performance Calculator). This section briefly describes some typical deployment configurations and

some minimal sizing of the components. For more information on the setup and operation of Good Secure Enterprise Suite
components, see the Good Dynamics Server Installation Guide.

Large deployments

For deployments of 5000 or more devices, it is highly recommended that you engage BlackBerry’s Professional Services team
to assist with your deployment and capacity planning and associated server hardware sizing and deployment design. In larger
deployments, the following factors can significantly influence hardware sizing and deployment requirements:

. Geographical distribution of end users
. Internal network topology and latencies
. Locations of Microsoft Exchange servers

. Overall approach to high availability and disaster recovery

Accordingly, the guidance in this document should be considered a high-level starting point and not a substitute for planning,
design, and monitoring that is more specific to your deployment.

BES12

For this release, if you decide to use BES12 for management, you require a separate BES12 server. However, in future releases,
you will be able to use this server for an integrated BES12 and Good Control solution. The same is true for the Good Control and
Good Proxy configuration for new installations.

Server-to-database latency

The Good Control, GEMS, and BES12 servers should be located in the same data center as the databases to minimize latency
(less than 5 ms). Separate Good Proxy servers can be located in regional data centers.


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip

Good Secure Enterprise Suite hardware requirements

JRE heap size for the Good Control server

The JRE heap size must be adjusted based on the number of devices supported by your Good Control server.

To increase the JRE heap size of the Good Control server, use the Windows Registry Editor (regedit command). The HKEY entry
in the registry for Good Control is:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun 2.0\GoodControl\Parameters\Java

Number of devices Max heap memory (-Xmx setting) for each Good Control instance
Up to 200 640m

Upto 1000 1024m, default

Up to 2000 2048m

Up to 5000 2048m

Up to 25,000 4096m

After you change the setting, restart the Good Control service.

Sizing for new installations and upgrades

The hardware sizing indicated for a new installation anticipates BlackBerry’s plan to fully integrate and combine Good Control
with BES12 and Good Proxy with the BlackBerry Connectivity Node. After this integration is complete, each Good Control and
Good Proxy server instance can be updated with the integrated software and will fully support the combined functions and
workloads based on the specifications provided. If you choose to deploy BES12 separately in the interim, this sizing allows you
to consolidate your server footprint and decommission any separate BES12 server instances, provided that your overall
deployment is still within the specified device range.

The hardware sizing indicated for the upgrade from Good Dynamics version 2.2 to Good Dynamics version 2.3 does not
anticipate the integrated product described above. It indicates only what is minimally required to support new capabilities in
Good Dynamics version 2.3. If you want to subsequently deploy the integrated BlackBerry UEM software, you must increase the
Good Control and Good Proxy servers to the hardware sizing for a new installation.

Hardware requirements for up to 500 devices

For up 500 devices, install Good Control, Good Proxy, GEMS (with Good Mail and Good Presence), and Microsoft SQL Server or
Microsoft SQL Server Express on one server. For MDM, add BES12 and Microsoft SQL Server Express on a separate server. A
domain of this configuration can have a maximum of 500 devices.

The following requirements apply for a new installation of Good Secure Enterprise Suite.
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Server Requirement

Good Control, Good Proxy, GEMS Mail and Presence, and ° 6 processor cores, 2.4 GHz

Microsoft SQL Server or Microsoft SQL Server Express R 20 GB of available memory

. 64 GB of disk space

For MDM: BES12 and Microsoft SQL Server Express e 4 processor cores, 2.4 GHz

o 8 GB of available memory

o 64 GB of disk space

The following requirements apply if you are upgrading from Good Dynamics version 2.2 to Good Dynamics version 2.3.
Server Requirement
Good Control, Good Proxy, GEMS Mail and Presence, and . 4 processor cores, 2.4 GHz

Microsoft SQL Server or Microsoft SQL Server Express o 12 GB of available memory

° 64 GB of disk space

Hardware requirements for up to 2000 devices

A domain with up to 2000 devices typically requires one Good Control server, one Good Proxy server, one GEMS server (with
Good Mail and Good Presence), and one Microsoft SQL Server database server.

Optionally, you can deploy BES12 on a separate server to support MDM. The BES12 instance can use the same database server
as the Good Control server and the GEMS server.

The servers that Good Control and GEMS are on must be physically located near the servers with the Microsoft SQL Server
databases (less than 5 ms latency).

The following requirements apply for a new installation of Good Secure Enterprise Suite.
Server Requirement

Good Control e 4 processor cores, 2.4 GHz
o 16 GB of available memory

° 64 GB of disk space

Good Proxy . 4 processor cores, 2.4 GHz
. 12 GB of available memory

. 64 GB of disk space
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Server

GEMS Mail and Presence

BES12 (optional for MDM)

Microsoft SQL Server

The following requirements apply if you are upgrading from Good Dynamics version 2.2 to Good Dynamics version 2.3.

Server

Good Control

Good Proxy

GEMS Mail and Presence

Microsoft SQL Server

Good Secure Enterprise Suite hardware requirements

Requirement

2 processor cores, 2.4 GHz
6 GB of available memory

64 GB of disk space

4 processor cores, 2.4 GHz
12 GB of available memory

64 GB of disk space

2 processor cores, 2.4 GHz
4 GB of available memory

64 GB of disk space

Requirement

11

2 processor cores, 2.4 GHz
6 GB of available memory

64 GB of disk space

4 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

2 processor cores, 2.4 GHz
6 GB of available memory

64 GB of disk space

2 processor cores, 2.4 GHz
2 GB of available memory

64 GB of disk space
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Hardware requirements for up to 5000 devices

For up to 5000 devices, install Good Control, Good Proxy, GEMS server (with Good Mail and Good Presence), and Microsoft SQL
Server on separate servers.

For MDM, add BES12 on a separate server.

The servers that Good Control and GEMS are on must be physically located near the server with the Microsoft SQL Server
database (less than 5 ms latency).

You can download the Good Secure Enterprise Suite Performance Calculator and use it to determine the minimum number of
Good Control, GEMS, and Good Proxy instances for your device configuration and workload.

The following requirements apply for a new installation of Good Secure Enterprise Suite.
Server Requirement

Good Control e 4 processor cores, 2.4 GHz
° 16 GB of available memory

o 64 GB of disk space

Good Proxy (one for every 3000 to 5000 devices) o 6 processor cores, 2.4 GHz
U 12 GB of available memory

o 64 GB of disk space

GEMS Mail and Presence . 2 processor cores, 2.4 GHz
o 8 GB of available memory

. 64 GB of disk space

BES12 (optional for MDM) . 4 processor cores, 2.4 GHz
U 12 GB of available memory

o 64 GB of disk space

Microsoft SQL Server . 2 processor cores, 2.4 GHz
° 8 GB of available memory

° 64 GB of disk space

The following requirements apply if you are upgrading from Good Dynamics version 2.2 to Good Dynamics version 2.3.

12


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip

Good Secure Enterprise Suite hardware requirements

Server Requirement

Good Control . 4 processor cores, 2.4 GHz
° 6 GB of available memory

. 64 GB of disk space

Good Proxy (one for every 3000 to 5000 devices) . 6 processor cores, 2.4 GHz
o 8 GB of available memory

o 64 GB of disk space

GEMS Mail and Presence . 2 processor cores, 2.4 GHz
° 8 GB of available memory

° 64 GB of disk space

Microsoft SQL Server . 2 processor cores, 2.4 GHz
o 4 GB of available memory

o 64 GB of disk space

Hardware requirements for up to 25,000 devices

For up to 25,000 devices, install Good Control, Good Proxy, GEMS server (with Good Mail and Good Presence), and Microsoft
SQL Server on separate servers. This configuration requires multiple Good Proxy servers and multiple GEMS servers (not
including high availability or disaster recovery scenarios).

. One instance of Good Control can support up to 25,000 devices. One instance of Good Proxy can support
approximately 3000 to 5000 devices.

. One dedicated instance of GEMS server (with Good Mail and Good Presence) can support approximately 10,000
devices.
For MDM, add BES12 on a separate server.

Additional features and configurations create more connections and sessions between devices and the Good Control instances,
which limits the number of devices that one instance can support. To support more devices, add more instances of Good
Control, Good Proxy, and GEMS.

You can download the Good Secure Enterprise Suite Performance Calculator and use it to determine the minimum number of
Good Control, GEMS, and Good Proxy instances for your device configuration and workload.

The servers that Good Control and GEMS are installed on must be physically located near the server with the Microsoft SQL
Server database (less than 5 ms latency). The Good Control servers do not need to be near the mail and messaging servers.

The following requirements apply for a new installation of Good Secure Enterprise Suite.

13


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip

Server

Good Control

Good Secure Enterprise Suite hardware requirements

Requirement

Good Proxy (one for every 3000 to 5000 devices) o

GEMS Mail and Presence

BES12 (optional for MDM)

Microsoft SQL Server

The following requirements apply if you are upgrading from Good Dynamics version 2.2 to Good Dynamics version 2.3.

Server

Good Control

8 processor cores, 2.4 GHz
16 GB of available memory

64 GB of disk space

6 processor cores, 2.4 GHz
12 GB of available memory

64 GB of disk space

4 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

8 processor cores, 2.4 GHz
12 GB of available memory

64 GB of disk space

4 processor cores, 2.4 GHz
16 GB of available memory

64 GB of disk space

Requirement

Good Proxy (one for every 3000 to 5000 devices) o

GEMS Mail and Presence

14

8 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

6 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

4 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space
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Server Requirement

Microsoft SQL Server . 4 processor cores, 2.4 GHz
. 8 GB of available memory

. 64 GB of disk space

Hardware requirements for up to 150,000
devices

For up to 150,000 devices, install multiple instances of Good Control, GEMS server (with Good Mail and Good Presence), and
Good Proxy:

. One instance of Good Control can support up to 25,000 devices
. One instance of Good Proxy can support approximately 3000 to 5000 devices
. One dedicated instance of GEMS server (with Good Mail and Good Presence) can support approximately 10,000
devices
Note: These numbers do not include requirements for high availability or disaster recovery scenarios.

Additional features and configurations create more connections and sessions between devices and the Good Control instances,
which limits the number of devices that one instance can support. To support more devices, add more instances of Good
Control.

For MDM, add BES12 on a separate server.

You can download the Good Secure Enterprise Suite Performance Calculator and use it to determine the minimum number of
Good Control, GEMS, and Good Proxy instances for your device configuration and workload.

The servers that Good Control and GEMS are installed on must be physically located near the servers with the Microsoft SQL
Server databases (less than 5 ms latency).

The following requirements apply for a new installation of Good Secure Enterprise Suite.
Server Requirement

Good Control (one for every 25,000 devices) . 8 processor cores, 2.4 GHz
o 16 GB of available memory

o 64 GB of disk space

Good Proxy (one for every 3000 to 5000 devices) . 6 processor cores, 2.4 GHz
o 12 GB of available memory

. 64 GB of disk space

15


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/good-control-good-proxy/installation/Performance_Calculator_BlackBerry_Dynamics_v4.0.zip

Good Secure Enterprise Suite hardware requirements

Server

GEMS Mail and Presence (one for every 10,000 devices)

BES12 (optional for MDM) (one for every 25,000 devices)

Microsoft SQL Server for Good Control

Microsoft SQL Server for GEMS

Requirement

4 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

8 processor cores, 2.4 GHz
12 GB of available memory

64 GB of disk space

12 processor cores, 2.4 GHz
32 GB of available memory

256 GB of disk space

4 processor cores, 2.4 GHz

4 to0 16 GB of available memory, depending on the size of
EWS SyncState

64 GB of disk space

The following requirements apply if you are upgrading from Good Dynamics version 2.2 to Good Dynamics version 2.3.

Server

Good Control (one for every 25,000 devices)

Good Proxy (one for every 3000 to 5000 devices)

GEMS Mail and Presence (one for every 10,000 devices)

Microsoft SQL Server for Good Control

Requirement

16

8 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

6 processor cores, 2.4 GHz
8 GB of available memory
64 GB of disk space

4 processor cores, 2.4 GHz
8 GB of available memory

64 GB of disk space

8 processor cores, 2.4 GHz
12 GB of available memory

128 GB of disk space
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Microsoft SQL Server for GEMS . 4 processor cores, 2.4 GHz

U 4 1o 16 GB of available memory, depending on the size of
EWS SyncState

o 64 GB of disk space

17
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Good Secure Enterprise Suite
deployment configurations

Good Secure Enterprise Suite and its components can be configured to adapt to a wide variety of networking and security

needs. You can deploy Good Secure Enterprise Suite in your organization’s environment in many ways. The six most common
deployment configurations are:

. Small deployment

o Basic distributed servers

. Distributed servers and web proxy

. Distributed servers, web proxy, and BlackBerry Dynamics Direct Connect

. Clustering, affinities, and database mirroring

Note: The diagrams in this section are for planning purposes only and do not represent all specific data flows.

Small deployment

For a small deployment of up to 500 devices, you can install Good Control, Good Proxy, GEMS, and the database on one server.
For MDM, add BES12 on a separate server.

Wi-Fi access i0S and

point or mobile Android

network devices
(77N

| I i0s ,ﬁ.
Good Control/ 5

Good Proxy/ -
BES12 GEMS server

[E==1—===1] jlflk @—Q

Network Internet
@ @ Firewall  Operations Center

BES12 Good Control
database database
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Basic distributed servers

The simplest configuration of distributed servers is a dedicated server (physical or virtual) for each Good Secure Enterprise
Suite component. For MDM, add BES12 on a separate server. Note that the diagram below does not include clustering.

Wi-Fi access 08 )
point or mobile Mrclralsl
BES12 network devices
_ (N
| | i0s ,ﬁ.
5 _
Good Control Good Proxy
server server
[ 4 Q
rem=— === {13:_
| Network Internet
4@ Firewall Operations Center
—1===

Database GEMS
server server

Distributed servers with a web proxy

Another common deployment configuration of distributed servers includes a web proxy server for devices to access resources
on the internet that are external to the Good Secure Enterprise Suite deployment. Note that the diagram below does not include
clustering.

Information about Good Control settings for web proxies is in the Good Control Administrator Help.

19
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Wi-Fi access 02
point or mobile Al
BES12 network devices
_ (N
| I i0os |'|
ooe) o =
Good Control Good Proxy h
server server
| 4 Q
|===||_||===||_|===|_ [J&_
Web proxy Network Internet

4@ server Firewall Operations Center
- ===

Database GEMS
server server

Distributed servers with a web proxy and Direct
Connect

Users of devices in the field often need to access internal resources directly through the Good Proxy server, bypassing the Good
NOC. This configuration is called BlackBerry Dynamics Direct Connect. Note that the diagram below does not include

clustering.

Reasons for enabling Direct Connect include increased performance for enterprise connectivity traffic (due to decreased
network latency) and location sensitivity (such as avoiding sending traffic through U.S. or other data centers).

Detailed information about deploying Direct Connect is in the BlackBerry Dynamics Direct Connect Guide.

20
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Wi-Fi access i0S and

point or mobile Android

BES12 network devices
(@

Enterprise connectivity ,I I i0s
traffic X )
[ N
Good Control Firewall
server |
| V'l | P
E—IEI—I:::-I— [1):_ O\

Good Proxy Web proxy Network Internet
server with server Firewall Operations Center
—===1 Direct Conect
settings

Database GEMS
server server

Clustering, affinities, and database mirroring

The Good Control, GEMS, and Good Proxy servers can be clustered for performance, server affinities (associations between
servers) can be established, and the database can be mirrored. Clustering servers, establishing server affinities, and database
mirroring are often implemented after the initial deployment of Good Secure Enterprise Suite.

Database mirroring and high availability

Good Control and GEMS servers that are set up for mirroring automatically switch to the mirrored database when a failure
occurs in the primary database. The primary and mirrored databases (synchronous) must reside in the same data center. For
AlwaysOn synchronous mode, the two databases must also reside in the same data center.

For high availability, you can add additional Good Control, GEMS, and Good Proxy servers. The additional Good Control and
GEMS servers must be located in the same data center as the database. Good Proxy servers can be located in regional data
centers.

For information about configuring mirroring for Good Control servers, see the Good Dynamics Server Installation Guide and the
GEMS Installation and Configuration Guide.

Microsoft SQL Server database mirroring

The Good Control and GEMS servers can be configured for Microsoft SQL Server database mirroring. Below is a logical view of
clustered Good Control and GEMS servers and the Good Control/GEMS-to-database connections with Microsoft SQL Server
mirroring.

21



Good Secure Enterprise Suite deployment configurations

Mirrored or
AlwaysOn Primary
databases databases

@ synchronous @
-

BES12 GEMS Good Control Good Proxy
servers servers servers servers

Disaster recovery

A disaster recovery site requires another Microsoft SQL Server database and a set of Good Control and/or GEMS servers that are
configured the same as the Good Control and/or GEMS servers in your primary site. However, the corresponding Good Control
and/or GEMS servers in the disaster recovery site should be turned off.

To failover to the disaster recovery site, you must turn off the primary Good Control and/or GEMS servers and turn on the Good
Control and/or GEMS servers at the disaster recovery site, after the corresponding database failover has taken place. You must
make sure that the primary servers do not come back up before the disaster recovery servers come on.

Note: You can deploy Good Proxy and/or GEMS servers in the disaster recovery environment and at other regional sites as
desired.

22
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Primary site Disaster recover site
( Mirrored or \ ( Remote or \
AlwaysOn Primary AlwaysOn
databases databases databases
synchronous P asynchronous R
1 ,ﬂ .
II A ’ A \
; ! ‘/ : ¥
7 1
Fl:l:l'l 1 Fl:l:l'l
2 ! N o= I =S5
1 : 2 Good GEMS
servers (not running)
BES12 GEMS Good Control Good Proxy . BES12 &
(not running)
servers servers servers servers servers
\_ B, \ (not running) ]
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Legal notice

Legal notice

©2016 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, BES, EMBLEM Design, ATHOC, EMBLEM
Design, ATHOC & Design and PURPLE GLOBE Design, GOOD, GOOD WORK, LOCK Design, MANYME, MOVIRTU, SECUSMART,
SECUSMART & Design, SECUSUITE, SECUVOICE, VIRTUAL SIM PLATFORM, WATCHDOX and WORKLIFE are the trademarks or
registered trademarks of BlackBerry Limited, its subsidiaries and/or affiliates, used under license, and the exclusive rights to
such trademarks are expressly reserved. All other trademarks are the property of their respective owners.

Android is a trademark of Google Inc. Apple and OS X are trademarks of Apple Inc. i0OS is a trademark of Cisco Systems, Inc.
and/or its affiliates in the U.S. and certain other countries. iOS® is used under license by Apple Inc. Java and JRE are
trademarks of Oracle and/or its affiliates. KNOX and Samsung KNOX are trademarks of Samsung Electronics Co., Ltd. Microsoft,
ActiveSync, Internet Explorer, SQL Server, Windows, and Windows Phone are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries. OpenVPN is a trademark of OpenVPN Technologies, Inc. Wi-
Fiis a trademark of the Wi-Fi Alliance. All other trademarks are the property of their respective owners.

This documentation including all documentation incorporated by reference herein such as documentation provided or made
available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE" and without condition,
endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and its affiliated companies
("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical, or other inaccuracies, errors, or
omissions in this documentation. In order to protect BlackBerry proprietary and confidential information and/or trade secrets,
this documentation may describe some aspects of BlackBerry technology in generalized terms. BlackBerry reserves the right to
periodically change information that is contained in this documentation; however, BlackBerry makes no commitment to provide
any such changes, updates, enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software, products or services
including components and content such as content protected by copyright and/or third-party web sites (collectively the "Third
Party Products and Services"). RIM does not control, and is not responsible for, any Third Party Products and Services
including, without limitation the content, accuracy, copyright compliance, compatibility, performance, trustworthiness, legality,
decency, links, or any other aspect of Third Party Products and Services. The inclusion of a reference to Third Party Products
and Services in this documentation does not imply endorsement by RIM of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR WARRANTIES OF
DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE QUALITY, NON-
INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING
OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF
ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE
HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY
NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT PERMITTED BY
LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO THE EXTENT THEY CANNOT BE
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EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU
FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE LIABLE
FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL,
EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS
OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS
INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR
RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH RIM PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF RIM PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY
AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR
OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR UNFORESEEN, AND EVEN
IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY LIABILITY
FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE,
TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH OR BREACHES
OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND (B)
TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME
SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR
RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE,
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY LIABILITY
ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that your
airtime service provider has agreed to support all of their features. Some airtime service providers might not offer Internet
browsing functionality with a subscription to the BlackBerry® Internet Service. Check with your service provider for availability,
roaming arrangements, service plans and features. Installation or use of Third Party Products and Services with RIM's products
and services may require one or more patent, trademark, copyright, or other licenses in order to avoid infringement or violation
of third party rights. You are solely responsible for determining whether to use Third Party Products and Services and if any third
party licenses are required to do so. If required you are responsible for acquiring them. You should not install or use Third Party
Products and Services until all necessary licenses have been acquired. Any Third Party Products and Services that are provided
with RIM's products and services are provided as a convenience to you and are provided "AS IS" with no express or implied
conditions, endorsements, guarantees, representations, or warranties of any kind by RIM and RIM assumes no liability
whatsoever, in relation thereto. Your use of Third Party Products and Services shall be governed by and subject to you agreeing
to the terms of separate licenses and other agreements applicable thereto with third parties, except to the extent expressly
covered by a license or other agreement with RIM.

Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server, BlackBerry®
Desktop Software, and/or BlackBerry® Device Software.
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The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable thereto.
NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR WARRANTIES
PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information associated with
this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited
200 Bath Road

Slough, Berkshire SL1 3XE
United Kingdom

Published in Canada
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